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WHEN THE SKY IS FALLING, DON’T BE CHICKEN LITTLE 
BY D. JEAN VETA & MICHAEL NONAKA

For bank executives, crisis situations can take many forms.  
In the post-financial meltdown environment, there are an 
ever-growing number of crises that can arrive at your door.  
Increasing levels of scrutiny are being applied to banks, as 
demonstrated by President Obama’s State of the Union 
announcement of the creation of a mortgage fraud task 
force.  Your bank does not have to be on the verge of failure 
to face a crisis.  A bad examination, an inquiry from the SEC, 
a data security breach, a money laundering or lending 
discrimination allegation or a major compliance issue could 
make you feel like the sky is falling.  Advance preparation can 
go a long way in helping you effectively sort through and 
address these issues.  When your institution is faced with 
one — or increasingly a combination — of these issues, the 
key is not to lose your head.  Instead, pause and then 
implement these five basic steps: 

1.  ASSEMBLE YOUR CRISIS MANAGEMENT TEAM. 

You should have a crisis management plan on the shelf in 
preparation for the day when the sky falls.  Crisis 
management plans provide a blueprint for responding to 
crises and are favored by regulators because such plans are 
instrumental in mitigating the negative impact of crises.  If 
your institution, like many others, has not yet developed such 
a plan, there is no time like the present.  The plan should 
designate a Crisis Management Team to handle the crisis.  
This team typically includes a member of executive 
management, the bank’s chief legal officer, a senior officer 
from the affected line of business, and outside counsel 
experienced in these kinds of major regulatory breakdowns.  
Depending on the crisis, this core team may be 
supplemented by members from other areas, such as public 
relations, human resources, information technology, finance, 
compliance and/or internal audit.   

The plan also should outline the timing for informing the 
Board of Directors and the Board’s level of involvement in 
responding to the crisis.  Plans should require the Audit 
Committee Chair to be informed immediately, with a clear 
understanding about when and how the rest of the Board will 
be informed.  This Board communication piece is especially 
important, not only because directors are the ultimate 
stewards of the institution (and the regulators expect it), but 
also because Board members are keenly aware of the impact 
a crisis can have — reputationally and legally — on the 
institution and perhaps even on the Board members 
themselves. 

2.  TAKE IMMEDIATE ACTION. 

If the crisis involves an ongoing activity, consult with legal 
counsel and the relevant business executives to discuss 

shutting down or otherwise stopping the problematic activity 
in an efficient, orderly manner to avoid further harm.  At the 
same time, it is important to ensure that key evidence is 
preserved.  Depending on the crisis, this will typically include 
issuing a document preservation hold, interviewing key 
personnel (especially before any personnel actions are 
taken), and collecting data and other information.  Consistent 
with the crisis management plan, the Board’s Audit 
Committee chair (and other Board members as appropriate) 
should be apprised promptly of the actions taken or to be 
taken.  The Board of Directors’ guidance and leadership can 
be invaluable, and regulators want to know that an 
institution’s Board is engaged to address a crisis. 

3.  DEVELOP A SHORT-TERM PLAN. 

The institution’s short-term plan for addressing the crisis 
should include an evaluation of the need for an internal 
investigation by internal or outside counsel, especially if the 
crisis includes thorny compliance issues.  The short-term plan 
also should consider whether the institution’s regulator(s) or 
law enforcement should be notified and the form of such 
notification — formal or informal disclosure.  Finally, the plan 
should consider the extent to which key constituencies, 
including employees, customers, shareholders, and the 
public, need to be informed of the crisis and the method for 
communicating with them.  In the current environment, it is 
important to address the potential impact of social media in 
the institution’s short-term plan.  Social media is an 
increasingly-relied upon source of information for many 
people.  It can also readily be used as a tool by opponents to 
develop  negative messaging and lay the groundwork for 
governmental investigations or legal proceedings.  The 
institution’s short-term plan must be informed by as much 
information as possible, so it is essential to act in an 
expedited yet careful fashion to assess key evidence and the 
applicable legal framework. 

4.  FOLLOW A COORDINATED APPROACH. 

A crisis often creates multiple areas of exposure in the form 
of government enforcement actions, private litigation, 
reputational harm, and customer relations issues.  The 
institution’s short-term plan, and overall approach to 
addressing the crisis, must take into account all of these 
risks.  For example, with almost every crisis, a bank must 
decide whether and how to inform its primary bank regulator 
and the impact this disclosure can have on other areas of 
exposure.  In addition, an institution will need to decide 
whether there are any mandatory disclosures — for example, 
under the securities laws or, in the case of a data security 
breach, under various customer notification laws — and, if so, 
how that will affect other areas of exposure.  Even assuming 
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disclosures are not mandatory, an institution nevertheless 
may want to disclose the issues, for example, to its key 
customers; however, rushing to inform certain customers of a 
crisis situation (in the interest of retaining those customers) 
may compromise the institution’s ability to defend itself in 
government enforcement actions or private litigation.  On the 
other hand, failing to communicate with the institution’s key 
constituencies, or the public when expectations so require, 
often can exacerbate a crisis, even if it is motivated by the 
need to mitigate the institution’s legal risk. 

5.  DEVELOP AND EXECUTE A LONG-TERM PLAN. 

To weather a crisis effectively, an institution must stay 
focused on its key objectives, while remaining flexible to 
adjust its approach as circumstances warrant.  In addition to 
defending against any governmental or private legal action, 
an institution’s long-term plan, depending on the crisis, may 
include: remediation of the harm, the implementation of 
additional internal controls to monitor and prevent the 
activity from recurring, enhanced management reporting to 
ensure the institution is informed of all developments in the 
area affected by the crisis, and new or enhanced internal 
audit standards to test the institution’s compliance 
responses to the crisis. 

 

Too often, an institution, after successfully addressing a 
crisis, returns to “business as usual”.  However, one of the 
best ways to avoid future crises is to incorporate “lessons 
learned” from the current crisis.  If the institution simply 
returns to business as usual, the institution may find itself 
facing a subsequent crisis.  And the challenge of addressing 
a crisis the second time around increases exponentially.  

Effective crisis management requires considered and 
concerted action.  By incorporating these five steps, your 
institution will be better positioned to respond to crises when 
they occur.  Advance preparation will serve as shelter, 
shielding your institution on that fateful day when the sky 
actually does fall. 
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Covington & Burling LLP is an international law firm of more than 800 lawyers, known for our industry-focused practices, 
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