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Introduction

il

The “Principles of Federal Prosecution of Business Organizations” in the Justice
Manual describe specific factors that prosecutors should consider in conducting an
investigation of a corporation, determining whether to bring charges, and negotiating plea
or other agreements. JM 9-28.300. These factors include “the adequacy and effectiveness
of the corporation’s compliance program at the time of the offense, as well as at the time
of a charging decision” and the corporation’s remedial efforts “to implement an adequate
and effective corporate compliance program or to improve an existing one.” JM 9-28.300
(citing JM 9-28.800 and JM 9- 28.1000). Additionally, the United States Sentencing
Guidelines advise that consideration be given to whether the corporation had in place at
the time of the misconduct an effective compliance program for purposes of calculating
the appropriate organizational criminal fine. See §§ 8B2.1, 8C2.5(f), and 8C2.8(11).
Moreover, the memorandum entitled “Selection of Monitors in Criminal Division Matters”
issued by Assistant Attorney General Brian Benczkowski (hereafter, the “Benczkowski
Memo”) instructs prosecutors to consider, at the time of the resolution, “whether the
corporation has made significant investments in, and improvements to, its corporate
compliance program and internal controls systems” and “whether remedial improvements
to the compliance program and internal controls have been tested to demonstrate that
they would prevent or detect similar misconduct in the future” to determine whether a
monitor is appropriate.
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This document is meant to assist prosecutors in making informed decisions as to
whether, and to what extent, the corporation’s compliance program was effective at the
time of the offense, and is effective at the time of a charging decision or resolution, for
purposes of determining the appropriate (1) form of any resolution or prosecution; (2)
monetary penalty, if any; and (3) compliance obligations contained in any corporate
criminal resolution (e.g., monitorship or reporting obligations).



Unofficial Translation Courtesy of Covington & Burling LLP
EIS=i] )= I SR UL B eI 0L

AL B AE IR S BUEIR AL IRAT N A AR, RO ST L R ok E Bt
BGEAERE, XFb S R R S A R R A R At o, e (1
MR EIREAVRRE ST () EHRie CGRat) » M (3) fEfEfd
bR S A Al kT SR TR S A RS (Bl R B LS5 .

Because a corporate compliance program must be evaluated in the specific context
of a criminal investigation, the Criminal Division does not use any rigid formula to assess
the effectiveness of corporate compliance programs. We recognize that each company's
risk profile and solutions to reduce its risks warrant particularized evaluation. Accordingly,
we make an individualized determination in each case. There are, however, common
guestions that we may ask in the course of making an individualized determination. As the
Justice Manual notes, there are three “fundamental questions” a prosecutor should ask:

FH 0 Al B FEAA 58 EAT VAR A0AE TR 5 A v oo BARE GLIEAT 20 M, TR
A AR AE SR AR AT 1 724 2 200 Al & AR 2R B H RO gEAT VAl . AT R A
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BN EA P A AR A 7 B B ARTE SUEAT FIWr . HE, FEE BARS O ke
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1. “Is the corporation’s compliance program well designed?”
AR TR 2T HAT AR R? 7

2. “Is the program being applied earnestly and in good faith?” In other words,
is the program being implemented effectively?
‘AR TINE G S RS HA R R E 2, SRS E
R R ?

3. “Does the corporation’s compliance program work” in practice?

FESEE R, Ak & AR SR S R AR ?

See JM § 9-28.800.
Z: LM § 9-28.800.

In answering each of these three “fundamental questions,” prosecutors may
evaluate the company’s performance on various topics that the Criminal Division has
frequently found relevant in evaluating a corporate compliance program. The sample topics
and questions below form neither a checklist nor a formula. In any particular case, the
topics and questions set forth below may not all be relevant, and others may be more
salient given the particular facts at issue. Even though we have organized the topics under
these three fundamental questions, we recognize that some topics necessarily fall under
more than one category.

FE B bR = AN ) @ i, R 82 E AT DU 2 =) 50 TR 3w LE PEAG ARk 5 R
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l. Is the Corporation’s Compliance Program Well Desighed?

NV RBZEHITHARER?

The “critical factors in evaluating any program are whether the program is
adequately designed for maximum effectiveness in preventing and detecting wrongdoing
by employees and whether corporate management is enforcing the program or is tacitly
encouraging or pressuring employees to engage in misconduct.” JM 9-28.800.

PEAARAT SRR R CHAE T, 124K 521 2 B W1 NI e KA Hi AT 25 T
ARG TZ AT, URSNERER SIATIZAE R, B2 5 8 S0 s0e 18
RLSEHEA 1T R, 7 (JIM 9-28.800)

Accordingly, prosecutors should examine “the comprehensiveness of the
compliance program,” JM 9-28.800, ensuring that there is not only a clear message that
misconduct is not tolerated, but also policies and procedures — from appropriate
assignments of responsibility, to training programs, to systems of incentives and discipline
— that ensure the compliance program is well-integrated into the company’s operations
and workforce.

R, AR BRI A A RIZEE 1R (UM 9-28.8000 , FfR & MK R
AR 2 W AR E 2 A AN AR A AT IS I, 10 HE R =5 5 5 1 Ok 5 LA
REZBMARNFZE ST W& 57 2R I ) 28 22 05 ) B AR Y

A. Risk Assessment

RGBS VY-

The starting point for a prosecutor’s evaluation of whether a company has a well-
designed compliance program is to understand the company’s business from a commercial
perspective, how the company has identified, assessed, and defined its risk profile, and the
degree to which the program devotes appropriate scrutiny and resources to the spectrum
of risks.

R EH VL — KA A2 SHA 2 BRI AR RN, HH &R RN R
A BB A w5, B A W AR A B PR AL e SO SR, DL S B 5 4
A 28 T (0] S R R A0 XSS 114 90 B 2 0 > o R B U

Prosecutors should consider whether the program is appropriately “designed to
detect the particular types of misconduct most likely to occur in a particular corporation’s
line of business” and “complex regulatory environment[].” JM 9-28.800./ For example,
prosecutors should consider whether the company has analyzed and addressed the varying
risks presented by, among other factors, the location of its operations, the industry sector,
the competitiveness of the market, the regulatory landscape, potential clients and business
partners, transactions with foreign governments, payments to foreign officials, use of third
parties, gifts, travel, and entertainment expenses, and charitable and political donations.

R 82 H B2 25 B G AR R 153 2 i) 1T DA R I B AR A w559 B R R R
W PR b AT BE R AR I RE E R A 4T 97 (UM 9-28.800) o M fildn, RigEE
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Prosecutors should also consider “[t]he effectiveness of the company’s risk
assessment and the manner in which the company’s compliance program has been tailored
based on that risk assessment” and whether its criteria are “periodically updated.” See,
e.g., JM 9-47-120(2)(c);U.S.S.G. § 8B2.1(c) (“the organization shall periodically assess the
risk of criminal conduct and shall take appropriate steps to design, implement, or modify
each requirement [of the compliance program] to reduce the risk of criminal conduct”).

Tor 8 B I 247 o ) RS Pl PR RPN 2 ) T PRI TP A1t 10 4 5 A
PR 7 27 AL AR & &8 MR B (Z WM 9-47-120(2)(c): U.S.S.G. §
8B2.1(c)%5 (“AV N 4 5E VAN R AU ARAT B AU, HLBE 2 SR B 4 i it ] 1T
STt S P AR R AR — IR, LA R AR TRAT NI RS D

Prosecutors may credit the quality and effectiveness of a risk-based compliance
program that devotes appropriate attention and resources to high-risk transactions, even
if it fails to prevent an infraction in a low-risk area. Prosecutors should therefore consider,
as an indicator of risk-tailoring, “revisions to corporate compliance programs in light of
lessons learned.” JM 9- 28.800.

IR — UL T XU 73 B 1R 5 AR 008 i U 58 2 3N T 3 24 () ST E AR R
B8 122 4 5 AR REBH L & AR AEAR RS SIS AS 94T T, A 88 B AT AR 1 A 2R ) o & R
AR AT AN TE BT . BRI, R SR B 2475 i T I U 22 58 BOIs k&
FR R MEHIIEIE” (UM 9-28.800) F44 FLA A XS UG I 48 7R R 25

0 Risk Management Process — What methodology has the company used to
identify, analyze, and address the particular risks it faces? What information or
metrics has the company collected and used to help detect the type of
misconduct in question? How have the information or metrics informed the
company’s compliance program?

o REEERE—— A FEREC TR 7R 20 B A0 o L T I )45 I
B2 A EISCERAE A T WRLLAE B B S DU R A SG SR 2 (A AT ?
KA BB IAE 7] S AR R B 415 DAARIL?

0O Risk-Tailored Resource Allocation — Does the company devote a
disproportionate amount of time to policing low-risk areas instead of high-risk
areas, such as questionable payments to third-party consultants, suspicious
trading activity, or excessive discounts to resellers and distributors? Does the
company give greater scrutiny, as warranted, to high-risk transactions (for
instance, a large-dollar contract with a government agency in a high-risk
country) than more modest and routine hospitality and entertainment?
st RS R BE R 40 Bt — — 2 W 2 TS RN AN B BB 4] i [) Sk Ak 341G IR S 491 33
10 = e DRSS T3 I 3, 48] ) 25 =07 Jost i) FX) RT B SC A TSI B B 1S Bl
B[] 6 P RN 22 B s A A 58 )9 1 2 R o BE B v R S R ks S 4
FHE, E S R AE S () -5 v RS [ 5K e — BURT B 11 1A) ) v
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0 Updates and Revisions — Is the risk assessment current and subject to periodic
review? Have there been any updates to policies and procedures in light of
lessons learned? Do these updates account for risks discovered through
misconduct or other problems with the compliance program?

B SBIE—— XS TEAh 2 5 o DL 15 5 B8 B 2 S 15 25 T
LU )N BUR TR > CRFATAR A 38 ? XL & A Al A 41T
B R 58 PR A o) R TR

B. Policies and Procedures

BURAER?

Any well-designed compliance program entails policies and procedures that give
both content and effect to ethical norms and that address and aim to reduce risks identified
by the company as part of its risk assessment process. As a threshold matter, prosecutors
should examine whether the company has a code of conduct that sets forth, among other
things, the company’s commitment to full compliance with relevant Federal laws that is
accessible and applicable to all company employees. As a corollary, prosecutors should also
assess whether the company has established policies and procedures that incorporate the
culture of compliance into its day-to-day operations.

FRAT 22 35 1 1T ()& A R B RLi0 B e FL B ZE AR U 1R N S A Rk . BLRERS
i PRI E T Tk 23w AE RS VP A I AR 1R 0 B XU I BCR AR . B 2, RS E N
R B o A A AR OC BAT D9t 28 BH 2 = AR U 78 73 AT 2\ A 51 ] SR AE A
& A A 2R TR ORERHGE R . DRI, RS2 B 3B M G PRAG 2 w2 15 O i) A o0
BUEMIET, M-SR HEaE 2.

O Design — What is the company’s process for designing and implementing new
policies and procedures, and has that process changed over time? Who has
been involved in the design of policies and procedures? Have business units
been consulted prior to rolling them out?

BT —— 2 F R AT SRR BT APAT B BOR AR, PAROZ SRR 2 1
BEA& I AR AR AR 7 WIREE N 52 2 SR AR PP I 1T 2 SEtinl /2 S 1
MV 25 B /R T AR L ?

0 Comprehensiveness — What efforts has the company made to monitor and
implement policies and procedures that reflect and deal with the spectrum of
risks it faces, including changes to the legal and regulatory landscape?

SRA T —— 0 I g it 2 A 3 LTI ING 2 RS S I R4 R AN e PR SR 1Y)
B, AFEIEAFBEEAFET A LB T I B AT ?

O Accessibility — How has the company communicated its policies and procedures
to all employees and relevant third parties? If the company has foreign
subsidiaries, are there linguistic or other barriers to foreign employees’ access?

AT etk —— 20 ) el i) e 7 53 TR AR SR B = 5 AR I LR AR ? AR
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0 Responsibility for Operational Integration — Who has been responsible for
integrating policies and procedures? Have they been rolled out in a way that
ensures employees’ understanding of the policies? In what specific ways are
compliance policies and procedures reinforced through the company’s internal
control systems?

BEBASIRT —— W N7 57 A BOR MR ? BURFIRAZE 5 DU IR 51
TIRAFAZIBUR ) 7 OHAT S0t 2 @i 2 =) pA 4 ) ) B I i & FBGR A
FEATH 7 Rt Ak 7 02

O Gatekeepers — What, if any, guidance and training has been provided to key
gatekeepers in the control processes (e.g., those with approval authority or
certification responsibilities)? Do they know what misconduct to look for? Do
they know when and how to escalate concerns?

EIA——HEH, ArXEHmAEFMEIEE TN CnEAHER PR EL
ZI TR G SR AL 5l ARSI 2 ARATT 2 A5 038 RO AR A
AT IRE? AR A RN TE AT A nAe] bR RS ?

C. Training and Communications
Bl 58

Another hallmark of a well-designed compliance program is appropriately tailored
training and communications.

TAE T B E IRR R 55— AN A A T 5 i (R IRNPA @ AL o

Prosecutors should assess the steps taken by the company to ensure that policies
and procedures have been integrated into the organization, including through periodic
training and certification for all directors, officers, relevant employees, and, where
appropriate, agents and business partners. Prosecutors should also assess whether the
company has relayed information in a manner tailored to the audience’s size,
sophistication, or subject matter expertise. Some companies, for instance, give employees
practical advice or case studies to address real-life scenarios, and/or guidance on how to
obtain ethics advice on a case-by-case basis as needs arise. Prosecutors should also assess
whether the training adequately covers prior compliance incidents and how the company
measures the effectiveness of its training curriculum.

o 5B L2 PEA 2 W] B DRoKE U AR e il N ARl i R B 4 e, A3 X0
IS @PEBN G O R T DL RE 15 BT B3 AR R AR 1 5E 1]
|| NE oy 7 ok = =S A R /NI K SN RSN S W B e e AN 0 p Y I =/ &
B G TE I B, RN ] [ DR AR A S 4% 1 B R B AT DA v TS
B FIAH ST R, 0/ B 5 T AT 78 7 EE I AR 9 A2 DU SR U 1S s 48 51 .
For 8B IR N4 VP Ak IR 55 12 75 78 75 UK i AAT B R4 DA B 2 ] e A 2 3L 435 1)
UTREE A R
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Prosecutors, in short, should examine whether the compliance program is being
disseminated to, and understood by, employees in practice in order to decide whether the
compliance program is “truly effective.” JM 9-28.800.

a1 & 2, R E N il 2w J2 15 7] 53 TAR I8 A AR 28 DL S 03 T2 1 B
ZEG AR, IkE SRR ZTHIEAR” (JIM9-28.800) -

0 Risk-Based Training — What training have employees in relevant control functions

received? Has the company provided tailored training for high-risk and control
employees, including training that addresses risks in the area where the misconduct
occurred? Have supervisory employees received different or supplementary
training? What analysis has the company undertaken to determine who should be
trained and on what subjects?
FT R BB Y —— AHSCPS I HRRERE 1 03 T4 7T WRLEe5 I 2 A rl 2SN
e UG AT A BR R 03 TR T B S e Hil B, BaEE e R 7 A ST
SR DRURS: 7 A 1) T 2 D AR BE AN Rl B Ah TR B 2 A m T RE 1 IR ALy
A LA 2 5510 AN I 3t ?

o Form/Content/Effectiveness of Training — Has the training been offered in the form

and language appropriate for the audience? Is the training provided online or in-
person (or both), and what is the company’s rationale for its choice? Has the training
addressed lessons learned from prior compliance incidents? How has the company
measured the effectiveness of the training? Have employees been tested on what
they have learned? How has the company addressed employees who fail all or a
portion of the testing?
B/ WA B —— 3R ANE & & 5E A I R ? 5k
2L I T (BEWEIRAD , DA RERAEE T B 242
FIIIE 110 S N DA A A I U & 50 I 2 A =) lnAe] 4 855 I ) 2K
PE? R R A TR WA B EAR SO0 2 w] ] b 23 R 38k 450 5l 4y
AR 53 17

0 Communications about Misconduct — What has senior management done to let
employees know the company’s position concerning misconduct? What
communications have there been generally when an employee is terminated or
otherwise disciplined for failure to comply with the company’s policies, procedures,
and controls (e.g., anonymized descriptions of the type of misconduct that leads to
discipline)?
RTALATRARVEE —— @ JE BN FOR I T RS &t L 53 T 028 A w0 A
BAT NPT RIS ? 2 51 LRI ST 2 RO R P42 ol 3 it 7 A e e
B2 B oA 2O AR ST I, G S R IOR LA A i (B At B S A 2
T RBAT A B R ?

O Availability of Guidance — What resources have been available to employees to
provide guidance relating to compliance policies? How has the company assessed
whether its employees know when to seek advice and whether they would be
willing to do so?
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D. Confidential Reporting Structure and Investigation Process

DR 1k 3R 3R 5 45 M A i B AR PP

Another hallmark of a well-designed compliance program is the existence of an
efficient and trusted mechanism by which employees can anonymously or confidentially
report allegations of a breach of the company’s code of conduct, company policies, or
suspected or actual misconduct. Prosecutors should assess whether the company’s
complaint-handling process includes pro-active measures to create a workplace
atmosphere without fear of retaliation, appropriate processes for the submission of
complaints, and processes to protect whistleblowers.  Prosecutors should also assess
the company’s processes for handling investigations of such complaints, including the
routing of complaints to proper personnel, timely completion of thorough investigations,
and appropriate follow-up and discipline.

2T A AR R 5 — M AR AR AE AT RO S AL 51 T RS DLRE 44
BUOR BT AR ot )~ JIAT RUHEN . A RIBORIIAT N, BT SEESE FRA 447
No REEBCYPAL AR R IR ERE 7R B A TR L HFHOMRE R TEME
HORAY &1 TN e s a N BT Ve A D W E S /R - N () SIS O v -3 = S I VA A R /Al
WEBAZ TRV SRR, ARG RIE N RIS R R B4R . SR I 5E 4 T A
DA 3 24 P R N ) 4 T

Confidential reporting mechanisms are highly probative of whether a company has
“established corporate governance mechanisms that can effectively detect and prevent
misconduct.” JM 9-28.800; see also U.S.S.G. § 8B2.1(b)(5)(C) (an effectively working
compliance program will have in place, and have publicized, “a system, which may include
mechanisms that allow for anonymity or confidentiality, whereby the organization’s
employees and agents may report or seek guidance regarding potential or actual criminal
conduct without fear of retaliation”).

DR B AR S ALHDN TR A 7] & 15 O ST RS A BUR DU BT A 4147 N A
ANAEALE) ARG M. IM 9-28.800; [Af 2 LU.S.S.G. § 8B2.1(b)(5)(C) (HRUIBEH]
R R E RSO R/ — Tk E, HATReadE fovr DL 44 sl fR % T AT 254k
PRI, HEt, Al 53 TR AREE N T DU 72 5 S Bs B0 JRAT A dEAT 284 B 3R 45
51, MARFHOEERE" .

0 Effectiveness of the Reporting Mechanism — Does the company have an
anonymous reporting mechanism, and, if not, why not? How is the reporting
mechanism publicized to the company’s employees? Has it been used? How
has the company assessed the seriousness of the allegations it received? Has
the compliance function had full access to reporting and investigative
information?

VL BB R —— A Al 2 5 B & B A2 LG, A %S,

IR . A E W] ) F ) B DA RALE ? 2N O e

ML 2 2 =] ey ok 5 By he 28 i 4 48 100 7™ B PR b AT PEAL 2 SRR T T 4l
8



Unofficial Translation Courtesy of Covington & Burling LLP
EIS=i] )= I SR UL B eI 0L

AN A AE BT O 78 T R AR ?

0 Properly Scoped Investigations by Qualified Personnel — How does the

company determine which complaints or red flags merit further
investigation? How does the company ensure that investigations are
properly scoped? What steps does the company take to ensure
investigations are independent, objective, appropriately conducted, and
properly documented? How does the company determine who should
conduct an investigation, and who makes that determination?
1 R BB A 3 B 62 5% (0 Y R 0 2 R — — A W) QAT A 5 Xof R 4
BRE GRS T T3 — D& ? Ar iRl Ve ELE 2?7 A A
RO LCFE T A PR R R . B A ST R IFE Ll kM ? AF]
WAtk g ER ST R A, DAAGZSE duE EfEH ?

0 Investigation Response — Does the company apply timing metrics to
ensure responsiveness? Does the company have a process for monitoring
the outcome of investigations and ensuring accountability for the response
to any findings or recommendations?

' R R/ P Pl N N i B Q1R e ) AV /NS P =
FE N e B A 2 R Ok 0] 3 1, DA Al A A 85 1% Bt L3R AT [
IS

O Resources and Tracking of Results — Are the reporting and investigating
mechanisms sufficiently funded? How has the company collected, tracked,
analyzed, and used information from its reporting mechanisms? Does the
company periodically analyze the reports or investigation findings for
patterns of misconduct or other red flags for compliance weaknesses?
BEUR IS BB Bf —— R B NI A AL R 2 £ &2 An
g R, T A SR B Hak & LIS B2 A2 5 E
Pt i B A 25 R DAIE AN 2947 s, B o i Hoth /6 1645 5 AT
FE IR ?

E. Third Party Management

BEB=T

A well-designed compliance program should apply risk-based due diligence to its
third- party relationships. Although the degree of appropriate due diligence may vary
based on the size and nature of the company or transaction, prosecutors should assess the
extent to which the company has an understanding of the qualifications and associations
of third-party partners, including the agents, consultants, and distributors that are
commonly used to conceal misconduct, such as the payment of bribes to foreign officials in
international business transactions.

ZE VTS R RN 200 A\ 58 =07 R AT T RS R BRI A . BRI
2 RER R A PO RE FE AT B8 IR ] B2 2 AR SR (AN R A BT 251, (H R R F N 2
VAR A AN S =T7 AR CRLHE 8 7E B Br R 28 G gl Ay LI ) 41 B G2 AT I
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Prosecutors should also assess whether the company knows its third-party partners’
reputations and relationships, if any, with foreign officials, and the business rationale for
needing the third party in the transaction. For example, a prosecutor should analyze
whether the company has ensured that contract terms with third parties specifically
describe the services to be performed, that the third party is actually performing the work,
and that its compensation is commensurate with the work being provided in that industry
and geographical region. Prosecutors should further assess whether the company engaged
in ongoing monitoring of the third-party relationships, be it through updated due diligence,
training, audits, and/or annual compliance certifications by the third party.

R SEH BN VS A A 2 A TR =07 AR AR B R S A E R R OR
# (5, IFHIHE A RIAESR 5 i Bz 5 =7 IR IR S I B . B,
RS RLY A a2 H O RS 23 =T & R &K R R BT RS . 5B =
T7 LR JBAT IS5 LA SAR TN 55 AH AT Ml Rt B X SR A 2 IR 25 AR o A 52 B
gk — PPl o w e I B R BRI A L BRI R AN/ EE =T R R S
PRI XS 26 =07 R RBEAT RREE I ES .

In sum, a company’s third-party due diligence practices are a factor that prosecutors
should assess to determine whether a compliance program is in fact able to “detect the
particular types of misconduct most likely to occur in a particular corporation’s line of
business.” JM 9- 28.800.

R, oy a] B =07 T R R R A AR R A B B AR E — T AR R SRR
bR A REAS R I HL A A w5556 A R AT RE R AE IR E SR IAS 4T 87 (UM 9-
28.800) If, N HPEEIIEIZERZ —.

O Risk-Based and Integrated Processes — How has the company’s third-party
management process corresponded to the nature and level of the enterprise
risk identified by the company? How has this process been integrated into the
relevant procurement and vendor management processes?

BT XS S58EHRAE——A 7 15 =57 &R 0] 5 A =7 Bris o i 4
b RS FR P T AN R R IE N2 AnR) R 2 AR B B A SC IR R ) 5 N 7
PR ?

O Appropriate Controls — How does the company ensure there is an appropriate
business rationale for the use of third parties? If third parties were involved in
the underlying misconduct, what was the business rationale for using those
third parties? What mechanisms exist to ensure that the contract terms
specifically describe the services to be performed, that the payment terms are
appropriate, that the described contractual work is performed, and that
compensation is commensurate with the services rendered?

& RIS HITE i — — A =) QT i DR A AR A 35 =T & 4 k3 2 an )
B =TT BNARA AT N, MY FZE S = R B AT A7 AW
SEHLHI T IR A B SR K PR IR A7 JEAT IR S5« ATRGGE Y . A RIFTIA T
RS 2IEAT DA RARIN 5 SR A R IR 55 A AR 2

10



Unofficial Translation Courtesy of Covington & Burling LLP
EIS=i] )= I SR UL B eI 0L

O Management of Relationships — How has the company considered and analyzed

the compensation and incentive structures for third parties against compliance
risks? How does the company monitor its third parties? Does the company have
audit rights to analyze the books and accounts of third parties, and has the
company exercised those rights in the past? How does the company train its
third party relationship managers about compliance risks and how to manage
them? How does the company incentivize compliance and ethical behavior by
third parties?
KRB —— A w] W) s S XU 2 F& N 73 A B0 585 = 77 R R 385l 24
K2 Awl e B L =077 AR RS 8 =07 K AR H
B PR m] DT R AT A 2SR 2w A e) sl An] g6 /0 XU A dn ]
PR S XS Y 8 =07 R R BN G BRI 2 2w feT il 26 =07 1Y
ERATEEAT N?

O Real Actions and Consequences — Does the company track red flags that are

identified from due diligence of third parties and how those red flags are
addressed? Does the company keep track of third parties that do not pass the
company’s due diligence or that are terminated, and does the company take
steps to ensure that those third parties are not hired or re-hired at a later date?
If third parties were involved in the misconduct at issue in the investigation,
were red flags identified from the due diligence or after hiring the third party,
and how were they resolved? Has a similar third party been suspended,
terminated, or audited as a result of compliance issues?
SEFRTIIM)E R —— A "R 118 Rl i 2 = 7 d AT RS BR R 1T R B
fERAE T DA R iz 5 G E 5 ? ARSIl RARIENE A /SR E
R ERE B L AR =07, Al 5 R MUt LA Or 2 5 A 2 Je AR Bl F
JERNZAE SR =52 WS = B AW IRERAMIT N, BRES LR
R 2 R I R AE JEARZEE S =7 Z Ja R, DL R AT fif Rz 5 e s 5 2
e 1 1 DR F i) 24 B 2% 1 5 SR ABLER =07 1 S A B e Lk AT B 12

F. Mergers and Acquisitions (M&A)

G (FFH)

A well-designed compliance program should include comprehensive due diligence
of any acquisition targets. Pre-M&A due diligence enables the acquiring company to
evaluate more accurately each target’s value and negotiate for the costs of any corruption
or misconduct to be borne by the target. Flawed or incomplete due diligence can allow
misconduct to continue at the target company, causing resulting harm to a business’s
profitability and reputation and risking civil and criminal liability.

2T A AR R A S AT H AR 25 & R BRI & . R AT

R e (WSO J7 A =) S8 AR TS RE AN BAR BB, TR B BRI A LE A AR
JE W ERAS AT A I A AT WA o A B B A e B R ER R B r B {15 H AR A
A AN AT NGRS, DAEZE A W) () B 0 g 0 R0 P 25 i 3 DA R A R R =R
AN
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The extent to which a company subjects its acquisition targets to appropriate
scrutiny is indicative of whether its compliance program is, as implemented, able to
effectively enforce its internal controls and remediate misconduct at all levels of the
organization.

2 m A FSO H AR 32 RT3 2 A R AR — € B X BTN L E ik R
ST 5 2 153 BE 0 AT RCRAT e A B ) ) 2 O B AR L T R TR AS 4T .

o Due Diligence Process — Was the misconduct or the risk of misconduct identified
during due diligence? Who conducted the risk review for the acquired/merged
entities and how was it done? What is the M&A due diligence process
generally?

RIREERRE —— /RERH SR 2 S R IA AT e fH O XU 7 At
B USC / 34k I PR S AR R AT ARG B A 2 A fRrgE AT B AT 2 G T IR I )RR
WE MR EFER?

O Integration in the M&A Process — How has the compliance function been
integrated into the merger, acquisition, and integration process?

FHWE RS —— SIS 5 2408 Wl SRR

O Process Connecting Due Diligence to Implementation — What has been the
company’s process for tracking and remediating misconduct or misconduct risks
identified during the due diligence process? What has been the company’s
process for implementing compliance policies and procedures at new entities?
EERREE S L RRE—— AR T HAE R IR & 52 B Rk AN
AT B IOAS AT XS 3B R AN B AR A AT A 2 2 w3 SRk S it
A BRI R P R4 ?

Il. Is the Corporation’s Compliance Program Being Implemented Effectively?

REARCEAVEER?

Even a well-designed compliance program may be unsuccessful in practice if
implementation is lax or ineffective. Prosecutors are instructed to probe specifically
whether a compliance program is a “paper program” or one “implemented, reviewed, and
revised, as appropriate, in an effective manner.” JM 9-28.800. In addition, prosecutors
should determine “whether the corporation has provided for a staff sufficient to audit,
document, analyze, and utilize the results of the corporation’s compliance efforts.” JM 9-
28.800. Prosecutors should also determine “whether the corporation’s employees are
adequately informed about the compliance program and are convinced of the
corporation’s commitment to it.” JM 9-28.800; see also JM 9-47.120(2)(c) (criteria for an
effective compliance program include “[t]lhe company’s culture of compliance, including
awareness among employees that any criminal conduct, including the conduct underlying
the investigation, will not be tolerated”).

W SRAEPAT 7 AR W B RCR AN, B35 53T 196 FAR R A8 S b T
REAAR TR HE. RIEMHCHES, REEHFHENNTLHAE: —&E60F
AU FE— B R g — I LA RO AP Bt . H A AR (RS
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SUE ) 7HIHIEE (UM 9-28.800) o Bk, AIEE N E k2 S O AR &
PN HEZ ek W RRH SIS TR . 7 (UM 9-28.800) . %L H ik
I 2408 e AR R R T 150 2 AN A AR R DL SR S AS AT A XS A FUAR R IR .
(JM 9-28.800; [ WM 9-47.120(2)(c) (A5 RUA AR R ARG HE A & 1 &
b, AFE 0 T BA R THOHE 2 AT AR IRAT NIIA A A E IR D .

A. Commitment by Senior and Middle Management

B PR EE R A

Beyond compliance structures, policies, and procedures, it is important for a
company to create and foster a culture of ethics and compliance with the law. The
effectiveness of a compliance program requires a high-level commitment by company
leadership to implement a culture of compliance from the top.

bR T EREE . BURHRE P2 4h, Al IF8 77 ¢ T B IE 8 55 JL R 5L
ety BB, —IUE A AR R BR AR 90T EAE BN e 95 = T 46 SE Tt &
TS o P A A

The company’s top leaders — the board of directors and executives — set the tone
for the rest of the company. Prosecutors should examine the extent to which senior
management have clearly articulated the company’s ethical standards, conveyed and
disseminated them in clear and unambiguous terms, and demonstrated rigorous
adherence by example. Prosecutors should also examine how middle management, in turn,
have reinforced those standards and encouraged employees to abide by them. See U.S.S.G.
§ 8B2.1(b)(2)(A)-(C) (the company’s “governing authority shall be knowledgeable about the
content and operation of the compliance and ethics program and shall exercise reasonable
oversight” of it; “[hligh-level personnel ... shall ensure that the organization has an effective
compliance and ethics program” (emphasis added)).

AF R R)E, NEFRSATHESZE, NARHERNET 7R, &
SN R A R R EE N DL TR AR SRR T L I e IR A R B A AR v . DAVE AR TCAE I
T7 AL IR IR 2 bR e DL S 745 2 WO T8 AR AR o 1R P Al sy o [FIAE L, A
SOH IR N Y e A R 4 BN G AR A0 AR S A o 5 i R T SR S AR . S0
U.S.S.G. § 8B2.1(b)(2)(A)-(C) (AR /EEEALF N2 | e 5 TE AR 2 1 N 2 B
B, HRCHRGBESS B kit “mE AN A NS IR RS A S S
EERR" RUAR O E AR D D .

O Conduct at the Top — How have senior leaders, through their words and actions,
encouraged or discouraged compliance, including the type of misconduct
involved in the investigation? What concrete actions have they taken to
demonstrate leadership in the company’s compliance and remediation efforts?
How have they modelled proper behavior to subordinates? Have managers
tolerated greater compliance risks in pursuit of new business or greater
revenues? Have managers encouraged employees to act unethically to achieve
a business objective, or impeded compliance personnel from effectively
implementing their duties?
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o0 RERITA——mEWSIE AR TR 5 T S0 e b A, AR
PR RBMIAN AT 07 R T AT 2 B AR & 7t L s FLAE 28 ) RV i
JEJTH AT 71 ? R WA N R R ais AT N EEA GRS
TABSRI 55 BURE 2 (AT 110 78 2 B KRS XU B BN D12 15 55 A
TUAAFFEHRNVE 77 AT S DASEIL R L H A, B0 2 SRS AN 51
A RJBAT IR DT ?

o Shared Commitment — What actions have senior leaders and middle-
management stakeholders (e.g., business and operational managers, finance,
procurement, legal, human resources) taken to demonstrate their commitment
to compliance or compliance personnel, including their remediation efforts?
Have they persisted in that commitment in the face of competing interests or
business objectives?

o HFEREE——S)Z0 S EE IO R AT (kS iz E S
PSS SR ¥R ANUBEIED SREL T WRELAT B LLR BARATTA R Bk
RN G, AIEAATHEAT BENSS 07 BT S8 4R 2k B b B AR
T A 75 DR A I 7K 2

O Oversight — What compliance expertise has been available on the board of
directors? Have the board of directors and/or external auditors held executive
or private sessions with the compliance and control functions? What types of
information have the board of directors and senior management examined in
their exercise of oversight in the area in which the misconduct occurred?

o BB ——FHSREIRGA AR T AR BN ? B 2 /e i
i 5 A H IR AT ] H AT S WEEE A T2 ? EREaAE
G PR SR AN AT D R AR (R A SI it M B I A e R SR A B4 L 2

B. Autonomy and Resources

B =AM E IR

Effective implementation also requires those charged with a compliance program’s
day- to-day oversight to act with adequate authority and stature. As a threshold matter,
prosecutors should evaluate how the compliance program is structured. Additionally,
prosecutors should address the sufficiency of the personnel and resources within the
compliance function, in particular, whether those responsible for compliance have: (1)
sufficient seniority within the organization; (2) sufficient resources, namely, staff to
effectively undertake the requisite auditing, documentation, and analysis; and (3) sufficient
autonomy from management, such as direct access to the board of directors or the board’s
audit committee. The sufficiency of each factor, however, will depend on the size, structure,
and risk profile of the particular company. “A large organization generally shall devote more
formal operations and greater resources . . . than shall a small organization.” Commentary
to U.S.S.G. § 8B2.1 note 2(C). By contrast, “a small organization may [rely on] less formality
and fewer resources.” Id. Regardless, if a compliance program is to be truly effective,
compliance personnel must be empowered within the company.
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AR PAT IE BRI T A R R H A IR 5T 00N 03 2 9% BRI HY
PoRBATE) . VENERAKIR S, REZEE N 24L& A R e il Zef . Bhah, 1%
BN B RE A MR R TR N AR 7 o, BRI S R, ST AR 2
BEHLNAE BB IET; (2) 2% 1 TIERA AT BT 1 & i 03 &
ZHITAE; ME) WM TEEZENE TN, NWHEEMEFSHEFSHITE
R IRR . SR, BRI 2R A2 75 78 20 RIRE 8 A 7 BRI . 45 ) AR XIS SRR A4 T A [
“KREL— e N HLABNE Z M IEAEERNE 2 H5E. 7 ( (CEEEMTEME) &
F:§8B2.17%2(C)) AHELZ R, “/INHZART[R e  IE U A BT R . 7 (A _BD Joigdn
], BAF—TAMIEREIER R, BAHEA T NIRRT &N G .

Prosecutors should evaluate whether “internal audit functions [are] conducted at a
level sufficient to ensure their independence and accuracy,” as an indicator of whether
compliance personnel are in fact empowered and positioned to “effectively detect and
prevent misconduct.” JM 9-28.800. Prosecutors should also evaluate “[t]he resources the
company has dedicated to compliance,” “[t]he quality and experience of the personnel
involved in compliance, such that they can understand and identify the transactions and
activities that pose a potential risk,” and “[t]he authority and independence of the
compliance function and the availability of compliance expertise to the board.” JM 9-
47.120(2)(c); see also JM 9-28.800 (instructing prosecutors to evaluate whether “the
directors established an information and reporting system in the organization reasonably
designed to provide management and directors with timely and accurate information
sufficient to allow them to reach an informed decision regarding the organization's
compliance with the law”); U.S.S.G. § 8B2.1(b)(2)(C) (those with “day-to-day
operational responsibility” shall have “adequate resources, appropriate authority and
direct access to the governing authority or an appropriate subgroup of the governing
authority”).

RO 52 B . 20K P R LT RS R R 7K P A2 7 A 0 A R L ST AR AR 1 1
NAETEA N G e BEMR 7B BRSNS B RO BRI B AN 2447 87 B9 — T A o
C (FIVEFM) 9-28.800) . Fu B E IR P “ A MG BEAN TR, S5
HIAIN BT RS RFUMAL, e 1 AT E K T AR XU A8 2 ANt 51
DA “Er FUER B8 301 T B SR AN ST P B 2 R S M B K @RI . 7 C (FIETF
W) 9-47.120(2)(c); HS N (FIETFM) 9-28.800 (FERKEHIF M “EH L TFAMN
SN T S EGT G B A R R, AEEEME R LR EE, B
EHRA RSP EH FnE k) 5 (CEEEMFER) § 8B2.1(b)(2)(C) (i “H
WIS E RN BN BT R IR 3 A RR DA B R A LA B 3 AL
FAAE IG5 SRR 5 BB D

O Structure — Where within the company is the compliance function housed (e.g.,
within the legal department, under a business function, or as an independent
function reporting to the CEO and/or board)? To whom does the compliance
function report? Is the compliance function run by a designated chief
compliance officer, or another executive within the company, and does that
person have other roles within the company? Are compliance personnel
dedicated to compliance responsibilities, or do they have other, non-compliance
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responsibilities within the company? Why has the company chosen the
compliance structure it has in place?

B —— S IR REFR 1 TBAE A R AT AL CHIRAETRSS N, BE— Nk 5538
1N B DA B AT B A/ BGEE S S iR O AR 7 i
MBI ERR 7 AT R — R e E R S E o, e2ha
AN B —mEE 517 HZ AR SRR N AR ARG 7 SN G
N A ER R T WURH SRR DT, 38R R A A AR S A 5T 2 D9 A =]
e H TSI it ) R 2

Seniority and Stature — How does the compliance function compare with other
strategic functions in the company in terms of stature, compensation levels,
rank/title, reporting line, resources, and access to key decision-makers? What
has been the turnover rate for compliance and relevant control function
personnel? What role has compliance played in the company’s strategic and
operational decisions? How has the company responded to specific instances
where compliance raised concerns? Have there been transactions or deals that
were stopped, modified, or further scrutinized as a result of compliance
concerns?

FEREAMAr —— 5 A 5] N ERHARSRES I TA L, SRERREM I IEHA . F
B Fonl/HRAL R4, TR LA S R fid B B e S 1A U T OO
WHAT? S AR T AR A BRI SRR B A an ) 2 SRR 1] 7E 2 W] g
Mz g Jek A A FERIE R ? A RIS T FEE T3 H B r& i B AR T4
fA] SONE? S 15 A BRI LR 42 H R B R& T A o 1k AZ st — 20 v & ) 58
57

Experience and Qualifications — Do compliance and control personnel have the

appropriate experience and qualifications for their roles and responsibilities?

Has the level of experience and qualifications in these roles changed over time?

Who reviews the performance of the compliance function and what is the

review process?

LIGFNFRE — — A U 28N R 75 B LR 57 oI R 1) 0 24 20 90 FH BE A% 2
X E R [ 22 56 RH B 4 7K1 75 B IR (AT HEERS T A2 40 2 e A & AL HR R AT

FTEDIE S ? AR 2 B2

Funding and Resources — Has there been sufficient staffing for compliance
personnel to effectively audit, document, analyze, and act on the results of the
compliance efforts? Has the company allocated sufficient funds for the same?
Have there been times when requests for resources by compliance and control
functions have been denied, and if so, on what grounds?

BEMBER—— 2O HLEHEMA QGBI EFZ., ik, T EMgR
HWAZE R RIATEN? Aal BN T 2% TEe? 256 &M
HIHRREEE T TR BTG RAIX BB O ? 4T, A2 DA 2 e SR el ) 2
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0 Autonomy — Do the compliance and relevant control functions have direct
reporting lines to anyone on the board of directors and/or audit committee? How
often do they meet with directors? Are members of the senior management
present for these meetings? How does the company ensure the independence
of the compliance and control personnel?
B EN——E 5T HERRE AT 2 75 B3 ) FE S AR R ? iR
MSERSW MR ? SREHAN RSN XS ? 2w e
A DN AR U YA G

0 Outsourced Compliance Functions — Has the company outsourced all or parts
of itscompliance functions to an external firm or consultant? If so, why, and
who is responsible for overseeing or liaising with the external firm or
consultant? What level of access does the external firm or consultant have to
company information? How has the effectiveness of the outsourced process
been assessed?

AMEEIIRRE—— A T2 75 8 AL I A B 4 S FLER BE 25 15 2 ) B
W2 W, A ? HES ST B BRI AAZ AN A F B A ? %A A w BY
JosE e o 2w AE SR I R A SR anfe] 2 A5 AR A 250 =2 ArT PEAS 7 2

C. Incentives and Disciplinary Measures

R

Another hallmark of effective implementation of a compliance program is the
establishment of incentives for compliance and disincentives for non-compliance.
Prosecutors should assess whether the company has clear disciplinary procedures in place,
enforces them consistently across the organization, and ensures that the procedures are
commensurate with the violations. Prosecutors should also assess the extent to which the
company’s communications convey to its employees that unethical conduct will not be
tolerated and will bring swift consequences, regardless of the position or title of the
employee who engages in the conduct. See U.S.S.G. § 8B2.1(b)(5)(C) (“the organization’s
compliance program shall be promoted and enforced consistently throughout the
organization through (A) appropriate incentives to perform in accordance with the
compliance and ethics program; and (B) appropriate disciplinary measures for engaging in
criminal conduct and for failing to take reasonable steps to prevent or detect criminal
conduct”).

A Z AT BT AT 1 55— IR B 2 R P 282 Sl it RS 5 0 ) A8 78T Tt
R EE N TP A A2 S A I AR AR, &SR AN 2N — Bk S X
LEAR, IR LRI S IE AT NAHFR . K E N Y P A m 7R 2 RA2 R 4%
TS BB A T AEET NASEAEL Ham RILERER, AR MNE
ZAT A A T IRA BRER SS tfer . (W (CEEETHTRF ) § 8B2.1(b)(5)(C)) (“H
S G A F SIS R F04E T DLER T I E B AN 23 P — B0 St (A) AR $5 -5 FURI 46
) B2 AT I 2 2R A e AN (B)X T2 50 ARAT A LA SR SR IS B i 7 1 Bk
DUAUARAT T S ) b A3 FE T D o
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By way of example, some companies have found that publicizing disciplinary actions
internally, where appropriate, can have valuable deterrent effects. At the same time, some
companies have also found that providing positive incentives — personnel promotions,
rewards, and bonuses for improving and developing a compliance program or
demonstrating ethical leadership — have driven compliance. Some companies have even
made compliance a significant metric for management bonuses and/or have made working
on compliance a means of career advancement.

Blln, —SeRN /IR, AR PN B B AR Ak o 1 I R AR RO B A
I, 2RI, AR K 2R i — — X eSO AT 5 R AR B s e B
3TN IR BETHI SR e —— X SR TR .
m] AR SRR O BR 2 — A H EAT R PR SR/ B A B AR O IR TR Y

—Ngtt.

o0 Human Resources Process — Who participates in making disciplinary decisions,

including for the type of misconduct at issue? Is the same process followed for
each instance of misconduct, and if not, why? Are the actual reasons for
discipline communicated to employees? If not, why not? Are there legal or
investigation-related reasons for restricting information, or have pre-textual
reasons been provided to protect the company from whistleblowing or outside
scrutiny?
AR RRE——ES SEHL S V8, BFEHEIAKIT AR ? 6T
RO UAT N, REEMEMFNEF? WRAR, A ? 2EEsm
PRI AR T2 WRARE, N4 ? REUE A JCE R A IS
JREA, BeE, RN T ORI A RIS R B 32 B A A AR A 1R Y
HH?

0 Consistent Application — Have disciplinary actions and incentives been fairly and
consistently applied across the organization? Are there similar instances of
misconduct that were treated disparately, and if so, why?
—HWIERE— — 2B EEA A AP —FHL SRS ? AR AR A Y
T AR BIA RN ? a0, Nt

O Incentive System — Has the company considered the implications of its
incentives andrewards on compliance? How does the company incentivize
compliance and ethical behavior? Have there been specific examples of
actions taken (e.g., promotions or awards denied) as a result of compliance and
ethics considerations? Who determines the compensation, including bonuses,
as well as discipline and promotion of compliance personnel?

BURIBLE — — 2 72 525 58 T HBUR LSS BRI Em 2 A w40 isUeh &
R TEAEAT I A AT RS AN TE 2 2% T SR AT B B AR 1 (CandE 4
THERER ) 7 R E S AN GBI (BHEE) BLAAL > AITHER ?
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1l. Does the Corporation’s Compliance Program Work in Practice?

iV B S A R A SR P R T R AR A ?

The Principles of Federal Prosecution of Business Organizations require prosecutors
to assess “the adequacy and effectiveness of the corporation’s compliance program at the
time of the offense, as well as at the time of a charging decision.” JM 9-28.300. Due to the
backward- looking nature of the first inquiry, one of the most difficult questions
prosecutors must answer in evaluating a compliance program following misconduct is
whether the program was working effectively at the time of the offense, especially where
the misconduct was not immediately detected.

(A BUR R R ZR Y 2SR A 88 B VPAG 3B EAT R AL DL FR 5 1k
EAEHI N AR BEA WS E RS S A RAE. 7 C (RRETIE) 9-28.300) . &
TEABR B R, 8 EEAS BT ARAE TG ERE, 2R % 1)
M 0] J 2 — RAETRIEAT N KA Ak R 2 SR SO KIEEH OUHRAEAUT N
RV ILITE LT .

In answering this question, it is important to note that the existence of misconduct
does not, by itself, mean that a compliance program did not work or was ineffective at the
time of the offense. See U.S.S5.G. § 8B2.1(a) (“[t]he failure to prevent or detect the instant
offense does not mean that the program is not generally effective in preventing and
deterring misconduct”). Indeed, “[t]he Department recognizes that no compliance program
can ever prevent all criminal activity by a corporation's employees.” JM 9-28.800. Of
course, if a compliance program did effectively identify misconduct, including allowing for
timely remediation and self-reporting, a prosecutor should view the occurrence as a strong
indicator that the compliance program was working effectively.

B I — [ R, 55 BE R, AT NIFAEAR G IR, EE%RAT N
RN SRR RRKIEERBER . (W CGEEEMIERE) § 8B2.1(a): “RAER) 1L
ORISR BIEAT NI AR, 12 R AE B ARBC AN 47 7 AR TR
Sebr b, “FRERRAGN, AR AR RSP LA F B TR A SRR S .
C (FRATFM) 9-28.8000 . R, WR—BEGHMAERIIHARBKIL T A48,
LB B I AR B B i ORI RE, RSN R S TR N B A R A RO AE
TR — AN 7148 s

In assessing whether a company’s compliance program was effective at the time of
the misconduct, prosecutors should consider whether and how the misconduct was
detected, what investigation resources were in place to investigate suspected misconduct,
and the nature and thoroughness of the company’s remedial efforts.

FEVPAL — K A A S R REA AT N RER 2 BA RN, TN 58
ANEITNREYORI, CLAGR IO, B BT BN T LS &
BRI, BLRAZ AR AMIES JI I AN R

To determine whether acompany’s compliance program is working effectively at the
time of a charging decision or resolution, prosecutors should consider whether the program
evolved over time to address existing and changing compliance risks. Prosecutors should
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also consider whether the company undertook an adequate and honest root cause analysis
to understand both what contributed to the misconduct and the degree of remediation
needed to prevent similar events in the future.

IR RE — KA F I AR R AE TR pROE M I AT ROt IEIE L, s
V22425 R A% B R 5 BE I TR A4, DU OB AN WA 4 0 & RS - e 8%
BIEN 7% B LN T AT 1 78 0 RS RRA SR R 0, BT At A R8T
AN 24T 9 LU AR R B 1R SRAA A BT 5 R IR R Jti IR

For example, prosecutors should consider, among other factors, “whether the
corporation has made significant investments in, and improvements to, its corporate
compliance program and internal controls systems” and “whether remedial improvements
to the compliance program and internal controls have been tested to demonstrate that
they would prevent or detect similar misconduct in the future.” Benczkowski Memo at 2
(observing that “[w]lhere a corporation’s compliance program and controls are
demonstrated to be effective and appropriately resourced at the time of resolution, a
monitor will not likely be necessary”).

B, K gEE BT A R A AR A A FR R P A A R AT
T OREE RN ANt DL B - AR 28R A F47 1) 2 0 A o 5t 145 i o 75 e i
ML, DAUE B HAE K R 2 B 1 8O BRI AN 24T . 7 Benczkowski & 3% 55 2 1T
CHi H “An SR AE AR 22 I — 5o ) 1 45 AR 5 45 i) 9% Tt A A 0 LA 3 4 B S
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A. Continuous Improvement, Periodic Testing, and Review

et e A

One hallmark of an effective compliance program is its capacity to improve and
evolve. The actual implementation of controls in practice will necessarily reveal areas of
risk and potential adjustment. A company’s business changes over time, as do the
environments in which it operates, the nature of its customers, the laws that govern its
actions, and the applicable industry standards. Accordingly, prosecutors should consider
whether the company has engaged in meaningful efforts to review its compliance program
and ensure that it is not stale. Some companies survey employees to gauge the compliance
culture and evaluate the strength of controls, and/or conduct periodic audits to ensure that
controls are functioning well, though the nature and frequency of evaluations may depend
on the company’s size and complexity.

A A AR Z2 1) — AN UE I 2 HE e50dE REE A (1) R T o SI BB v 4 o 44 T P <2 B by
1T 58 R4 A IR R B . — K A A DL S B A HERe T e ds, HaE
WL K P . & AT HAT 3 kA DL S GE AT I bRt 2228 4k . DAL,
RIS W47 8% w2 1 O H AT 8 U550 R o A FL 5 MR 28 IR DR FLA
— 2\ w)E I R A R TR A S, R A I T ) SRS AR, /BT R
SE SR U DURA DR FG TR PR e, HL DAl B 1 o R A3 28 AT e Bk 2 W) B KA R &
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Prosecutors may reward efforts to promote improvement and sustainability. In
evaluating whether a particular compliance program works in practice, prosecutors should
consider “revisions to corporate compliance programs in light of lessons learned.” JM 9-
28.800; see also JM 9-47-120(2)(c) (looking to “[t]he auditing of the compliance program to
assure its effectiveness”). Prosecutors should likewise look to whether a company has
taken “reasonable steps” to “ensure that the organization’s compliance and ethics program
is followed, including monitoring and auditing to detect criminal conduct,” and “evaluate
periodically the effectiveness of the organization’s” program. U.S.S.G. § 8B2.1(b)(5).
Proactive efforts like these may not only be rewarded in connection with the form of any
resolution or prosecution (such as through remediation credit or a lower applicable fine
range under the Sentencing Guidelines), but more importantly, may avert problems down
the line.

R 8B AN E S A AT KRS AT I LA il o FEVEAG AR E A AR R A S
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Wo 7 C (AEIEFM) 9-28.800; HS W (FEFM) 9-47-120(2)(c), BT XA Mok
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CLBAPR 2 &) 1A A B R P 2 A5 3 1189, AFE IR o ORI TRAT N, 7
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O Internal Audit — What is the process for determining where and how frequently
internal audit will undertake an audit, and what is the rationale behind that
process? How are audits carried out? What types of audits would have identified
issues relevant to the misconduct? Did those audits occur and what were the
findings? What types of relevant audit findings and remediation progress have
been reported to management and the board on a regular basis? How have
management and the board followed up? How often does internal audit
conduct assessments in high-risk areas?
P B B v — — B P TS T TR AT b AT U DA AT R AR R )
a4, ZARRRRIE R A7 AT 8 1 ? AR B R s Th2 RK I
AT AR A ? X8 TR T2 g5 R ? 8 S e B Z
HHSWRE T AR T R A REE T E? SRR ME RS
WHATBEATIE R A BT B T AE i RS S AT VA PR A3 {2

O Control Testing — Has the company reviewed and audited its compliance
program nthe area relating to the misconduct? More generally, what testing of
controls, collection and analysis of compliance data, and interviews of
employees and third- parties does the company undertake? How are the results
reported and action items tracked?
FHIWMLA— — A R R B E S A UAT ARSI BRI H T 7 HEG AR R?
WITRZME, AT 7T WResdEsl ek S SR SRR i DL S
TS =TT iR ? SRR G, 173000 H & g Ei 2
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o Evolving Updates — How often has the company updated its risk assessments
and reviewed its compliance policies, procedures, and practices? Has the
company undertaken a gap analysis to determine if particular areas of risk are
not sufficiently addressed in its policies, controls, or training? What steps has
the company taken to determine whether policies/procedures/practices make
sense for particular business segments/subsidiaries?
AR B — — o ) ST KR VP Al S A S R . R AR A ) A
WHar? AR HEAT 78R oA DA E AR L BOR . I 2SR R
I3 V8 BORETE )RR S 2 2 ISR IR T A 4 e DA E R e ML S BT A
a) BRI R /R & 32

O Culture of Compliance — How often and how does the company measure its
culture of compliance? Does the company seek input from all levels of
employees to determine whether they perceive senior and middle
management’s commitment to compliance? What steps has the company
taken in response to its measurement of the compliance culture?

B IRSCA—— 24 ] an ey S A DL R A B (R A AT 2 A R 2 S 1A
FHAH A TABRE WU E LS 1T s g HZ & MAH? A w]
i e A TS AR BT R A it 2

B. Investigation of Misconduct
AETAKRE

Another hallmark of a compliance program that is working effectively is the
existence of a well-functioning and appropriately funded mechanism for the timely and
thorough investigations of any allegations or suspicions of misconduct by the company, its
employees, or agents. An effective investigations structure will also have an established
means of documenting the company’s response, including any disciplinary or remediation
measures taken.

G RA RGBT S —BUEYR, A —Mak RiF B A& 45 e SRRl
Hil LA T A m] s H O TR AAS AT N (R AR ART 8 45 P B 1R A By R4 i 1) 14
Ao AR L 2 R S A A ROV, AL P SR B AT ART Ak 4 BRI R
Jit o

0 Properly Scoped Investigation by Qualified Personnel — How has the company
ensured that the investigations have been properly scoped, and were
independent, objective, appropriately conducted, and properly documented?
HEBARBTHRIERESRRE —— A r iRl EmE Gy, |
ST M DL 7 AT B D& 2 07 A ?

O Response to Investigations — Have the company’s investigations been used to
identify root causes, system vulnerabilities, and accountability lapses, including
among supervisory manager and senior executives? What has been the
process for responding to investigative findings? How high up in the company
do investigative findings go?
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C. Analysis and Remediation of Any Underlying Misconduct

AEATAE KA 24T N B A FRb K

Finally, a hallmark of a compliance program that is working effectively in practice is
the extent to which a company is able to conduct a thoughtful root cause analysis of
misconduct and timely and appropriately remediate to address the root causes.

WE, A R AE S A BURYEAE I — AMIEW] 2 A\ e XA 47 i
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Prosecutors evaluating the effectiveness of a compliance program are instructed to
reflect back on “the extent and pervasiveness of the criminal misconduct; the number and
level of the corporate employees involved; the seriousness, duration, and frequency of the
misconduct; and any remedial actions taken by the corporation, including, for example,
disciplinary action against past violators uncovered by the prior compliance program, and
revisions to corporate compliance programs in light of lessons learned.” JM 9-28.800; see
also JM 9-47.120(3)(c) (“to receive full credit for timely and appropriate remediation” under
the FCPA Corporate Enforcement Policy, a company should demonstrate “a root cause
analysis” and, where appropriate, “remediation to address the root causes”).

K 825 VAN & BUAR 228 SRR B 45 7R B JE SR A A7 A Va1, &
AR B TRNEMG R AT N ERRE . R AR, AR SR
{EA AN RAT B, B, B &HRR T RIS EERE L L sy, DK
T WAL BN A 7 AR RFEATHET . 7 ( (RIETFM) 9-28.800; 7%
DLIM 9-47.120(3)(c), MRHEFCPAR R PWEBUR, “NIRTFIE T LI IE MR 78 7 %8 K
AbER, 7 — 5N N UE B AT I MR AR R R e A, BLAEE MR “3EAT T RN RA
fR IR SRR A SRR o

Prosecutors should consider “any remedial actions taken by the corporation,
including, for example, disciplinary action against past violators uncovered by the prior
compliance program.” JM 98-28.800; see also JM 9-47-120(2)(c) (looking to “[a]ppropriate
discipline of employees, including those identified by the company as responsible for the
misconduct, either through direct participation or failure in oversight, as well as those with
supervisory authority over the area in which the criminal conduct occurred” and “any
additional steps that demonstrate recognition of the seriousness of the misconduct,
acceptance of responsibility for it, and the implementation of measures to reduce the risk
of repetition of such misconduct, including measures to identify future risk”).

R 528 N 27 e N F R AT T NRAT B, filan, SFEEX RS AR R TR
Pyt A AL 4y ) 7 C (FRNETM) 98-28.800; %S I (FIVETFM) 9-47-
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Root Cause Analysis — What is the company’s root cause analysis of the
misconduct at issue? Were any systemic issues identified? Who in the company
was involved in making the analysis?

TRA SR E M — — A R GA AT AR AR H At 47 25K
TAEATRGNE R ? Am AL NS5 T o ?

Prior Weaknesses — What controls failed? If policies or procedures should have
prohibited the misconduct, were they effectively implemented, and have
functions that had ownership of these policies and procedures been held
accountable?

SEHT SR R —— PR il it AR R AEAE T 2 W SR BUR R e AR R4 1A 2
1T, XEBURMIEF £ G153 1A RHAT? /E AR BRI
HIHIRREA ] A O n] 7 2

Payment Systems — How was the misconduct in question funded (e.g.,
purchase orders, employee reimbursements, discounts, petty cash)? What
processes could have prevented or detected improper access to these funds?
Have those processes been improved?

TR R —— A2 058 58 4 (A AT A e S ) (il ST J, R T
A Prdn. ADBIED 7 RS FIFE A AT PH 1E R IIIX L T AN 2 A
1?7 RmXX AR AT T otk ?

Vendor Management — If vendors were involved in the misconduct, what was
the process for vendor selection and did the vendor undergo that process?
BN EE - — RIS S T AT, MR RREE 42
IEPZ BN R R T R ?

Prior Indications — Were there prior opportunities to detect the misconduct n
guestion, such as audit reports identifying relevant control failures or
allegations, complaints, or investigations? What is the company’s analysis of
why such opportunities were missed?

BB R—— A2 B KIARA AT AL, s TR SR A
FECEA IR R FE T R M, Bdads . BEUREIAEL ? A w1 H AT EE 2 30
FHOR 0] BRI B 22 72 W RT EAT 2 AT 1 2

Remediation — What specific changes has the company made to reduce the risk
that the same or similar issues will not occur in the future? What specific
remediation has addressed the issues identified in the root cause and missed
opportunity analysis?
R —— A w7 W A S e it DA DR A [F) BRI ] AR A SR AN
FERAE? SR T W0 B AR 1R Rt it DA AR R A AR AR S R 23 B AN SR L2 43
AT e BfT R S ] 2
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O Accountability — What disciplinary actions did the company take in response to
the misconduct and were they timely? Were managers held accountable for
misconduct that occurred under their supervision? Did the company consider
disciplinary actions for failures in supervision? What is the company’s record
(e.g., number and types of disciplinary actions) on employee discipline relating
to the types of conduct at issue? Has the company ever terminated or otherwise
disciplined anyone (reduced or eliminated bonuses, issued a warning letter,
etc.) for the type of misconduct at issue?
W B — — X T A AT R, A FEREL T R AL S f i, DA OX R it
s S ? AR A0 B N R AR A AT AR TR ? A R R RO 1A
it A 75 25 FE Al T T M R R B AL R A o 4 i 2 5 T30 A DGR BN Y
TR R TRy, ARAWEIER (B2l f a7 IR BRI A 2 AF]
FE 1 WU SRR A 47 D9 it e 55 DA At £ 7 AR AR AT N (Oslz b B
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" Many of the topics also appear in the following resources:

® Justice Manual (“JM”)

O JM 9-28.000 Principles of Federal Prosecution of Business Organizations, Justice Manual
(“IM”),  available at https://www.justice.gov/im/im-9-28000-principles- _ federal-
prosecution-business-organizations.

0 JM 9-47.120FCPA  Corporate Enforcement Policy, available at
https://www.justice.gov/jm/im-9-47000-foreign-corrupt-practices-act-1977#9- 47.120.

® Chapter 8 —Sentencing of Organizations - United States Sentencing Guidelines (“U.S.S.G.”), available
at https://www.ussc.gov/guidelines/2018-guidelines- manual/2018-chapter-8#NaN.

® Memorandum entitled “Selection of Monitors in Criminal Division Matters,” issued by Assistant
Attorney  General Brian Benczkowski on October 11, 2018, available  at
https://www.justice.gov/criminal-fraud/file/1100366/download.

e Criminal Division corporate resolution agreements, available at https://www.justice.gov/news
(DOJ's Public Affairs website contains press releases for all Criminal Division corporate resolutions
which contain links to charging documents and agreements).

® A Resource Guide to the U.S. Foreign Corrupt Practices Act (“FCPA Guide”) published in November
2012 by the Department of Justice (DOJ) and the Securities and Exchange Commission (SEC) available
at https://www.justice.gov/sites/default/files/criminal- fraud/legacy/2015/01/16/guide.pdf.

® Good Practice Guidance on Internal Controls, Ethics, and Compliance adopted by the Organization
for Economic Co-operation and Development (“OECD”) Council on February 18, 2010 available at
https://www.oecd.org/daf/anti-bribery/44884389.pdf.

® Anti-Corruption Ethics and Compliance Handbook for Business (“OECD Handbook”) published in
2013 by OECD, United Nations Office on Drugs and Crime, and the World Bank available
at https://www.oecd.org/corruption/Anti-
CorruptionEthicsComplianceHandbook.pdf.
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LA R RS BT LR SO

o (HIEFM M) :

0  JM9-28.000 (BEFRBUMM IR ALLUEIY , (EHEFMY M), &V
https://www.justice.gov/im/im-9-28000-principles- federal-prosecution-business-
organizations.

o) IM  9-47.120 {FCPAAFIPIEESEY , 1517 Ml https://www.justice.gov/im/jm-9-
47000-foreign-corrupt-practices-act-1977#9- 47.120.

o Egm— HAUIEMEN - CGEEEMNIEM) (“US.S.G”) , 1FVN
https://www.ussc.gov/guidelines/2018-guidelines- manual/2018-chapter-8#NaN .

o BhFE| LA K Brian BenczkowskiT-20185E10 H 11 H & i At 42 A “IH) <5 =] A F 22 =44 S 22 B 1Y)
L4 S35, 117 Il https://www.justice.gov/criminal-fraud/file/1100366/download.

o JHIEHAE A F BN, 1V F https://www.justice.gov/news  (F] VT A H 3 55 G L
GRTHHEB A A7 BN R, LA 2R R B .

o EEFNEE (FEED) BiEHERKSGEAS GIEXS) T20124F118 KAKZERE xifEshE R
) (58385 (“FCPA”485]) , 1 Uj Al https://www.justice.gov/sites/default/files/criminal-
fraud/legacy/2015/01/16/guide.pdf.

o ZLUAIESREAL (“G&HL) HELT20104E2H 18 Hid I 1 O sl Bl iE
5 E BIFseEIE51) . iF1 blhttps://www.oecd.org/daf/anti-bribery/44884389.pdf.

o LG, BLEE B AR R I A = R A FERAT T 20134 KA _ (A S B WOE S A A
MFEMY CEEHERFM , i VjAlhttps://www.oecd.org/corruption/Anti-
CorruptionEthicsComplianceHandbook.pdf.

i As discussed in the Justice Manual, many companies operate in complex regulatory environments outside the
normal experience of criminal prosecutors. JM 9-28.000. For example, financial institutions such as banks,
subject to the Bank Secrecy Act statute and regulations, require prosecutors to conduct specialized analyses of
their compliance programs in the context of their anti-money laundering requirements. Consultation with the
Money Laundering and Asset Recovery Section is recommended when reviewing AML compliance. See
https://www.justice.gov/criminal-mlars. Prosecutors may also wish to review guidance published by relevant
federal and state agencies. See Federal Financial Institutions Examination Council/Bank Secrecy Act/Anti-
Money Laundering Examination Manual, available at

https://www.ffiec.gov/bsa_aml infobase/pages manual/manual online.htm).

v (ERETFD Bk, 2 AREE ERNRERS R0, BHNFEREENEEZE UM9-
28.000) . fltn, 5z CHATIRENE) SEEEIE I HRAT 55 G RN AL R AS 5 B AE M AT T 10 SR Bk EE 5K
0 R XHAT SRR RBAT LI . R AR ERA SO, @RS B IE R AT R
W ZUlhttps://www.justice.gov/criminal-mlars. %< H R fe it A B 2 i AH OGRS AN S0 11 R A (1) 48
3l ZNBIRERNI ER A2/ EATREE) / OREEEEFM) , Wi

https://www.ffiec.gov/bsa_aml infobase/pages manual/manual online.htm).
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Translator’s Note

The original English version of this document was published here by the
Fraud Section of the U.S. Department of Justice in April 2019.

This unofficial translation was prepared independently by Covington &
Burling LLP for use by its clients and others in the anti-corruption
compliance community. This translation has not been approved or
endorsed by any agency of the U.S. government, including the U.S.
Department of Justice. Covington has also prepared an unofficial
Chinese translation of A Resource Guide to the U.S. Foreign Corrupt
Practices Act, which is available upon request.

For more information about Covington’s China-related anti-corruption
practice, please contact Eric Carlson, an anti-corruption partner in our
Shanghai office, at ecarlson@cov.com, or visit our webpage here.
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