ESTABLISHED

1987

INTERNATIONAL REPORT

-

PRIVACY LAWSQBUSINESS

DATA PROTECTION

& PRIVACY INFORMATION WORLDWIDE

PIPEDA reform 3.0: Radical
changes to Canadian privacy
protection policy in new BiIll

Canada’s sweeping privacy reform strips the OPC of oversight
of private sector. By Colin J. Bennett, Professor Emeritus at
the University of Victoria, Canada.

n 15 June, the Government
of Canada tabled Bill C36,
establishing a new Protect-

ing Privacy and Consumer Data Act

(PPCDA), the latest attempt to

reform the Personal Information
Protection and Electronic Docu-

ments Act (PIPEDA) and establish a
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China intensifies its
enforcement of data protection

Yan Luo of Covington reports on China’s enforcement of

existing data laws in 2026.
In 2026, Chinese regulators have

continued to enforce existing data

laws in a more targeted and fact-
specific manner. Recent cases and
enforcement actions show three clear
enforcement priorities: cross-border
transfers of personal information;
data collection and use by mobile

applications (apps) and embedded
Software Development Kits (SDKs);
and data security incidents.

These developments indicate a
focus on operational accountability.
Regulators are increasingly examining
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Changes ahead in the
regulator line-up

While we still have no news about the appointment of a new term for
the European Data Protection Supervisor, the current EDPS
Wojciech Wiewidrowski (seeking reappointment) has commented on
the EU’s attempts to streamline the GDPR and the AT Act by means
of the Digital Omnibus. At the CPDP conference in May (p.30), he
said that simplification does not mean — and should not be
understood to mean — deregulation. He also highlighted enforcement
of the digital rulebook, and the need for a harmonised and coherent
application of the EU legislative framework. This relates to the DPA
cooperation which he says should be strengthened not only among
EU Data Protection Authorities but should also take place at a cross-
regulatory level across several legal fields (p.29).

The AI Act’s enforcement is shared across various authorities. Read
on p.8 how the EU DPAs are currently enforcing the EU AI Act.
The EDPS wears two hats here — it is the Al regulator for EU
institutions as well as supervises their data protection compliance
under the GDPR. No process exists about this as far as I know.
Which law will take precedence in a conflict situation?

The regulator has changed in the Netherlands, and a more business-
friendly environment is to be expected (p.7). In the UK, the
government department responsible for sponsoring the ICO is
currently seeking to appoint a new Chair to the Information
Commission, a governance structure created by the 2025 Data (Use
and Access) Act.

In the US, President Donald Trump managed to remove a Federal
Trade Commissioner, and this has been approved by the Court of
Appeal (p.12) regardless of the obvious threat to the EU-US data
transfer arrangement. In Canada, the legislator plans to strip the DPA
of oversight of the private sector, and to establish one body to
regulate online harms, social media, AI chatbots, as well as private
sector privacy (p.1).

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS

Contribute to PL&B reports
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China enforcement... from p.1

whether actual

border
approved scopes, whether App and
SDK practices fully implement privacy
requirements, and whether companies
have employed effective data security
controls to prevent security incidents.

companies’ Cross-

data flows remain within

INTENSIFIED ENFORCEMENT OF
CROSS-BORDER DATA TRANSFERS
Cross-border  data have
become one of the visible
enforcement priorities in China. Under
the current data export regime, a data
exporter may need to adopt one of the
prescribed  transfer  mechanisms
depending on the volume and nature of
the data to be transferred.! These
mechanisms include a security assess-
ment administered by the Cyberspace
Administration of China (CAC), the
filing of a standard contract (SCC) with
the local CAC, or certification by an
approved third-party institution.
Regulators  have stepped up
enforcement against unlawful cross-
border transfers. On 13 June 2026, the

transfers
most

Shanghai Cyberspace Administration
announced administrative penalties
against a leading online travel service
platform under the Personal Informa-
tion Protection Law (PIPL) for failing
to fully comply with the CAC’s appro-
val obtained for the security assess-
ment and unlawfully transferring per-
sonal information overseas.” The
company was fined RMB 10 million
(around US $1.47 million) and ordered
to make rectifications.

The key enforcement message is
that obtaining CAC approval is not the
end of the compliance exercise. Com-
panies must ensure that their actual
transfers remain within the approved
scope. If regulators approve only cer-
tain transfer scenarios or data fields, the
exporter should not treat the approval
as a general license for all related data
transfers.

This point is illustrated by two
other enforcement cases announced
by the Shanghai Cyberspace Admin-
istration earlier this year.’ In one
case, a hotel management company
had applied for a security assessment
for data transfers arising from online

reservations. The CAC approved the
overall transfer but rejected certain
data fields due to lack of necessity.
The company nevertheless trans-
ferred the rejected fields, and was
later ordered to make rectifications
and fined. In the other case, a prop-
erty management company exported
user accommodation information and
financial account information with-
out adopting any required transfer
mechanism. The Shanghai Cyber-
space Administration ordered rectifi-
cation and issued a warning, but did
not impose a fine.

The contrast between these cases
indicates that failure to adopt any
transfer mechanism may trigger
enforcement, but a deliberate or con-
tinued transfer of data fields that
have been expressly rejected by the
regulator may be viewed as more
serious. Companies that have com-
pleted security assessments or SCC
filings should therefore monitor and
assess their actual cross-border data
flows against the approved scenarios,
data categories, recipients and
purposes.
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ANALYSIS

CONTINUED SCRUTINY OF APPS

AND SDKs

Data collection and use by apps

(including mini programs) and SDKs

remain a core enforcement theme, with

regulators also identifying priority sec-
tors for closer scrutiny. On 2 April

2026, the CAC, the Ministry of Indus-

try and Information Technology

(MIIT), and the Ministry of Public

Security (MPS) jointly launched the

2026 special enforcement actions on

personal information protection. One

of the main targets is the unlawful col-
lection and use of personal information
by apps and SDKs.

In China, App privacy compliance
requirements are set out across a range
of legal authorities, including the PIPL,
the Cybersecurity Law, sectoral rules
for telecommunications and consumer
protection, standards and
regulator-issued guidance. Multiple
regulators may be involved in supervi-
sion and enforcement. Central and
local branches of the CAC, MIIT and
MPS may also engage third-party insti-
tutions to conduct technical testing and
publish lists of non-compliant apps and
SDKs.

The 2026 special
actions focus on recurring compliance
issues involving apps and SDKs. These
include:

1. failure to publish privacy policies,
enable account deletion or provide
effective complaint channels;

2. incomplete or inaccurate notice of
the purposes, methods and scope of
personal information collection and
use;

3. collection without

national

enforcement

consent, or
forced consent to unnecessary data
collection; and

4. excessive collection of personal
information or excessive calling for
device permissions beyond the
necessary frequency.

In addition, the 2026 special
enforcement actions also identify key
sectors for enforcement, including
internet advertising, education, trans-
port, healthcare and finance. In prac-
tice, regulatory announcements in 2026
have already covered apps in several of
these sectors. For example, on 27 April
2026, the CAC announced a list of 33
non-compliant apps, including many in
the education, transport and healthcare
sectors.” Operators in priority sectors

may expect further batches of regula-
tory announcements during 2026.

DATA BREACH AS AN
ENFORCEMENT TRIGGER

Data breaches and breach risks con-
tinue to give regulators a concrete basis
for enforcement. Article 27 of the Data
Security Law (DSL) requires data pro-
cessing entities to establish and
improve data security management sys-
tems, conduct data security education
and training, and adopt technical and
other necessary measures to ensure
data security. Where a breach or breach
risk exposes weak access controls,
inadequate vulnerability management
or other security deficiencies, regula-
tors may rely on the incident as evi-
dence of a failure to perform statutory
data security obligations.

For instance, in April 2026, the
Zhejiang Cyberspace Administration
announced administrative penalties
against a local technology company for
violating Article 27 of the DSL.® The
investigation found that a database
operated by the company was sus-
pected of having been compromised.
The company’s server port had a weak
password vulnerability, which was
exploited by hackers and resulted in
data being stolen overseas. The com-
pany was ordered to make rectifica-
tions and was given a warning and a
fine of RMB 50,000 (around US
$7,360).

In another
announced by the Xi’an Cyberspace
Administration in March 2026, a local
technology company was penalized for
failing to fulfill its data security protec-
tion obligations under the DSL as
well.” The company had not taken
necessary measures to ensure the secur-
ity of its relevant systems. As a result,
an unauthorized access vulnerability
was exploited by malicious foreign IP
addresses, creating a risk of data leak-
age. The company was ordered to make
rectifications, and was given a warning
and a fine.

These cases show that regulators
continue to use data breaches and
breach risks as enforcement triggers.
Basic security failures, such as weak
passwords, exposed ports and insuffi-
cient access controls, may be treated as
failures to implement statutory data
security protection obligations.

enforcement case

KEY TAKEAWAYS

The 2026 enforcement developments
point to a practical compliance agenda
centered on operational accountability.
First, companies should revisit their
cross-border data transfer approvals
and confirm that live data flows remain
within the approved scope. Second, app
and SDK compliance should be treated
as an ongoing product governance
exercise. Third, data security protec-
tion should be supported by both gov-
ernance policies and appropriate tech-
nical controls. Companies should be
prepared to demonstrate that these
controls were implemented in practice,
not merely documented on paper.

Yan Luo is a Partner at Covington’s
California office in the US.
The author wishes to express her
gratitude to Mingxin Liu for his
contributions to the article.

Email: [yluo@cov.coml

1 Atrticle 38, Personal Information
Protection Law; Provisions on
Facilitating and Regulating Cross-
Border Data Flows.
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