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Navigating the increasing complexity 
of controller-to-controller terms 
New privacy laws and frameworks impose more prescriptive controller-to-controller (C2C) 
terms. By Nick Shepherd and Dan Cooper, Covington & Burling LLP. 

Over the past decade, com-
panies across many sectors 
have grown accustomed to 

entering into data processing agree-
ments with their vendors and suppliers 
that include certain provisions pre-
scribed by law. Some sectoral privacy 
laws have imposed certain contractual 
rules for some time.1 That said, a cata-
lyst for making this a more widespread 
practice was the EU General Data Pro-
tection Regulation (GDPR), which 
went into effect in 2018. In particular, 
Article 28 of the GDPR sets out certain 
minimum contractual terms that must 
be included whenever a controller 
entrusts personal data to a processor 
(C2P terms). These terms have become 
even more commonplace in recent 
years thanks to emerging privacy laws 
in other jurisdictions (including state 
privacy laws in the United States), 
which include this same requirement 
for agreements between controllers and 
processors, and impose the same or 
similar core C2P terms.  

By contrast, controller-to-con-
troller privacy terms (C2C terms) have 
historically enjoyed more flexibility in 
comparison to C2P terms. This is due 
in part to the absence of an express legal 
requirement to have such terms in place 
(except in certain specific contexts), so 
such terms tend to be driven more by 
commercial considerations and a desire 
to lower potential legal exposure, as 
well as to satisfy broad accountability 
concepts. As a result, C2C terms can 
often take the form of high-level gov-
ernance provisions between controllers 
– such as a commitment to each comply 
with applicable data protection laws; 
cooperate in good faith to support each 
other’s compliance; implement baseline 
security measures; notify each other in 
the event of a breach affecting the 
shared data; and in some cases, agreeing 
to certain data use limitations or other 
bespoke provisions, depending on the 
context.  

That said, new privacy laws and 

frameworks have gradually emerged 
which impose more prescriptive C2C 
terms in a range of scenarios. These can 
be organized into two main categories:  
•    The first category arises from 

nature of the relationship between 
the controllers – e.g., the rules for 
joint controller agreements set out 
in Article 26 of the GDPR, and the 
terms required by Section 7053 of 
the California Consumer Privacy 
Act (CCPA) Regulations for busi-
nesses that sell or share personal 
information with a third party.  

•    The second category stems from 
cross-border transfer rules. For 
example, Module 1 of the GDPR’s 
standard contractual clauses 
(SCCs); the EU-US Data Privacy 
Framework (DPF) and its account-
ability for onward transfer prin-
ciple; and more recently, the United 
States’ Department of Justice’s 
(DOJ) Data Security Program and 
its onward transfer prohibition on 
data brokerages with non-US 
recipients.  
This article provides an overview of 

this increasingly complex landscape of 
C2C terms, to help companies take 
stock of their existing C2C agreements 
and any updates that may be needed, 
along with thoughts on key issues and 
potential risks to consider as part of 
that exercise.  

C2C TERMS STEMMING FROM THE 
NATURE OF THE RELATIONSHIP  
GDPR rules for joint controller 
agreements: Article 26 of the GDPR 
codified the concept of a “joint con-
trollership,” which arises when two or 
more parties jointly determine the pur-
poses and means of processing personal 
data.2  Such joint participation can be 
the result of a “common decision” or 
“converging decisions” about the pur-
poses and essential means, which may 
lead to data processing that is “inextri-
cably linked” due to the parties’ pursuit 
of purposes that are closely linked or 

complementary.3 Notably, in a joint 
controllership, one controller can be 
held jointly and severally liable with 
the other controller(s) for damages 
resulting from a violation of the 
GDPR.4 

Where parties form a joint control-
lership, they must enter into an 
“arrangement” that allocates GDPR 
controller responsibilities between or 
among them – such as to provide notice 
to individuals, facilitate personal data 
rights, designate a point of contact, 
conduct data protection impact assess-
ments (where applicable), and comply 
with cross-border transfer rules.5 The 
GDPR further requires that joint con-
trollers make the “essence of the 
arrangement” available to data subjects 
upon request, which the European 
Data Protection Board (EDPB) says 
should, at a minimum, “specify which 
[party] is responsible for [each of the 
controller obligations set out in the pri-
vacy notice].”6 In addition, the EDPB 
advises that the arrangement should 
specify the parties’ roles in communi-
cating with supervisory authorities, 
such as in the event of a personal data 
breach.7  

Due to the possibility of joint and 
several liability, as well as the added 
obligations described above, many 
companies have resisted the “joint con-
troller” label and still do. To that end, it 
is not uncommon for C2C terms to 
include a provision whereby the parties 
explicitly agree that they are separate 
and independent (rather than joint) 
controllers. Moreover, as joint versus 
independent controllership can be an 
unclear or disputed issue, one way this 
sometimes gets resolved in negotiated 
agreements is to provide for both alter-
natives (e.g., “in the event the parties 
are independent controllers, then X”; 
“in the event the parties are joint con-
trollers, then Y”). While this approach 
may leave room for ambiguity and dif-
fering interpretations, it may offer a 
compromise solution to move 



10         APRIL 2026                    PRIVACY LAWS & BUSINESS INTERNATIONAL REPORT © 2026 PRIVACY LAWS & BUSINESS

MANAGEMENT

 negotiations along. 
However, the EDPB and Court of 

Justice of the European Union (CJEU) 
have stated that contractual provisions 
alone are not determinative of a parties’ 
processing role – so such a provision 
may be helpful, but is not risk-free.8 In 
addition EU courts have more fre-
quently called out joint controllership 
in recent case law.9 Consequently, 
many companies subject to the GDPR 
may now be going through the exercise 
of examining whether their data shar-
ing amounts to a joint controllership, 
and if so, considering how their C2C 
terms can be adjusted to meet joint 
controller requirements. This can be a 
meticulous and painstaking exercise, 
which specialist technical and legal 
support can help streamline.  

CCPA terms for selling or sharing 
personal information with third 
parties: Under the CCPA Regulations, 
a business that sells or shares personal 
information with a third party must 
include certain terms in its contract 
with that third party.10 At a high level, 
these terms must: limit the third party’s 
use of such information to specific pur-
poses, require CCPA compliance, 
grant the business oversight and 
remediation rights, and require the 
third party to notify the business if it 
can no longer meet these obligations.11 
The CCPA broadly defines a “sale” of 
personal information as essentially any 
disclosure of data by a business to a 
third party “for monetary or other 
valuable consideration,” and “sharing” 
as any disclosure to a third party for 
“cross-context behavioral advertising” 
(CCBA) whether or not for monetary 
or other valuable consideration.12  

Due to the potential risks and obli-
gations associated with “selling” or 
“sharing” personal information under 
the CCPA, businesses often frame their 
data-sharing relationships in ways to 
avoid triggering sale/share obligations, 
or include terms to help mitigate 
sell/share risks. For example, disclosing 
personal information to a service pro-
vider falls outside the sale/share defini-
tion, so businesses will often impose 
service provider terms on counter-
parties wherever possible. However, in 
scenarios where this option is not 
viable (e.g., the data recipient is clearly 
not a service provider and/or will not 
agree to service provider terms), 

 businesses must decide how to address 
the CCPA’s third-party terms.  

On the one hand, a business may be 
comfortable in its position that a par-
ticular disclosure to a third party does 
not involve CCBA or an exchange of 
data for any monetary or other valu-
able consideration. On the other hand, 
due to the broad concept of a “sale,” 
there may be some residual risk of 
taking this position. Accordingly, some 
businesses may include a provision 
whereby the parties explicitly agree 
that the disclosure is not a sale/share 
under CCPA or other privacy laws – 
again, similar to the point above on 
joint controllership, such a provision 
can be helpful but is still susceptible to 
challenge. Another option some busi-
nesses employ is to be silent on 
whether the disclosure is a sale or share, 
but include all the third-party provi-
sions required by the CCPA as a com-
pliance backstop. These approaches 
and others come with pros and cons, 
and companies should carefully weigh 
these options in light of their data shar-
ing activities and risk appetite.  

C2C TERMS IMPOSED BY CROSS-
BORDER TRANSFER FRAMEWORKS  
Module 1 of the GDPR’s Standard 
Contractual Clauses: The GDPR pro-
hibits the transfer of EEA personal data 
to jurisdictions outside the EEA unless 
the transfer is to an adequate jurisdic-
tion, or a valid transfer mechanism is in 
place, or there is an applicable deroga-
tion.13 The SCCs are one such safe-
guard, and Module 1 of the SCCs 
should be used where both the EEA 
data exporter and non-EEA data 
importer are operating as controllers 
(whether jointly or independently).14 
Module 1 allocates GDPR-aligned 
obligations on in relation to transpar-
ency, purpose limitation, data minim-
ization, security measures, and cooper-
ation with supervisory authorities, and 
enables data subjects to enforce certain 
provisions as third-party beneficiaries. 
Importantly, the SCCs generally 
cannot be modified except for complet-
ing the annexes, and any substantive 
changes risk invalidating them.  

In most cases, whether or not the 
SCCs are required is a relatively  clear-
cut analysis as set out above. That said, 
companies may need to negotiate certain 
aspects of the annexes, such as governing 

law and choice of forum for the SCCs, 
and align on transfer details. In addi-
tion, companies may need to negotiate 
obligations related to transfer impact 
assessments (“TIAs”) in Clauses 14-15 
of the SCCs, to evaluate whether the 
laws and practices of the destination 
country would undermine the protec-
tions in the SCCs, such that supple-
mentary measures are needed for 
adequate protection. Thus, as with 
other C2C terms in this article, there 
may be significant compliance burdens 
and risk considerations triggered by 
these more prescriptive C2C terms.  

Onward transfer principle under 
the EU-US Data Privacy Framework:  
The DPF is an adequacy framework 
under Article 45 GDPR which enables 
the free flow of EEA-originating per-
sonal data to DFP-certified US organ-
izations.15 The “accountability for 
onward transfer principle” requires 
such organizations to enter into a 
contract with any third-party con-
trollers receiving onward transfers of 
the data (whether in the US or some 
other non-adequate country) that 
requires them to (a) process such data 
for limited and specified purposes,  
(b) provide the level of protection 
required by the DPF principles,  
(c) notify the DPF-certified entity if it 
can no longer meet this obligation, and 
(d) in the event of (c), cease the data 
processing or take other remedial 
steps.16 EEA data subjects can bring 
claims against DPF-certified com-
panies for failure to adhere to the 
DPF’s principles.17  

US companies certified to the DPF 
should review their agreements with 
any third-party controllers to whom 
they are onward transferring EEA 
personal data, to confirm these con-
tractual terms are in place. In turn, 
any companies receiving onward 
transfers of EEA personal data from 
DPF-certified companies should bear 
in mind these use restrictions and 
their duty to comply with the DPF 
principles when handling such data, 
and their affirmative obligation to 
notify the DPF-certified organization 
if they cannot do so.  

ONWARD TRANSFER PROHIBITION 
UNDER THE DSP 
The DOJ’s data security program 
(DSP) is designed to address risks to 
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US national security, not to protect 
personal data or individual privacy 
interests.18 In particular, the DSP is 
focused on preventing “access” 
(broadly defined) to certain types of 
government-related data and bulk US 
sensitive personal data by “covered 
persons” associated with certain 
“countries of concern” – i.e. China 
(including Hong Kong and Macau), 
Cuba, Iran, North Korea, Russia, and 
Venezuela. The DSP includes the con-
cept of a “data brokerage,” which is 
broadly defined as “the sale of data, 
licensing of access to data, or similar 
commercial transactions […] involving 
the transfer of data from any person 
(the provider) to any other person (the 
recipient), where the recipient did not 
collect or process the data directly from 
the individuals linked or linkable to the 
collected or processed data.”19 It 
encompasses a range of transactions 
that many businesses may not consider 
“brokering” transactions in the tradi-
tional commercial sense. 

Among other things, the DSP 

requires US persons (e.g. companies) 
engaging in data brokerage transactions 
with non-US parties to contractually 
require the non-US party receiving the 
data to refrain from any subsequent 
covered data transaction involving the 
same data with a country of concern or 
covered person. The rule also requires 
the US person to report any known or 
suspected violations of this contractual 
prohibition to DOJ within 14 days. 
This aims to close “back-door” path-
ways whereby bulk US sensitive data 
could be resold, sublicensed, or other-
wise transferred to covered persons or 
countries of concern indirectly.  

US companies should check 
whether any of their transactions may 
qualify as a “data brokerage,” and 
assess whether the data involved meets 
the DSP’s definitions and bulk thresh-
olds. Further, contracts with foreign 
counterparties that may meet this defi-
nition should include the onward 
transfer prohibition. Finally, 
 companies should consider how this 
contractual term fits with broader 

 contractual, oversight, recordkeeping, 
and reporting workflows involving 
third parties.   

CONCLUSION 
As in-house legal and compliance 
teams continue to identify priorities for 
2026, C2C terms may be an area that 
merits a closer look – especially for 
companies operating internationally, 
engaging in the types of data sharing 
described above, or as part of a broader 
refresh of contractual templates.  

Nick Shepherd, Associate in Covington’s 
Washington, DC office, and Dan Cooper, 
Co-chair of Covington’s Data Privacy and 
Cyber Security Practice (Brussels/ 
Dublin). 
Emails: nshepherd@cov.com  
dcooper@cov.com  
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Driving data equity: Data 
sharing in the automotive sector 
The EU Data Act has signalled a shift toward structured data 
access and reuse within the EU. The automotive industry is an 
example of data sharing resulting in innovation, but with 
consumers in mind. By PL&B’s Maisie Robinson. 

The EDPS proposes to form Digital Clearinghouse 2.0.  
PL&B’s Nel Anna Krzeslowska reports on the future of possible  
cross-regulatory cooperation on new EU digital laws. 

Data sharing is increasingly 
integral to multiple sectors, 
with the digital economy 

representing a substantial proportion 
of global GDP,1 and cross-border 
data flows contributing trillions to 

economic activity.2 Data is no longer 
merely an input; it is infrastructure. 

Despite these developments, 
equitable distribution of the 
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In recent years it has become evi-
dent that EU digital governance is 
no longer compartmentalised 

leading to an intersection between 
consumer protection, competition 
law, and data protection law, render-
ing siloed enforcement both inefficient 

and normatively inconsistent.1 The 
GDPR, together with the Digital 
Services Act (DSA), the Digital Mar-
kets Act (DMA), the Data Act, and 
the AI Act form the EU’s digital 
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Children come at the top of 
the agenda  
 
There is much emphasis on children’s privacy now in the EU. Some 
Member States are looking into children’s social media age 
restrictions, and the EU’s Special Panel on Child Safety Online aims 
to present a report with recommendations to the Commission 
President by summer 2026. The UK government has the same 
timeline for a response to its consultation on children’s digital 
wellbeing. 
 
Meanwhile, the UK regulator fined Reddit £14.47 million for failing 
to properly check user ages and unlawful data processing. In the US, 
California’s authority has recently taken action against PlayOn 
Sports, digital ticketing and media platforms for high school athletics 
and activities, resulting in a $1.1 million penalty. 
  
The EU Digital Omnibus in currently being debated in Brussels. One 
of the main issues is the proposed changes to the personal data 
concept (p.8, p.19).  
 
It looks like the AI Omnibus could be an easier task to accomplish 
(p.33). However, as digital regulation has expanded in recent years, 
questions remain how authorities from data protection, AI, 
competition and consumer protection could cooperate more 
effectively (p.1). Many structures are already in place. It remains to 
be seen how the EU Commission’s AI Office will operate - one of 
the proposed measures in the AI Omnibus is to reinforce the AI 
Office’s powers but that should not affect the powers and 
competences of the national authorities. 
 
Read about GDPR fines and whether they are effective on p.22. 
Outside of Europe, we report on important developments in India 
(p.16), Indonesia (p.12) and Western Australia (p.27).  
 
 
Laura Linkomies, Editor 
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