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Plaintiffs’ law firms have been looking to monetize alleged privacy risks associated 
with data collection, spurring waves of putative class action lawsuits that are not 
only costly but can also severely damage a company’s reputation. This article provides 
a brief overview of recent privacy class action lawsuits and discusses some insurance 
coverage considerations to keep in mind as your company seeks to protect itself against 
these evolving threats.

In this increasingly growing digital landscape, companies are entrusted with vast 
amounts of sensitive personal information. From names and email addresses to 
browsing habits and location data, companies routinely collect users’ personal data all 
to enhance convenience and functionality, advertise products, personalize experiences 
for consumers, and improve services. Plaintiffs’ law firms, however, have been looking 
to monetize alleged privacy risks associated with this data collection, spurring waves 
of putative class action lawsuits that are not only costly but can also severely damage a 
company’s reputation. This unfolding legal landscape accentuates the need for robust 
insurance coverage, and in particular, insurance that will respond to privacy-related 
claims.

You may have heard that there is no coverage for consumer privacy class actions, and 
as such, be persuaded not to seek coverage for those lawsuits. Do not be so persuaded. 
Instead, ask for your company’s insurance policies, assess the available coverages under 
them, and seek all coverage that may apply.

This article provides a brief overview of recent privacy class action lawsuits and 
discusses some insurance coverage considerations to keep in mind as your company 
seeks to protect itself against these evolving threats.

PRIVACY CLASS ACTION LAWSUITS

Privacy class action lawsuits have gained significant momentum targeting corporations 
over alleged mishandling, misuse, and unauthorized sharing of personal data. These 
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lawsuits often claim that companies violate privacy laws such as the California Consumer 
Privacy Act (CCPA), the Illinois Biometric Information Privacy Act (BIPA), and federal 
and state wiretapping and eavesdropping laws by collecting, storing, or sharing users’ 
personal information without proper notice or consent. Although these lawsuits focus 
on violations of laws, at the heart of many of them are alleged violations of privacy 
policies that companies have promised to uphold.

Of late, major technology companies, global retailers, social media platforms, 
healthcare providers, and data brokers have been the primary targets of these lawsuits, 
which have focused on these companies’ alleged unauthorized use of website marketing 
tools such as pixels. But these lawsuits also have targeted these companies’ use of artificial 
intelligence and biometric data, highlighting concerns about privacy rights in relation to 
facial recognition technologies and fingerprint scans. For example:

•	 In 2025, a leading facial recognition technology company settled for north 
of $50 million a multidistrict, class action lawsuit alleging violations of 
the Illinois Biometric Information Privacy Act regarding the company’s 
alleged automatic collection, storage, and use of biometric data.

•	 Also in 2025, a healthcare provider settled for approximately $6 million a 
class action lawsuit asserting claims of unauthorized disclosure of personally 
identifiable information, including health-related information, to third 
parties through pixel tools. This is only one of many recent settlements 
by healthcare systems, as those corporations have faced a barrage of class 
action lawsuits alleging privacy violations from use of tracking pixels.

•	 Starting in 2024, a technology company settled various lawsuits alleging 
statutory privacy violations concerning the use of biometric identifiers for 
amounts totaling over $1 billion.

Numerous lawsuits like these alleging privacy violations have been filed throughout 
the country.  As use of artificial intelligence and ubiquitous data collection technologies 
continues to rise, legal battles over consumer privacy will only intensify.

INSURANCE COVERAGE FOR PRIVACY CLASS ACTION LAWSUITS

With the proliferation of privacy class action lawsuits, having insurance that 
adequately responds to these lawsuits has become even more critical. But not all 
insurance policies offer the same coverage, and because of the increased litigation and 
regulatory enforcement around data privacy, many insurers have been attempting to 
restrict coverage for certain privacy violation claims. 

Here are five considerations companies should be mindful of when placing and assessing 
coverage for lawsuits asserting privacy claims.

Pratt’s Privacy & Cybersecurity Law Report
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1. CONSIDER ALL POTENTIALLY APPLICABLE POLICIES

Various insurance policies may respond to a privacy class action complaint, and 
therefore, it is important to consider all potentially applicable policies as possible sources 
of coverage. Such potentially applicable policies include:

•	 Cyber Policies: These policies can vary greatly, and while they typically 
provide cover for data breaches, related regulatory investigations, or losses 
stemming from a network outage or service disruption, they also provide 
valuable coverage for privacy class action lawsuits, including coverage for 
defense costs, settlements, and regulatory fines or penalties that may arise 
from lawsuits alleging privacy law violations.

•	 Media Liability Policies: This insurance typically protects businesses 
from claims of defamation, trademark infringement, and copyright 
infringement arising from their media-related activities but frequently also 
provide coverage for invasion of privacy claims, particularly if those claims 
allege violations of privacy rights through media-related activities.

•	 Commercial General Liability Policies: Policyholders often neglect to 
consider coverage for privacy law violations under this traditional 
insurance product likely because these policies generally cover claims 
for bodily injury and property damage, which often are not the types of 
damages sought by privacy class action lawsuits. In addition, these policies 
generally exclude coverage for claims arising out of violation of laws, cyber 
risks, and electronic data liability. Nevertheless, these policies are worth a 
careful review as they just may provide cover for some privacy-related risks, 
including, for example, “personal and advertising injury” arising out of the 
publication of personal data or material in violation of an individual’s 
right to privacy.

•	 Directors & Officers (D&O) and Errors & Omissions (E&O) Policies: These 
policies generally protect (1) a company’s directors and officers from claims 
arising out of their management of the company or (2) a company from 
claims regarding misconduct in the provision of professional services, 
respectively. They are not ones that immediately come to mind when faced 
with a privacy class action lawsuit, but do not forget to carefully check 
the coverages afforded by them, particularly if the lawsuit’s allegations 
arise from an officer’s alleged misconduct or the services provided by the 
company. While these policies often contain exclusions for violations of 
privacy laws or the mishandling of third-party data (and therefore, will 
not cover damages or settlements arising from such claims), they may 
nonetheless provide critical defense costs coverage.

Privacy Class Action Lawsuits in a Technology Driven World
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2. DO NOT HASTILY DISCOUNT THE POTENTIAL BENEFITS OF YOUR 
COVERAGE

After conducting a careful review of all potentially applicable policies, do not fail to 
seek coverage under any such policy for which the privacy class action lawsuit does not 
appear on its face to be the type of claim covered thereunder. Doing so discounts the 
potential benefits that your insurance can provide and for which your company paid 
substantial premiums. For instance, one benefit you could be foregoing by not seeking 
coverage is defense costs coverage—a valuable coverage provided under triggered policies.

The availability of defense cost coverage is determined by the allegations in the 
complaint, and is triggered if any claim in the complaint is potentially covered. Thus, if 
there is a potentially covered claim somewhere in the complaint, even if the main focus 
of the privacy class action is an allegation that may not ultimately be covered (or perhaps 
expressly excluded), your company may be able to recover valuable defense costs for its 
defense against the entire action. That coverage comes into play once the insurer’s duty 
to defend or duty to advance defense costs has been triggered, which can only happen 
after the lawsuit has been noticed to the insurer and applicable deductibles/retentions 
are satisfied.

3. DETERMINE NOTICE REQUIREMENTS AND GIVE PROMPT NOTICE

Every insurance policy contains requirements about when the policyholder must notify 
the insurer of a claim (or potential claim). Compliance with such notice requirements 
is vital to coverage, especially so when dealing with “claims made” policies like cyber 
policies. Coverage under such policies is triggered based on the date of the underlying 
claim (as opposed to the date of the alleged injury), and thus, the notice provisions in 
these policies ensure that notice is provided during the current policy period. Failure to 
provide notice could negate coverage. More importantly, insurers often refuse to cover 
any defense costs that are incurred prior to the policyholder’s tender of notice of the 
claim, so it is useful to provide prompt notice.

Timely notice is typically one of many conditions precedent to coverage. Thus, it is 
important for policyholders to comply with all of their policies’ terms and conditions, 
including cooperation, consent to settlement, and voluntary payment requirements. An 
insurer may look to avoid its coverage obligations if you fail to comply with these terms 
and conditions.

4. WHEN IN DOUBT, CONSULT EXPERIENCED COVERAGE COUNSEL

Undoubtedly, there can be a number of complexities in seeking insurance coverage for 
privacy class action lawsuits. Thus, when in doubt, consulting counsel that are well versed 
and experienced in such coverage efforts is highly recommended. These individuals can 
help you avoid costly missteps that may make it more challenging to obtain coverage, 
including by explaining obtuse (and at times, archaic) policy language and advising on 

Pratt’s Privacy & Cybersecurity Law Report
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what is needed to safeguard coverage. More importantly, these individuals can help you 
maximize the value and scope of your insurance coverage. 

5. OBTAIN INSURANCE THAT PROVIDES ADEQUATE PRIVACY RISK 
COVERAGE

Each of the considerations discussed above focuses on steps to take once faced with 
a privacy class action lawsuit. But equally important if not more critical are the steps 
your company should take to protect against the inevitable onslaught of such lawsuits 
going forward. 

One of those steps must be investing in insurance that will come into play when faced 
with privacy class action lawsuits. That in turn requires a few additional considerations. 

•	 Fully assess your company’s privacy risks for which insurance coverage is 
needed.

•	 Evaluate whether your insurance program safeguards against those risks, 
including by reviewing the privacy risk coverages potentially afforded by 
your current policies.

•	 Consult a broker on whether your insurance program is sufficiently robust 
to cover those privacy risks, and if not, what the appropriate coverages 
needed to do so are.

•	 Invest in appropriate and adequate cyber and privacy insurance.

•	 Negotiate exclusion wording (preferably in consultation with counsel 
and your broker) to ensure that those exclusions do not defeat your 
company’s reasonable expectations for buying coverage. Given the influx 
of privacy class action lawsuits, insurers have pushed for broad exclusions 
for biometric privacy violations, website tracking tools and activities, and 
absolute artificial intelligence exclusions.

With the right coverage in place, your company will be better positioned to protect 
itself from financial losses stemming from privacy class action lawsuits in today’s digital 
landscape.
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