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Correspondent Banking-Related Risks Arising
From Cartels’ Designations as Terrorist
Organizations

By Meghann E. Donahue, Nikhil V. Gore, Veronica Yepez,
Benjamin S. Haley, Peter L. Flanagan and Kimberly A. Strosnider

In this article, the authors discuss risks facing U.S. and Latin American banks from the
designation  of cartels and other transnational criminal organizations as
Foreign Terrorist Organizations or Specially Designated Global Terrorists.

On January 20, 2025, President Trump issued an executive order? directing
evaluation of cartels and other transnational criminal organizations (TCOs) for
designation as Foreign Terrorist Organizations (FTOs) or Specially Designated
Global Terrorists (SDGTs). Since February 20, 2025, the U.S. government has
designated twelve Latin American and Caribbean TCOs as both FTOs and
SDGTs? and prioritized the investigation and prosecution of entities that
provide support to them.

In May, the U.S. Department of Justice (DOJ) specifically identified
financial institutions that enable TCOs and designated FTOs to conduct
financial transactions as threats to the U.S. financial system and a criminal law
enforcement priority.3 And, in June, the Financial Crimes Enforcement
Network (FinCEN) designated three Mexican financial institutions as being of
primary money laundering concern in connection with transactions that
facilitated the operations of Mexican FTOs.4

The authors, attorneys with Covington & Burling LLP, may be contacted mdonahue@cov.com,
ngore@cov.com, vyepez@cov.com, bhaley@cov.com, pflanagan@cov.com and kstrosnider@cov.com,
respectively.

b hitps:/fwww.govinfo.gov/content/pkg/FR-2025-01-29/pdf/2025-02004.pdf.

2 (1) Tren de Aragua; (2) Mara Salvatrucha (MS-13); (3) Cértel de Sinaloa; (4) Cértel de
Jalisco Nueva Generacién; (5) Cdrteles Unidos; (6) Cdrtel del Noreste; (7) Cdrtel de Golfo; (8)
La Nueva Familia Michoacana; (9) Gran Grif; (10) Viv Ansanm; (11) Los Choneros; and (12)
Los Lobos. See U.S. Department of State, Foreign Terrorist Organizations, available at
https://www.state.gov/foreign-terrorist-organizations.

3 See Memorandum from Matthew R. Galeotti, U.S. Dept. of Justice, Focus, Fairness, and
Efficiency in the Fight Against White-Collar Crime (May 12, 2025), at 4, available at
https://www.justice.gov/opa/media/1400141/dinline.

4 See FinCEN, Press Release, Treasury Issues Unprecedented Orders under Powerful New
Authority to Counter Fentanyl (Jun. 25, 2025), available at https://home.treasury.gov/news/

press-releases/sb0179; Imposition of Special Measure Prohibiting Certain Transmittals of Funds
Involving CIBanco S.A., Institucién De Banca Multiple, 90 FR 27770 (Jun. 30, 2025);
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CORRESPONDENT BANKING-RELATED Risks

These designations and related government actions introduce increased civil
and criminal liability risks for companies. Because the TCOs operate primarily
in Latin America, U.S. banks may perceive increased legal exposure from Latin
American banks’ correspondent activity.

In addition, as the United States devotes new law enforcement resources to
TCO-related concerns, U.S. correspondent accounts may also subject Latin
American banks to subpoenas and other law enforcement scrutiny. U.S. law
enforcement can use banks’ correspondent accounts as a vehicle to subpoena
records — including foreign bank records unrelated to correspondent account
activity.

Latin American banks may consider evaluating their anti-money laundering
and countering the financing of terrorism (AML/CFT) processes and augment-
ing them as needed. Enhancements could include more focused risks assess-
ments and monitoring efforts, as well as refreshing documentation of control
frameworks.

U.S. BANKS MAY RESTRICT CORRESPONDENT BANKING
ACCESS OR IMPOSE ADDITIONAL DILIGENCE OBLIGATIONS
OR CONTROLS

Major U.S. dollar clearing banks may view providing correspondent banking
services to Latin American banks — particularly those with extensive operations
in Mexico, Central America, Colombia, Ecuador, and Peru — as presenting new
and additional risks.

TCO-related risks, including risks specific to U.S. correspondent banking
activity, are not new. Banks understand that funds flowing through their
correspondent bank accounts may expose them and their correspondent banks
to liability under U.S. sanctions and AML/CFT laws. For example, all but one
of the eight TCOs initially designated in February 2025 had already been the
subject of U.S. sanctions because of their drug trafficking activities,® and Latin
American banks had associated control frameworks in place.

Imposition of Special Measure Prohibiting Certain Transmittals of Funds Involving Intercam
Banco S.A., Institucién de Banca Multiple, 90 FR 27777 (Jun. 30, 2025); Imposition of Special
Measure Prohibiting Certain Transmittals of Funds Involving Vector Casa de Bolsa, S.A. de
C.V.,, 90 FR 27764 (Jun. 30, 2025).

3 See OFAC, Treasury Sanctions Tren de Aragua as a Transnational Criminal Organization
(Jul. 11, 2024), available at https://home.treasury.gov/news/press-releases/jy2459; OFAC, Trea-
sury Uses New Sanctions Authority to Combat Global Illicit Drug Trade (Dec. 15, 2021) (listing
the Sinaloa Cartel; Cdrtel de Jalisco Nueva Generacién; Cdrtel del Noreste (a/k/a Los Zetas); the
Gulf Cartel, and La Familia Michoacana, and certain of their leaders, as designated under the
Kingpin Act and/or Executive Order 13581), available at https://home.treasury.gov/news/press-
releases/jy0535; OFAC, Changes to List of Specially Designated Nationals and Blocked Persons
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The FTO and SDGT designations enhance prior risks, however, in part
because they evidence the U.S. government’s renewed enforcement focus on
TCOs. In addition, criminal “material support” laws present a new and
potentially broader set of prohibitions than U.S. sanctions, and FTO designa-
tions may provide a predicate under the U.S. Antiterrorism Act (ATA) for
additional lawsuits.®

Correspondent banks have responded to heightened risks in the past by
“de-risking,” or choosing to terminate correspondent account relationships with
foreign financial institutions that operate in high-risk jurisdictions or have
high-risk customer activity. In the 2010s, Latin American banks, in particular,
experienced precipitous drops in correspondent account activity.”

The FTO and SDGT designations may again put Latin American banks in
the de-risking spotlight, if U.S. correspondent banks perceive that the terrorist
financing risks, and associated compliance costs, are too high. U.S. banks may
also seck to impose restrictions or controls on Latin American banks’
correspondent account activity to reduce risks.

At minimum, Latin American banks should expect their U.S. correspondent
banks to apply increased diligence measures. These measures may involve
enhanced scrutiny of correspondent account holders’” control infrastructure and
customers, particularly if those customers are themselves foreign banks.®

List Since Jan. 1, 2012, at 86 (designating MS-13 as a TCO), available at https://www.treasury.
gov/ofac/downloads/sdnew12.pdf.

6 José Arvelo, Madeline Sanderford, and Gabriel Gates, Drug Cartels” Terrorist Label Raises
Litigation Risk for Cos., Law360 (Feb. 4, 2025), available at https://www.cov.com/-/media/files/
corporate/publications/2025/02/drug-cartels-terrorist-label-raises-litigation-risk-for-cos.pdf. Banks’
exposure may be greater here compared with prior FTO designations. Unlike designations of
entities in war zones or jurisdictions already subject to comprehensive sanctions, the cartels
operate extensively across Mexico — the United States’ largest trading partner — as well as in other
Latin American countries where significant cross-border operations occur. Benjamin Haley,
Adam Studner, and Veronica Yepez, Mitigating the Risk of Interacting with a Designated Cartel,
Law360 (Mar. 20, 2025), available at https://www.cov.com/-/media/files/corporate/publications/
2025/03/mitigating-the-risk-of-interacting-with-a-designated-cartel.pdf.

7 See Tara Rice, Goetz von Peter, and Codruta Boar, On the Global Retreat of Correspon-
dent Banks, BIS Quarterly Review (March 2020), at 40 (noting an approximately 30 percent
decline in active correspondent activity in Latin America between 2011-2018); id. at 42-43
(noting correspondent activity declined “most in jurisdictions that stood out in terms of
corruption and AML/CFT compliance”), available at https://www.bis.org/publ/qtrpdf/r_qt2003g.
pdf.

8 See Federal Financial Institutions Fxamination Council, BSA/AML Manual, Due Diligence
Programs for Correspondent Accounts for Foreign Financial Institutions (discussing expectations
for U.S. banks’ diligence of high-risk foreign correspondent accounts), available at https://bsaaml.
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LAW ENFORCEMENT MAY ISSUE SUBPOENAS OR TAKE OTHER
ACTIONS BASED ON U.S. DOLLAR CORRESPONDENT
ACCOUNTS OR ACCOUNT ACTIVITY

U.S. and foreign banks are on notice that the U.S. Department of Justice,
FinCEN, and bank regulators intend to prioritize AML/CFT enforcement
efforts on transactions that have connections to TCOs and related national
security risks.

In prior administrations, DOJ has been willing to charge foreign banks
without any U.S. presence with conspiracy to commit money laundering under
U.S. law, when those banks have facilitated suspicious transactions by their
clients, and the transactions involved or passed through the United States.

U.S. law enforcement can use foreign banks’™ correspondent accounts as a
vehicle to obtain investigation information.

Law enforcement and FinCEN can subpoena records related to not only
cross-border payments, trade finance, or other correspondent activities, but also

“any account at the foreign bank, including records maintained outside the
United States.”®

Foreign secrecy or confidentiality laws, by themselves, are insufficient bases
to quash or modify the subpoena.®

PRACTICAL STEPS BANKS CAN TAKE TO REDUCE RISKS

As noted, Latin American banks are attuned to the existing risks of
interacting with the designated cartels and TCOs more generally, including the
risk of primary and secondary sanctions enforcement, and existing controls
already in place may mitigate some of the new risks associated with FTO and
SDGT designations.

Banks may seck to evaluate and augment these controls, where needed, to
ensure they are commensurate with the current risk environment. Measures
may include:

* Enhancing risk assessments and KYC activities for customers and
counterparties to (a) look for potential ties in high cartel-risk sectors

fhec.gov/manual/AssessingCompliance WithBSARegulatoryRequirements/10.
® 31 US.C. § 5318(k)3)(A) (D).

10 1d. ar § 5318(k)(3)(A)(iv)(ID). Apart from correspondent accounts, U.S. operations of
foreign banks may also serve as sufficient jurisdiction for U.S. law enforcement to subpoena
foreign records, “even where the production of the records would violate the foreign country’s
secrecy laws.” See U.S. Department of Justice, Criminal Resource Manual § 279B (Bank of Nova
Scotia Subpoenas) (archived, last accessed May 4, 2025), available at https://www.justice.gov/
archives/jm/criminal-resource-manual-279-subpoenas.
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and geographies, potential connections with FTOs, and significant PEP
exposures, and (b) ensure an understanding of the nature and purpose
of cross-border funds flows that may run through U.S. correspondent
accounts;

* Identifying any data or process gaps in monitoring scenarios, and
calibrating existing transaction monitoring practices to ensure they
recognize atypical or unexpected activity;

* Assessing alert and case resolution processes to confirm that they take
account of client-specific information collected during the customer
due diligence process; and

* Assessing escalation protocols and information sharing practices, in-
cluding with U.S. affiliates.

CONCLUSION

Banks should also be prepared to have discussions with their U.S. correspon-
dent banks regarding their control environments and for additional inquiries
related to their correspondent bank activity. In this regard, it may be prudent
to renew documentation around compliance practices, to ensure documenta-
tion appropriately captures the full set of controls employed, can be easily
understood by correspondent banks, and is ready for review by correspondent
banks and U.S. law enforcements should that become necessary.
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