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Unpacking The BIS Guidance On Chinese AI Chip Use 

By Peter Lichtenbaum (August 27, 2025, 5:08 PM EDT) 

On May 13, the U.S. Department of Commerce's Bureau of Industry and Security announced 
new guidance on the application of the Export Administration Regulations' General 
Prohibition 10, or GP10, to Chinese advanced-computing integrated circuits.[1] 
 
The BIS thereby notified all persons and companies in the U.S. and abroad of the likelihood 
that Chinese advanced-computing integrated circuits, or ICs, including various Huawei 
Ascend chips, are likely developed or produced in violation of the EAR. As a result, the BIS 
may subject companies "engaging in GP10 activities" involving such ICs to enforcement 
actions for violating GP10.[2] 
 
In doing so, the BIS aims to deter U.S. and foreign companies from using advanced ICs 
manufactured in China in the place of U.S.-designed chips, given the ongoing contest between the U.S. 
and China for artificial intelligence technology dominance.[3] 
 
Advanced ICs are critical inputs in the development of advanced AI models.[4] Currently, the U.S. is 
home to the companies designing the world's most sophisticated ICs, such as Nvidia's H100[5] and 
Blackwell graphics processing units.[6] 
 
In a bid to restrict China's ability to develop advanced AI models, the BIS established export controls on 
advanced ICs in October 2022, cutting off the supply of these GPUs and other high-processing-power ICs 
to China-based AI developers. If ICs meet the technical parameters of Export Control Classification 
Number 3A090, they require BIS export licensing, which is generally not available for China or in support 
of Chinese AI development.[7] 
 
Despite these restrictions, China continues to develop its domestic advanced IC manufacturing base.[8] 
Currently, Huawei Corp. is the primary designer of high-processing-power ICs in China, including the 
Ascend line of processors with which Huawei seeks to rival Nvidia's ICs.[9] The recent guidance leverages 
GP10 to take aim at these and what the guidance refers to as PRC 3A090 ICs. 
 
GP10 Overview 
 
GP10 prohibits a wide range of activities involving items that are the subject of EAR violations. 
Companies may not: 
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sell, transfer, export, reexport, finance, order, buy, remove, conceal, store, use, loan, dispose of, 
transport, forward, or otherwise service, in whole or in part, any item subject to the EAR and 
exported, reexported, or transferred (in-country) or to be exported, reexported, or transferred (in-
country) with knowledge that a violation of the Export Administration Regulations, the Export 
Control Reform Act of 2018, or any order, license, license exception, or other authorization issued 
thereunder has occurred, is about to occur, or is intended to occur in connection with the item.[10] 

For GP10 purposes, "knowledge" includes not only positive knowledge that an EAR violation exists or is 
about to occur, but also an awareness of a high probability of the violation's existence or future 
occurrence.[11] 
 
Prior Applications of GP10 
 
Historically, the BIS typically applied GP10 in the context of voluntary disclosures. When a company 
identified that it had exported items in violation of the EAR, the company would be required by GP10 to 
refrain from further activities involving the illegally exported items, unless and until it could obtain a 
GP10 waiver from the BIS' Office of Export Enforcement.[12] 
 
However, in response to the Russian invasion of Ukraine, the BIS instituted rules in 2022 and 2023 
establishing export controls on aircraft and other sensitive items bound for Russia and Belarus. Pursuant 
to these regulations, Russia-bound and Belarus-bound aircraft that are subject to the EAR must first 
obtain BIS authorization.[13] As part of its enforcement regime, the BIS published a list of aircraft 
identified as having flown into Russia and Belarus in apparent violation of the EAR.[14] 
 
This list served to provide industry-wide knowledge under GP10 of a high probability that these flights 
occurred in violation of the EAR. Thus, any company supplying services or engaging in other GP10 
activities with respect to the identified aircraft met both the knowledge and activity elements of GP10, 
making them liable for a GP10 violation. 
 
This application of GP10 represented a shift. The BIS was using its authority to put industry on notice 
that GP10's knowledge requirement was met in specific circumstances, and thereby to proactively deter 
industry from engaging in the numerous activities proscribed by GP10. 
 
This could be analogized to the BIS' use of "is informed" letters, which are directed at individual 
companies, and put those companies on notice of a license requirement.[15] The GP10 announcements 
for Russia effectively put industry as a whole on notice of a license requirement before they could 
engage in GP10 activities with respect to the listed aircraft. 
 
The May 13 Guidance on PRC 3A090 ICs 
 
The May 13 guidance follows the same logic as the BIS actions with regard to Russia and Belarus-bound 
aircraft in 2022 and 2023. In the May guidance, the BIS stated that it aimed to alert "industry to the risks 
of using PRC advanced-computing ICs, including specific Huawei Ascend chips."[16] 
 
According to the BIS, Huawei's Ascend chips and any other PRC 3A090 ICs are likely subject to the EAR 
(under one of the EAR's foreign direct product rules), since their manufacture utilized controlled U.S. 
software or technology, or semiconductor manufacturing equipment that is the direct product of such 
software or technology.[17] The BIS also noted that these chips may have been produced, purchased or 
ordered by an entity on the BIS entity list.[18] 



 

 

 
As a result, there is a high probability that a license was required during the design and production of 
these chips. Absent such authorization, the BIS concluded that the chips likely were produced in 
violation of the EAR.[19] 
 
By placing the industry on notice that the production of Ascend chips and other PRC 3A090 ICs likely 
violated the EAR, the BIS has effectively ensured that the knowledge element in GP10 is satisfied. Thus, 
any company found to have engaged in a GP10 activity involving a PRC 3A090 IC that cannot show that 
the IC was produced with BIS authorization may be found liable for violating GP10. 
 
Accordingly, a key question is what constitutes a GP10 activity involving a PRC 3A090 IC. Given the 
importance of the policy goal of deterring U.S. and foreign companies from using advanced ICs 
manufactured in China, as well as the BIS' strong focus on enforcement of China-related export controls, 
the BIS may broadly construe the scope of GP10 activities. 
 
In subsequent outreach to industry groups, the BIS has indicated as much. In response to industry 
questions regarding firms' liability for engaging in various kinds of activities relating to PRC 3A090 ICs, 
BIS officials have stated that they will consider most activities with a connection to a PRC 3A090 IC as 
raising a GP10 issue. 
 
For example, BIS officials have said that exporting, reexporting or transferring any item to be integrated 
by a third party into a server containing a PRC 3A090 IC would subject the exporter to GP10 
enforcement actions. Similarly, providing updates for software running on computers using PRC 3A090 
ICs, if the software supports the use of the chip, would be construed as servicing the chip. 
 
The legal basis for this BIS position is unclear. In such contexts, the exporter arguably is not engaging in a 
GP10 activity involving the item — PRC 3A090 IC — that is the subject of an EAR violation. For instance, 
if the exporter supplies its product to a third party that will integrate the product into a server 
containing a PRC 3A090 IC, the exporter arguably is not using, servicing, etc. the PRC 3A090 IC. 
 
If the BIS plans to maintain its broad interpretation of the May 13 guidance, it would be helpful for 
industry if it were to state clearly its interpretation in an official document and articulate the legal 
reasoning that it believes supports the interpretation. And since the BIS presumably considers that the 
broad interpretation advances U.S. national security, a clearer statement of this interpretation should be 
consistent with that view. 
 
Steps Forward for U.S. Companies 
 
The May 13 guidance states that U.S. companies should confirm with their supplier, 

prior to performing any of the activities identified in GP10 to ensure compliance with the EAR, that 
authorization exists for the export, reexport, transfer (in-country), or export from abroad of (1) the 
production technology for that PRC 3A090 IC from its designer to its fabricator, and (2) PRC 3A090 
IC itself from the fabricator to its designer or other supplier.[20] 

Given that the BIS apparently considers a wide range of activities identified in GP10 as related to PRC 
3A090 ICs and therefore prohibited without a license, firms should consider adopting enhanced due 
diligence processes regarding their use by the firms' counterparties. 
 
Firms may consider conducting enhanced due diligence by (1) identifying whether PRC 3A090 ICs may be 



 

 

present in their customers' operations such that the firm's products are at risk of being used in 
connection with PRC 3A090 ICs, and (2) securing confirmation of EAR compliance from their customers 
in connection with any use of PRC 3A090 ICs. 
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