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GDPR enforcement trends in
German privacy practice

Lars Lensdorf, Moritz Hiisch and Evangelos Karalias of Covington & Burling report on
the evolving legal environment in Germany.

he number of data protection

enforcement proceedings has

been increasing constantly over
the years, a trend that s expected to per-
sist. This increase applies not only to
the frequency of proceedings but also
to the size of the fines imposed. Signifi-
cant factors driving the anticipated con-
tinuation of this trend are the various
new decisions by the European Court
of Justice (ECJ) and the Federal Court
of Justice (BGH) in relation to the
interpretation of the GDPR and
national data protection laws. In this
article, we explain some key decisions
of the ECJ and the BGH and illustrate
their possible impact on enforcement
practice.

ECJ jupgMmENT ON EU GDPR
ENFORCEMENT
In a judgment dated 5 December 2023,
the ECJ laid down formal requirements
for issuing enforcement requirements
under Article 83 GDPR (see below).!
Background: In 2021, the Higher
Regional Court of Berlin (KG Berlin)
requested a preliminary ruling from the
ECJ whether Arts. 83(4) to (6) EU-
GDPR preclude the application of
national provisions with regard to EU-
GDPR enforcement. Amongst other
things, national enforcement provi-
sions in Germany require that a natural
and identified person within the con-
troller’s organisation committed the
administrative offence. For example,
pursuant to Section 30 of the German
Act on Regulatory Offences (Ord-
nungswidrigkeitengesetz or OWiG) a
fine could only be imposed against a
company if a member of the manage-
ment committed a reproachable act.” If
authorities and courts were to apply
these strict national rules, it would have
been quite difficult (in many cases,
impossible) to prove such an act by a
member of the management, and
would, in any event, require material
time and effort to try and collect the
relevant facts.

ECJ decision on enforcement
requirements: The EC] decided in
favour of the authorities and declined
the applicability of the
enforcement rules. These rules were, in
the Court’s view, incompatible with
the EU GDPR and their application
would impose additional requirements
that would ultimately restrict the
enforcement of the EU GDPR.

However, the ECJ also restricted
the conditions for the imposition of
fines in such a way that the underlying
infringement must be linked to at least
negligent behaviour on the part of the
controller (or processor). Unfortu-
nately, the ECJ did not clarify when this
requirement is met, which leaves sig-
nificant room for interpretation. Con-
sequently, some German Data
Protection Authorities may need to
change their enforcement practice. For
example, the Berlin Data Protection
Authority has taken the stance that an
infringement of a data protection rule is
sufficient for the imposition of a fine.
However, now, these Data Protection

national

Authorities will have to demonstrate
that there was (or is) a negligent or
intentional infringement, which is a
higher hurdle to overcome.
Consequences for German EU-
GDPR enforcement: As set out above,
courts will now have to set out criteria
for the analysis of whether an infringe-
ment was negligent, intentional, or not.
Where Data Protection Authorities and
courts applied the national enforcement
rules, these new requirements will make
it less burdensome for them to demon-
strate that the requirements for a fine
are met. However, for other Data Pro-
tection Authorities (e.g., Berlin), these
new requirements will make it more
burdensome (compared to their pre-
vious practice) to demonstrate that the
requirements for a fine are met.

EC]J JUDGMENT OF 4 OCTOBER
2024 ON LITIGATION IN PRIVACY
In recent decisions, the ECJ set out key

principles for German privacy litigation.
These principles are likely to signifi-
cantly boost the relevance of German
competition law to the EU-GDPR.

EU-GDPR alongside competition
claims - Background: In a case con-
cerning the online distribution of medi-
cal products, a pharmaceutical
company argued against its competi-
tor’s practice of collecting health data
without explicit customer consent, as
required by Articles 6 and 9(1) and
(2)(a) of the EU-GDPR. This challenge
led the BGH to refer the case to the
EC]J, questioning if competitors have
the right to claim data protection
infringements against each other. >

ECJ decision on unlawful com-
petition claims: The ECJ ruled in that
case that the EU GDPR does not
exclusively determine legitimacy for
data protection claims, and widened
potential claims for violation of data
protection requirements also to com-
petitors from the angle of unfair busi-
ness  practices under  German
competition law.*

Consequences for infringements
of the German EU GDPR: While the
full impact of this case on controllers is
not yet fully clear, controllers should
prepare for data infringement claims
not only from data subjects or super-
visory authorities but also from com-
petitors. This could shift privacy
litigation strategies, with competitors
aiming to hinder business activities
rather than prevent privacy infringe-
ments.” However, the impact of com-
petition claims may be limited by
Section 13(4) No. 2 of the Act against
Unfair Competition (Gesetz gegen den
Unlanteren ~ Wettbewerb, UWG)
which excludes reimbursement claims
for warnings related to EU GDPR
infringements by companies with a cer-
tain number of employees. Moreover,
German legislators are drafting
measures to prevent abusive legal
actions for excessive warning letters,
excluding the relevant Section 3a UWG
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from EU GDPR infringements.®

Representative Actions — Back-
ground: The emergence of competi-
tion law in addressing privacy
infringements has led to a new trend
in enforcement. EU law allows for
representative actions, enabling con-
sumers to collectively claim injunc-
tive reliefs or seek damages for data
protection infringements.”

ECJ decision on (non-material)
damages: However, the possibility of
obtaining remedies through represen-
tative actions still remains unclear in pri-
vacy litigation.® The decisions of the ECJ
suggest that the assertion of (non-
material) damages pursuant to Art. 82
EU GDPR may not be suitable for rep-
resentative actions. According to the
ECJ, a claimant must demonstrate non-
material damages on a case-by-case basis
taking into account the individual conse-
quences of the data protection infringe-
ment.” In contrast, representative
actions require a certain uniformity in
claims and assessable damages. This
appears to conflict with the require-
ments regarding the assertion of imma-
terial damages.'®

Despite these challenges, represen-
tative actions are gaining momentum in
Germany, as evidenced by emerging
cases like the representative action by
North Rhine-Westphalia’s consumer
advice center against a telecommunica-
tions provider for an alleged unlawful
data transfer to a scoring agency.!!

Consequences for infringements
of the German EU GDPR: The rel-
evance of these cases moving forward
will depend on the outcome of cases
still pending, as well as any further
clarification by the ECJ to resolve
contradictions in the applicability for
remedies in representative actions. In
any event, controllers should be aware
that data privacy infringements may
result not only in individual claims
but may also pose a risk of triggering
representative actions.

proceedings before the Federal Labour
Court (BAG)' has now also been
addressed before the BGH'". The
question concerns the inadmissibility
of covert video recording evidence in
court proceedings. In the underlying
case, the landlord of apartments, a
state-owned housing company, hired a
detective agency to find out whether
the tenants were subletting the apart-
ment without authorisation. The
agency used hidden cameras to observe
the tenants in the entrance area of the
private apartment.

BGH decision on covert video
recordings: In this context, the BGH
had to clarify whether the recordings
could be used as evidence or whether
this is prohibited because of an
infringement of the EU GDPR.
According to the BGH, a court will
have to weigh all factors relevant in a
case in making its decision as to
whether the use of covertly obtained
data for evidence is compatible with
the general personality right of
tenants.

Consequences for infringe-
ments of the German EU GDPR:
This relates to the general issues
that the requirements of the EU
GDPR are often not sufficiently
taken into account in the context of
covert video recordings, and that
the knowledge gained from these
recordings can also lead to bans on
the use of such evidence.

Infringements of the EU GDPR
through unlawful video observations
regularly constitute the basis for vari-
ous decisions of Data Protection
Authorities, whether due to infringe-
ments by public authorities or private
entities.

CONCLUSION

The increase of EU GDPR enforce-
ment will likely continue, and this
applies to both enforcement by Data
Protection Authorities and through

enforcement fines and to provide a

solid defence against unjustified

claims.

As the enforcement landscape con-
tinues to evolve, controllers must stay
vigilant and proactive in adapting their
practices to meet the stringent require-
ments set forth by the ECJ, the BGH

and national laws.
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The Digital Markets Act — data
portability re-booted?

Claudia Berg and Tom Reynolds of the UK Information
Commissioner’s Office! argue that data portability is enhanced by the
EU Digital Markets Act, and explore its interactions with the GDPR.
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ﬂ comment

Data protection is a constantly
evolving concept

When attending the Global Privacy Assembly (GPA) in Jersey this

October (p.8), it was evident that while data protection principles are

widely recognised, the Data Privacy Authorities’ priorities differ
depending on their jurisdiction’s privacy maturity. For example, we
heard that in Africa, 65% of the jurisdictions now have a DP law, but
enforcement often needs to be stepped up. Al is of increasing
importance but so are mobile payments, for example, and the privacy
issues they bring.

In the EU, DPAGs are still grappling with interpretations of the
GDPR, and now also the interaction with the new EU digital
legislation, such as the Digital Markets Act (see p.1). In Germany,
there is some new case law that tries to clarify enforcement

requirements and competition claims (see p.20).

Next year, the GPA goes to South Korea. It will be interesting to see
which topics will be chosen — we have seen many new privacy laws
emerge from the region in the last few years. This edition includes an
analysis of Vietnam’s new draft law which could be in force in 2026
(p.22), and Chile’s new law which is about to be published in the
Official Gazette (p.1).

As we start preparing for our own International Conference in
Cambridge (7-9 July 2025), we are paying attention to the concept of
human-centric data protection. After all, the laws are there to protect
individuals who need to understand what rights they have and how
to use them. Clear communication from DPAs and organisations is a

key component. Nowhere is this needed more than in the field of AI

S s e R el e laE ] as most people struggle to understand how their data is being used
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behind the scenes. Fulfilling the right to be forgotten in AI chatbots

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS

Contribute to PL&B reports

Do you have a case study or opinion you wish us to publish?
Contributions to this publication and books for review are
always welcome. If you wish to offer reports or news items,
please contact Laura Linkomies on Tel: +44 (0)20 8868 9200 or

email laura@privacylaws.coml
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