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Will the EU-US Data Privacy 
Framework end the saga 
around transatlantic data flows?
David Dumont and Tiago Cabral of Hunton Andrews Kurth LLP 
comment on the EU Commission draft adequacy decision, and 
reactions by other EU institutions. 

On 13 December 2022, the 
European Commission 
officially initiated the pro-

cess for adoption of an adequacy 
decision regarding the new EU-US 

Data Privacy Framework (DPF Ade-
quacy Decision). The draft DPF 
Adequacy Decision marks the third 

China’s new Standard Contract 
for international transfers
Yan Luo, Xuezi Dan, and Vicky Liu of Covington & Burling LLP 
explain what is required of an Overseas Recipient when the 
Measures take effect on 1 June.

On 24 February 2023, the 
Cyberspace Administra-
tion of China (CAC) 

released the final version of the Mea-
sures on the Standard Contract for 
the Cross-border Transfer of Per-
sonal Information (Measures), 

including a template contract (Stan-
dard Contract) accompanying the 
Measures. The Measures will take 
effect on 1 June 2023, but are subject 
to a six-month grace period to allow 
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EU-US adequacy decision is 
expected by summer 
There are still some procedural hurdles to clear before the EU-US Data 
Privacy Framework takes effect. It seems unlikely though that the 
remaining EU DPA reservations would put a stop to this agreement 
which has been in the making for years (p.1). However, their call for 
subsequent reviews to take place at least every three years is a sensible 
step, as well as monitoring how well the redress mechanism works in 
practice.  
 
It is expected that EU-US Data Privacy Framework will be adopted in the 
summer of 2023 once the EU Member States have given their approval. 
While US organisations must self-certify, it is still less stringent than using 
Standard Contractual Clauses, for example.  SCCs have also been 
developed in China but with important variations from the EU clauses 
(p.1). 
 
Can we expect a US federal privacy law? In his State of the Union address 
at the beginning of February, President Joe Biden called for “bipartisan 
legislation to stop Big Tech from collecting personal data on kids and 
teenagers online, ban targeted advertising to children, and impose stricter 
limits on the personal data these companies collect on all of us.” In the 
meantime, the trend of adopting state-level privacy laws continues with 
Iowa being the recent addition (p.27).  
 
Data Protection Authorities keep enhancing their cooperation globally, 
both through networks created by law and international agreements, and 
by more informal arrangements (p.18). An example of the former is the 
European Data Protection Board which aims to further streamline its 
cross-border enforcement. The EU Commission is working on how to 
harmonise some aspects of the administrative procedures which have 
caused delays, for example in Ireland (p.14).  
 
National level interpretations on what the GDPR means are always a 
fascinating read. In this issue we bring you a case study from France, 
where the DPA has ruled that the GDPR did not apply there to the 
operations of a US-based company (p.11).  
 
I look forward to a discussion on this topic 3-5 July at Who’s Watching 
Me? our 36th Annual International Conference in Cambridge, UK, with a 
EU Commission representative and a Member State national Data 
Protection Commissioner taking the stage (see p.27 and the conference 
programme at www.privacylaws.com/plb2023). 
 
Laura Linkomies, Editor 
PRIVACY LAWS & BUSINESS
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companies time to bring their activities 
into compliance.  

Under the Measures, if an in-coun-
try personal information processing 
entity (equivalent to the concept of a 
“data controller” under the EU’s Gen-
eral Data Protection Regulation) needs 
to adopt the Standard Contract as its 
lawful transfer mechanism, namely as a 
“data exporter,” this entity is required 
to submit a filing to the provincial 
branch of CAC. This filing includes: 
1.   the signed Standard Contract; and  
2.   report that includes an impact assess-

ment of personal information protection 
with respect to the transfer activities 
(DPIA).  
Such a filing has to be made within 

ten working days from the effective 
date of the Standard Contract.  

To help companies understand how 
to implement these Standard Contract 
requirements, this article first offers a 
high-level overview on the require-
ments under the Chinese laws and reg-
ulations for transferring personal infor-
mation outside of China. After that, it 
analyses the obligations imposed under 
the Standard Contract on both data 
exporters and Overseas Recipients, 
with a focus on obligations on an Over-
seas Recipient. Finally, the article offers 
some practical suggestions for compa-
nies that wish to rely upon the Standard 
Contract to transfer data.  

BACKGROUND 
China’s Personal Information Protec-
tion Law (PIPL) provides three mecha-
nisms that entities with operations in 
China may rely upon to transfer 
 personal information out of China:  
1.   undergo a CAC-administered secu-

rity assessment;  
2.   enter into the Standard Contract 

with the Oversea Recipient; or  
3.   obtain a certification from a 

CAC-recognized professional 
organization.  
While all three of these mecha-

nisms are generally available to entities 

processing personal information 
under the PIPL, those that transfer 
“important data,” or are designated as 
Critical Information Infrastructure 
(CII) operators, or otherwise are pro-
cessing or transferring certain thresh-
old volumes of personal information, 
must file for the CAC-administered 
security assessment.  

Thus far, many companies across a 
range of sectors have filed their security 
assessment applications with the CAC 
and the CAC has begun reviewing the 
applications submitted. By contrast, 
there have been no reported examples 
of companies seeking to obtain a certi-
fication from a CAC-certified body, as 
the rules are still evolving on how 
exactly this will work in practice. 

In June 2022, a previous version of 
the Measures and the Standard Con-
tract was published for public com-
ments. The final version closely tracks 
the draft version, with a few changes 
that will be discussed below. With the 
rules implementing the Standard Con-
tract now finalized, companies that are 
not required to file a security assess-
ment application can decide to either 
adopt the Standard Contract or obtain 
a certification for their cross-border 
transfers.  

STANDARD CONTRACT 
MEASURES AND THE TEMPLATE  
Unlike the Standard Contractual 
Clauses (SCCs) of the European Union 

(EU), which offer four modules to 
address four different transfer scenar-
ios, China’s Standard Contract is lim-
ited to transfers from an in-country 
personal information processing entity 
to an Overseas Recipient, and do not 
differentiate the role of the Overseas 
Recipient (i.e. whether it is a data con-
troller or data processor). 

In addition to the filing require-
ment, the data exporter is subject to 
various obligations under the Standard 
Contract itself, such as the obligations 
to inform data subjects and obtain their 
separate consent (where applicable) for 

transferring personal information out-
side of China; take reasonable efforts to 
ensure that the Overseas Recipient is 
able to fulfill its obligations provided 
under the Standard Contract; respond 
to requests from Chinese regulators 
about the relevant processing activities; 
and carry out a Data Protection Impact 
Assessment DPIA) and retain the 
assessment report for at least three years. 

At the same time, the Standard 
Contract imposes a range of obliga-
tions on Overseas Recipients that will 
be elaborated below.  

OBLIGATIONS IMPOSED ON 
OVERSEAS RECIPIENTS 
Data Security Incident Notification: 
Distinct from the EU SCCs, under 
China’s Standard Contract, the notifi-
cation obligation is triggered in every 
breach scenario, regardless of the level 
of risk. More specifically, in the event 
of a data security incident, the Overseas 
Recipient must promptly adopt appro-
priate remedial measures and immedi-
ately inform the data exporter in China. 
Further, if required by law, the Over-
seas Recipient should also notify the 
Chinese regulator and affected data 
subjects. While it is clear that if an 
Oversea Recipient is an entrusted party 
(equivalent to the concept of “data pro-
cessor” under GDPR), it does not have 
the obligation to notify individuals, it is 
unclear from the text of the Standard 
Contract whether the Overseas Recipi-
ent still has an independent obligation 
to notify regulators. 

Also, the Overseas Recipient is 
required to record all facts related to 
the data incident, including the reme-
dial measures that have been taken. 
However, China’s Standard Contract 
does not further clarify what would be 
considered relevant facts of a data 
security incident. 

Onward transfers: The Overseas 
Recipient is not permitted to transfer 
personal information to third parties 
located outside of China unless the fol-
lowing requirements are met: 
•    there are real and legitimate busi-

ness needs to provide personal 
information; 

•    the Overseas Recipient has informed 
data subjects about the third-party 
recipient and separate consent has 
been obtained (where consent is 
relied upon as the processing basis); 
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The notification obligation is triggered  
in every breach scenario, regardless of  

the level of risk.
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•    the Overseas Recipient has entered 
into a written agreement with the 
third party to ensure that its pro-
cessing can meet the level of per-
sonal information protection pro-
vided under Chinese laws and 
regulations, and assume liability for 
infringements of data subject rights 
caused by such provision; and  

•    the Overseas Recipient must pro-
vide a copy of the agreement to data 
subjects on request. 
The Standard Contract keeps silent 

as to whether the provision of trans-
ferred personal information to authori-
ties in the jurisdiction where the Over-
seas Recipient is located is governed by 
the onward transfer requirements listed 
above. That said, it specifically pro-
vides that the Overseas Recipient is 
required to immediately inform the 
data exporter if it receives a data 
request from local authorities. 

Provide access to data exporter 
and cooperate with Chinese regula-
tors: The Overseas Recipient is 
required to provide to the data exporter 
the information that is necessary to 
comply with its obligations under the 
Standard Contract. The Overseas 
Recipient must allow the data exporter 
to review its data files to the extent nec-
essary for audit of its data processing 
activities.  

Further, the Overseas Recipient 
must cooperate with Chinese regula-
tors in connection with the implemen-
tation of the Standard Contract, 
including, for instance, responding to 
requests from regulators, facilitating 
regulators’ inspections, complying 
with decisions made by regulators or 
providing documented proof (if neces-
sary), and so forth.  

Respond to requests from data 
subjects: Data subjects have the right 
to directly request the Overseas Recipi-
ent to facilitate the exercise of their pri-
vacy rights. In addition, when the data 
exporter is unable to facilitate requests 
from data subjects, the data exporter is 
required to ask the Overseas Recipient 
to provide assistance. The Overseas 
Recipient must fulfill these obligations 
within a reasonable period of time. 

Record data processing activities: 
The Overseas Recipient is required to 
record its data processing activities and 
retain this record for at least three 
years. The Standard Contract does not 

clarify the exact scope of personal 
information processing activities. The 
obligation for the Overseas Recipient 
to keep all processing activities for 
three years might be burdensome.  

Dispute resolution and jurisdic-
tion: Under EU SCCs, in the con-
troller-to-controller scenario, disputes 
must be resolved by a court of an EU 
member state, where in the processor-
to-controller scenario, parties may 
choose a court of any jurisdiction. 
Under China’s Standard Contract, the 
governing law must be Chinese law. 
However, the parties may choose, as an 
alternative to a Chinese court and the 
four Chinese arbitration institutions 
listed in the Standard Contract, an arbi-
tration institution as long as the venue is 
located in a New York Convention sig-
natory.  

The EU SCC and China’s Standard 
Contract both require the data 
importer/Overseas Recipient to submit 
to the competent authority’s jurisdic-
tion. China’s Standard Contract further 
specifies the Overseas Recipient must 
agree to be subject to the supervision of 
regulators in China, as discussed above.  

PRACTICAL CONSIDERATIONS  
The Measures emphasize that compa-
nies cannot circumvent the CAC-
administered security assessment by 
simply “segregating” their cross-
border transfers so that the total 
volume of personal information trans-
ferred does not reach the statutory 
threshold. Therefore, companies need 
to consider carefully when calculating 
the data volume for the purpose of ana-
lyzing whether the CAC-administered 
security assessment is triggered. As a 
good practice, companies may want to 
properly document the self-assessment 
process and the conclusion based on 
the self-assessment results. 

The Measures explicitly state that 
no substantive deviation is allowed 
and only the CAC has the right to 
adjust the Standard Contract as 
needed.   It is possible for parties to 
add terms to the agreement in the 
annex, even though such terms must 
not conflict with the terms in the main 
body of the Standard Contract. Thus, 
the parties of the Standard Contract 
may consider negotiating and having 
some additional clauses in the annex to 
clarify their respective obligations 

under the Standard Contract, to the 
extent permissible.  

For companies who may be deemed 
as an Overseas Recipient, it is helpful to 
consider the contractual obligations 
imposed by the Standard Contract and 
be ready to comply with these terms in 
practice. For example, the Overseas 
Recipient will have a contractual obli-
gation to respond to Chinese govern-
ment’s requests, cooperate with inspec-
tions and so on. Foreign companies 
need to evaluate the potential implica-
tions for their practices and businesses. 
In addition, as the Measures require the 
data exporter to complete and file the 
DPIA report together with the signed 
contract to CAC, the Overseas Recipi-
ent may also be required by the data 
exporter to provide necessary informa-
tion and other support to complete the 
assessment report. 

It is noteworthy that the Measures 
provide more light on how CAC plans 
to enforce these rules. It states that if 
and when the CAC discovers major 
risks involved in a company’s transfer 
activities, or a security incident occurs, 
it can “summon” the company and ask 
it to rectify its conduct and eliminate 
risks. We assume that such exercises 
will focus on an in-country data 
exporter at least initially, but CAC’s 
jurisdiction can extend to Overseas 
Recipients as well. 

Yan Luo is a Partner at Covington & 
Burling LLP, Beijing/Palo Alto, US, Xuezi 
Dan, is an Associate in Beijing, Peoples 
Republic of China, and Vicky Liu is an 
International Associate also in Beijing. 
Emails: yluo@cov.com 
xdan@cov.com 
yliu@cov.com 
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