ANALYSIS

The prospects for FTC Privacy
Rules: Still a long road ahead

Andrew Smith and Yaron Dori of Covington discuss the Federal Trade Commission’s
ambitious plans to regulate in the field of commercial data privacy.

Trade Commission (FTC) released

an Advance Notice of Proposed
Rulemaking (ANPRM or Privacy
ANPRM) to seek public comment on
“commercial surveillance” practices
that potentially harm consumers.!
Specifically, the Privacy ANPRM
broadly asks whether the agency
“should implement new trade regula-
tion rules or other regulatory alterna-
tives concerning the ways in which
companies (1) collect, aggregate, pro-
tect, use, analyze, and retain consumer
data, as well as (2) transfer, share, sell,
or otherwise monetize that data in
ways that are unfair or deceptive.”
More than 11,000 comments on the
Privacy ANPRM were received before
the public comment period ended on
21 November.?

The FTC appears to have set an
ambitious agenda for itself — devising a
rule to govern data collection, use and
transfer throughout the entire econ-
omy, while also regulating automated
decision-making, algorithmic discrimi-
nation, data about children and teens,
and a host of other objectives. As
described below, this already ambitious
task will be made harder by an
ANPRM that is very wide ranging and
does not put stakeholders on notice of
the alternatives under consideration, as
required by statute; a federal judiciary
that increasingly is sensitive to over-
reach by administrative agencies; chal-
lenges demonstrating that specific prac-
tices are unfair and otherwise harmful
to consumers; and a lack of concrete,
defined, and coherent goals for the
rulemaking effort.

In August of this year, the Federal

BACKGROUND

The Privacy ANPRM itself was not
unexpected. The FTC indicated earlier
this year in a submission to the Office
of Management and Budget that it was
considering initiating a “Trade Regula-
tion Rule” proceeding to “curb lax
security practices, limit privacy abuses,

and ensure that algorithmic decision-
making does not result in unlawful dis-
crimination.”” And, last year President
Biden issued an Executive Order
“encouraging” the new Chair of the
FTC, at her discretion, to make rules
regulating “unfair data collection and
surveillance practices that may damage
competition, consumer autonomy, and

consumer privacy.”*

While the Privacy ANPRM
described the potential subject matter of
the regulation, it provided little or no
detail on the objectives that the FTC is
seeking to achieve or the various regula-
tory alternatives under consideration.

It is possible that new rules are not
even the goal of the Privacy ANPRM.
The ANPRM acknowledges that if new
rules are not forthcoming, the record
developed in response to the ANPRM
nevertheless will “help to sharpen the
Commission’s enforcement work and
may inform reform by Congress or
other policymakers.”

Notably, if the Commission were to
successfully promulgate one or more
new data privacy rules, anyone who
violates a rule “with actual knowledge
or knowledge fairly implied on the
basis of objective circumstances that
such act is unfair or deceptive and is
prohibited by such rule” could be liable
for civil penalties of more than $40,000
for each violation.”

FTC AUTHORITY TO MAKE
“TRADE REGULATION RULES”
The FTC has authority to issue econ-
omy-wide “Trade Regulation Rules”
prohibiting unfair and deceptive
trade practices.® Because of the
breadth of this authority, the proce-
dural requirements imposed on the
FTC to make a Trade Regulation
Rule are significantly more stringent
than what is required under the
Administrative Procedure Act for
notice-and-comment rulemaking.”
First, the agency must provide an

Advance Notice Of Proposed Rule-

making to Congress describing the area
of inquiry, the objectives to be achieved
by rulemaking, and potential regula-
tory alternatives.® This is all the FTC
has done thus far. The FTC then must
publish for public comment a Notice of
Proposed Rulemaking (NPRM) that
describes with particularity the reasons
for the proposed rule and potential
alternatives, with a cost-benefit analysis
for each.’

The NPRM must include “disputed
issues of material fact” designated by
the Commission to be “material and
necessary to resolve,” and an opportu-
nity for an informal hearing, if an inter-
ested person requests to present their
position orally. A request to add dis-
puted issues of material fact beyond
those identified in the NPRM may be
made in the hearing request. If a hear-
ing has been requested, the FTC then
must publish a Notice of Informal
Hearing. Interested parties are entitled
to present evidence and, if necessary,
cross examine witnesses with respect to
disputed issues of material fact.'® Fol-
lowing the hearing, the Presiding Offi-
cer makes a recommended decision
with a proposed resolution of disputed
issues of material fact.

The FTC then reviews the recom-
mendation and rulemaking record and
may take additional testimony before
promulgating a Final Rule.

Doks THE ANPRM CoOMPLY WITH
THE STATUTORY REQUIREMENTS?

Under the FTC Act and the agency’s
Rules of Practice, an ANPRM for a
Trade Regulation Rule must contain “a
brief description of the area of inquiry
under consideration, the objectives
which the Commission seeks to
achieve, and possible regulatory alter-
natives under consideration by the
Commission.”'! Although the Privacy
ANPRM briefly describes the area of
inquiry, it does so only in the broadest
of terms — focusing, for example, on all
collection, use, disclosure, and security
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of personal data, employee data and
business data; personalized advertising;
automated decision-making; algorith-
mic discrimination; consumer notice;
and whether there are unique harms for
children and teenagers —and it does not
describe the objectives which the FTC
seeks to achieve, the regulatory alterna-
tives under consideration by the FTC,
or even the harm that such a rule would
seek to prevent.

Indeed, the ANPRM appears to
concede this point, effectively stating
that it is “too soon to tell” the regula-
tory approach that the FTC might take:
“The Commission is wary of commit-
ting now, even preliminarily, to any
regulatory approach without public
comment given the reported scope of
commercial surveillance practices.”'?
Given the breadth of the ANPRM, as
well as the limited evidence it presents
regarding the practices that harm con-
sumers, it seems possible that the
record will support conclusions by the
agency about whether to regulate, how
best to regulate, the various options for
regulation, or even why it is consider-
ing regulation. Also of concern is that
the ANPRM is required to put stake-
holders on notice of the potential
requirements or prohibitions that the
FTC may impose, to allow them to
marshal evidence regarding the costs
and benefits of those regulatory
options. The ANPRM does not appear
to meet this standard, either.

THE RULEMAKING COULD BE
BASED ON THE FTC’s
ENFORCEMENT RECORD

To justify a Trade Regulation Rule, the
FTC must state with particularity the
unfair or deceptive acts or practices
which are the subject of the proposed
rulemaking and the manner and con-
text in which such acts or practices are
unfair and/or deceptive. The FTC also
must demonstrate that these acts or
practices are “prevalent” based on
prior FTC’s cease-and-desist orders or
“other information” indicating a
“widespread pattern of unfair or
deceptive acts or practices.”'?

Most FTC privacy and data security
enforcement actions have alleged that
the defendant engaged in deception —
defined as a practice that is likely to mis-
lead consumers acting reasonably under
the circumstances to their detriment.'*

Examples include allegedly misleading
disclosures in a company’s privacy
policy regarding how the company col-
lects, uses, transfers, or safeguards per-
sonal data.’” Because these types of
harms are typically remedied either by
refraining from the misleading state-
ment, or providing an adequate dis-
claimer to set the record straight, sub-
stantive requirements or prohibitions,
such as requiring companies to provide
consumers with access to data about
them and an opportunity to correct or
delete those data, as some state laws
now require,'® they would need to be
premised on the FTC’s authority to
prohibit “unfair” practices. Indeed,
last year’s Executive Order called for
the FTC to make rules regulating
“unfair data collection and surveil-
lance practices,” making no mention
of deception.!”

Under the FTC Act, a practice is
unfair only if: (1) it “causes or is likely
to cause substantial injury to con-
sumers;” (2) the injury “is not reason-
ably avoidable by consumers them-
selves;” and (3) the injury is “not
outweighed by countervailing benefits
to consumers or to competition.'®
Moreover, a “substantial injury” usu-
ally involves a monetary harm, and
emotional impact and other more sub-
jective types of harm will not render a
practice unfair."”

The ANPRM lists dozens of FTC
enforcement  actions,  ostensibly
intended to demonstrate the need for
privacy and data security rules and the
prevalence  of  certain  harmful
practices.”® There are several enforce-
ment actions cited in the ANPRM that
allege unfair privacy or data security
practices, but they fall into a limited
number of categories:
® companies that allegedly sell sensi-

tive data (such as financial data or

phone data) to potential fraudsters

and/or  contrary to  clearly
expressed expectations of con-
sumers;”!

® companies that allegedly post sensi-
tive personal information, including
financial, healthcare, or intimate
information (i.e., “revenge porn”),
on the Internet, and do not allow
consumers to request its removal;*
® companies that allegedly install - or
allow others to install (i.e. “stalker-
ware”) — software on consumer

devices that creates security
vulnerabilities or secretly transmits
personal and intimate data to third
parties;”

e companies that allegedly fail to
implement basic, readily available,
low-cost, and well-known data
safeguards;**

e companies that allegedly track
consumers’  television  viewing
behavior without their knowledge
or consent;”> and

e companies that allegedly make
material changes to their privacy
policies without affirmative consent
for data already collected under the
prior policy.?

Some of these areas of inquiry —
such as “stalkerware,” “revenge porn,”
sale of bank account data to fraudsters,
or failure to adopt obvious and well-
known data security safeguards — could
conceivably support an unfairness rule-
making. Indeed, an ANPRM focused
on these practices would be based on
the agency’s actual enforcement experi-
ence, appropriately tailored to allow
for meaningful public comment, and
provide the FTC with a more manage-

able rulemaking task. But the ANPRM

casts a much wider net.

MAJOR QUESTIONS DOCTRINE
Compounding the FTC’s difficulty
with showing that specific privacy
practices are “unfair” is an increasing
tendency by federal courts to not defer
to agency determinations where the
agency is using a broad grant of
authority to regulate an area not
specifically contemplated by
Congress. An example of this is the
“major questions doctrine,” under
which the Supreme Court has rejected
agency claims of regulatory authority
when the underlying claim of author-
ity concerns an issue of “vast ‘eco-
nomic and political significance’” and
Congress has not clearly empowered
the agency with authority over the
issue.”” In its most recent term, the
Supreme Court, in West Virginia v.
EPA,*® explicitly referred to the major
questions doctrine to invalidate agency
action, holding that Congress “con-
spicuously and repeatedly declined to
enact” a program similar to aspects of
the challenged regulation.

The FTC’s privacy rulemaking
could raise this same concern — based
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on a very general grant of authority to

make rules prohibiting “unfair or
deceptive” trade practices, the FTC
now is contemplating a broad rule reg-

ulating every aspect of data collection,
use and transfer throughout the econ-
omy. And, data privacy and security is

an area where Congress has explicitly

declined to act in recent years,”

€xac-

erbating the question of whether
Congress specifically authorized the
FTC to make rules where Congress

had declined to do so.

87 Fed. Reg. 51,273 (August 22,
2022).

CONCLUSION

The FTC’s ANPRM is ambitious. But
given the statutory requirements to
which FTC rulemaking is subject, this
ambition may prevent it from realizing
its objectives. If shining a spotlight on
data privacy practices is at the core of
the FTC’s objective, then the ANPRM
and the attention it generates may well
be effective. But if its goal is to promul-
gate durable data privacy rules that will
withstand judicial scrutiny, then the
outcome is likely to be far less certain.

§ 59.1-573(A)(2)&(3) (2021); Colorado
Privacy Act § 6-1-1304 (1)(b)&(c)
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An update on compensation
claims under the EU GDPR

CJEU Advocate General: No compensation for mere upset
feelings. By Lore Leitner, Arjun Dhar, Josephine Jay and
Miles Lynn of Goodwin.

he EU General Data Protec-  what  constitutes  “non-material

tion Regulation (GDPR), damage” and the associated level of

under Art. 82, provides the  damages to be awarded has long been
right for any person who has suffered ~ a contentious topic in European
material or non-material damage asa  jurisprudence.
result of a GDPR infringement to

receive compensation. However, Continued on p.3

Latin America’s EU linked
Model Contractual Clauses for
iInternational data transfers

A session at the Global Privacy Assembly explained how Model
Contract Clauses are creating business value in Latin America.
Stewart Dresner reports from Istanbul.

tandard and Model Contractual
SClauses, as a legal basis for
transferring  personal  data
between jurisdictions, create business

rights, and have advantages over con-
sent (which can be withdrawn) and
Binding Corporate Rules (usually

value while protecting individual Continuned on p.5
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If you can take your eye off
the ball, watch the app!

The World Cup in Qatar has attracted attention to many aspects other
than football itself, one of them being lack of privacy. The tens of
thousands of surveillance cameras using facial recognition technology
prompted France’s DPA, the CNIL, to advise football fans to use a
burner mobile (an inexpensive prepaid anonymous phone) in order to
safeguard their personal data. Germany’s federal DPA has also issued a
warning about Qatar’s data collection via World Cup apps and advised
visitors to not take their usual phone to Qatar due to excessive data
collection via the app. Ironically, Qatar has had a data protection law in
force since 2017, but is not on the list of jurisdictions regarded by the
EU as “adequate”.

The dilemmas posed by facial recognition technologies was one of the
issues debated by the DPAs at their annual international conference in
Turkey, where they adopted a resolution on this technology (p.21).
Stewart Dresner and I attended the open days of the conference. Read
an overview of the proceedings on p.17 and the latest news about Latin
American Standard Contractual Clauses and other developments in the
region on p.1.

Indonesia’s data protection law in now in force — a major change in the
world's fourth-most populous country (p.22). Bangladesh has prepared
a Bill (p.26) and the EU has several Acts in the pipeline that will affect
the data protection framework. The draft AT Act is making progress,
and the Digital Services Act, EU’s new online content regulation, has
been in force since 16 November. Companies now have until

17 February 2024 to ensure compliance (p.27).

In the US, a debate has started about the Federal Trade Commission’s
rulemaking in the fields of consumer privacy and data security (p.8).
The FTC’s focus is very much on behavioural advertising. Some
commentators are however questioning the FTC’s authority to engage
in privacy rulemaking, especially now as there are attempts in the US
Congress to adopt a federal level privacy law.

Our Germany correspondents report on data transfers in the context of
US-based subsidiaries, and the application of Schrems I1 (p.12). We also
bring you an analysis of a recent Advocate General’s Opinion from the
Court of Justice of the European Union on compensation under the
EU GDPR (p.1).

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS
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PL&B International Report is a very useful and business-friendly
publication that allows our team to easily and frequently keep up with

developments in countries outside our jurisdictions of activity.

Magda Cocco and Inés Antas de Barros, Partners and Isabel Ornelas, Managing Associate,
Information, Communication & Technology Practice, Vieira de Almeida, Lisbon
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