California Privacy Protection
Agency opens draft regulations
for public comment

Changes are expected to consent and opt-out provisions. By Lindsey Tonsager,
Claire O’'Rourke, and Kimberly Railey of Covington & Burling in the US.

n 8 July 2022, the California
Privacy Protection Agency
(CPPA) filed the formal

‘Notice of Proposed Rulemaking’ on
regulations that address the amend-
ments made through the California Pri-
vacy Rights Act (CPRA). This notice
triggered a public comment period that
will last until 23 August 2022. The pro-
posed draft regulations, first released
with little fanfare on 27 May 2022, are

While there are topics remaining,
there are many areas in the current
draft available for public comment that
will be of interest to businesses and
consumers. Below is a non-exhaustive
summary of key draft regulations.

‘ExpLICIT CONSENT’ WOULD BE
REQUIRED FOR UNRELATED OR
INCOMPATIBLE PROCESSING

The draft rules state that a business

If a consumer deletes certain accounts with a
business, then the business should automatically
delete the consumer’s information.

far-reaching and implicate a variety of
topics. In addition, the CPPA pub-
lished an “Initial Statement of Rea-
sons” that offers additional commen-
tary and context for the draft rules.
Notably, the CPPA stated this draft is
not a comprehensive draft; further reg-
ulations related to automated decision-
making, privacy impact assessments,
and cybersecurity audits will be
announced at a later date.

must obtain “explicit consent” before
collecting, using, retaining, or sharing
personal information for purposes that,
for the “average” consumer, are “unre-
lated or incompatible” with the pur-
poses for which the personal informa-
tion was collected or processed.
“Explicit consent” would also be
required before a business may collect
any new category of personal informa-
tion. The term “explicit consent” is

new to the draft rules; it is not required
in the CPRA statutory text.

The draft rules include a few exam-
ples that suggest the impact on busi-
nesses could be significant. One exam-
ple notes that if a consumer deletes
certain accounts with a business, then
the business should automatically
delete the consumer’s information
because retention is not reasonably
necessary and proportionate.

The draft rules further note some
businesses should not use personal
information to research and develop
unrelated or unexpected new products
or services without the consumer’s
explicit consent.

The rules also state that if a business
collects information for a consumer
transaction, then the business should
obtain explicit consent to use that
information to market other products
or services. This requirement would
appear to be inconsistent with the fed-
eral email marketing law (the CAN-
SPAM Act), which preempts state law
and permits the transfer of email
addresses for commercial email mar-
keting as long as the consumer has not
opted out.
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OPT-OUT FOR DATA SALES AND
SHARING FOR CROSS-CONTEXT
BEHAVIOURAL ADVERTISING

The CPRA statute provides consumers
the right to request that their personal
information not be sold to third parties or
shared for cross-context behavioural
advertising. The draft rules would
require businesses to honour opt-out
preference signals that would apply uni-
versally across all businesses and could
be offered by the provider of a platform,
technology, or mechanism (such as, for
example, HTTP header fields for a
browser). The rules further clarify that
the provider of the opt-out preference
signal must make clear to the consumer
that the use of the signal will opt the
consumer out of the sale and sharing of
their personal information. The draft
rules would also require businesses to
display a consumer’s status with respect
to the opt-out signal.

Through examples, the regulations
also appear intended to address how
businesses should handle competing
signals.  The draft rules discuss a
situation where a consumer visits a
business’s website using a browser with
an opt-out preference signal and then
visits the business’s website with a dif-
ferent browser which does not have the
opt-out preference signal enabled. If
the business can recognize the con-
sumer across the two browsers, the
business should treat the consumer as
opted out, despite the
appearing to indicate a different choice.

Notably, the Initial Statement of

consumer

user autonomy, decision-making, or
choice, regardless of a business’s
intent.” The draft rules require that the
number of steps/clicks to opt out may
not be more than the number of
steps/clicks to provide opt-in consent.
The rules would also bar the use of
speech that warns consumers of the
consequences of their decisions, such
as, “No, I don’t want to save money”
when offering a financial incentive. The
draft rules also prohibit bundled con-
sent for “reasonably expected purposes
together with purposes that are incom-
patible to the context in which the
personal information was collected.”

PROVISION OF ADVERTISING AND
MARKETING SERVICES

The rules cover the kinds of advertising
and marketing services that may be
offered by service providers and con-
tractors. For instance, pursuant to the
draft rules, a company that acts as a ser-
vice provider or contractor “cannot use
a list of [its business customer’s] email
addresses to identify users on the social
media company’s platform and serve
advertisements to them,” apparently
regardless of whether that company has
agreed to use the information only for
the business’s benefit and to not use it
for its own or others’ benefit.

SERVICE PROVIDER/
CONTRACTOR PROCESSING

The draft rules largely preserve the
processing activities for which service
providers and contractors may use

First parties must disclose the names,
and not solely the categories,
of all third parties.

Reasons explains that the draft regula-
tions do not cover opt-in and opt-out
expressions for consumers aged 16 and
under, partially because “no mecha-
nism currently exists to communicate
the expression of these rights.”

‘DARK PATTERNS’ ARE DEFINED
AND FURTHER CLARIFIED

The draft rules also interpret the
CPRA’s definition of a “dark pattern,”
or when an “interface has the effect of
substantially subverting or impairing

personal information. However, there is
a proviso on the language authorising
internal use of personal information to
build or improve the quality of services.
That authorisation now “prohibits use
[of] the personal information to perform
services on behalf of another person.” In
addition to qualifying the processing
activity, the draft rules imply that a busi-
ness may be liable for violations by their
service providers and contractors unless
the business, beyond having a compliant
written agreement with the vendor,

conducts due diligence of the vendor,
especially by exercising rights to audit or
test such entities’ systems.

It is not clear how this will be ulti-
mately reconciled with the plain text of
the CPRA, which seems to have a
contrary meaning.

The draft rules also elaborate on
the terms that
between
providers/contractors must contain.
For example, the agreements would
need to specify limited and “specific”
purposes for which personal informa-
tion is sold or disclosed. These pur-
poses may not be described in “generic
terms, such as referencing the entire
contract generally.” Without the
required contractual provisions, the
relationship between a business and
the other entity could be automatically
considered a “sale” under the CPRA,
regardless of whether or not there is an
exchange of personal information for
monetary or other valuable considera-
tion. In contrast, the statutory “sale”
definition only covers exchanges of
personal information for monetary or
other valuable consideration.

written contracts

businesses and  service

THIRD-PARTY LIABILITY AND
CONTRACTUAL REQUIREMENTS
The draft rules further suggest a busi-
ness may be liable for third-party viola-
tions unless the business, in addition to
having a compliant written agreement
with the vendor, conducts due diligence
of the vendor — particularly, by exercis-
ing rights to audit or test such entities’
systems. As with the service providers
and contractors text, this provision
appears to be inconsistent with the
CPRA’s similar plain text language.

The draft rules additionally elabo-
rate on the obligations for written
contracts between businesses and
third parties to which a business has
sold or shared personal information.
Pursuant to the draft rules, the rele-
vant contracts must include limited
and specific purposes for which per-
sonal information is sold or disclosed.
There are also further specific terms
required, similar to those for the
service provider and contractor terms.

“TOTALITY OF CIRCUMSTANCES’
TEST FOR CORRECTION RIGHTS
The draft rules establish a “totality of
the circumstances” test for businesses
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to determine whether personal infor-
mation is “more likely than not” accu-
rate. Based on this test, the rules state
that a business may deny a consumer’s
correction request if it determines that
the contested personal information is
more likely than not accurate. The
rules also permit a business to delete
the disputed personal information as an
alternative to correcting the informa-
tion, as long as the deletion of the per-
sonal information does not negatively
impact the consumer, or the consumer
consents to the deletion.

Further, the rules require businesses
to not only correct personal informa-
tion on existing systems but also to
implement measures to ensure personal
information “remains correct.” A busi-
ness dealing with a correction request
must not only correct personal infor-
mation but must also give the con-
sumer the name of the source of the
contested information in cases where
the business itself is not the source of
the information.

GREATER DETAIL ON NOTICE
REQUIREMENTS

When a business provides a link to its
privacy policy to meet the CPRA’s
notice requirements, the draft rules
could require this link to direct con-
sumers exactly to the section of the pri-
vacy policy with the required informa-
tion, rather than the top of the privacy
notice. Itisunclear how this provision
would work when a business includes

disclosures in various sections of the
policy, such as sections governing
information collection, disclosure,
and consumer rights.

Additionally, any third party that
controls the collection of a consumer’s
personal information must provide
notice at or before the time it is col-
lected, in addition to or included within
the notice at collection provided by the
first party.

The draft rules express that first
parties must disclose the names, and
not solely the categories, of all third
parties that control the collection of
personal information through the first
party’s website, online service, or
physical location, unless the third
party’s privacy practices are described
in the first party’s notice.

CONFIDENTIALITY, AUDITS AND
ENFORCEMENT

The draft rules state that audits,
which can be conducted at the broad
discretion of the agency, may be
“announced or wunannounced as
determined by the Agency.” Addi-
tionally, when the agency investi-
gates following a response to a com-
plaint filed through the agency’s
electronic complaint system, the
Enforcement Division “will notify
the complainant in writing of the
action, if any, the Agency has taken
or plans to take on the complaint,
together with the reasons for that
action or non-action.”

CONCLUSION

In the accompanying Initial Statement
of Reasons, the CPPA states that the
regulations as drafted “would not have
a  significant, statewide adverse
economic impact directly affecting
business.” Public comment on these
regulations will continue untl 23
August 2022. The CPPA announced
that there will also be public hearings
the two days immediately following
the end of the comment period.

Should the comment period, public
hearings, or agency drafting decisions
lead to substantial or major changes to
the draft regulations, there must be an
additional notice and comment period.
However, if the CPPA enacts the rules
without such changes, the rules could
be finalised as soon as late September.

Lindsey Tonsager, Partner, Claire
O’'Rourke, Associate, and Kimberly
Railey, Associate of Covington & Burling
LLP.

Emails: ltonsager@cov.com|
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Canada introduces three new
bills to modernise privacy law

The proposed new law tries to balance privacy of individuals
with growing demands for innovative processing for Al
purposes, and competitiveness. By Colin Bennett of the

University of Victoria, Canada.

n 16 June 2022, Canada’s
federal government tabled
Bill C-27 — ‘An Act to

enact the Consumer Privacy Protec-
tion Act, the Personal Information
and Data Protection Tribunal Act

and the Artificial Intelligence and
Data Act’. They collectively com-
prise the Digital Charter Implemen-
tation Act of 2022.! Bill C-27 is a
revision of Bill C-11 originally

Continued on p.3

China’s Standard Contractual
Clauses: Restricted use and

complex terms

Welcome clarification on overseas data transfers even if data-
heaviest companies will be excluded. By Graham Greenleaf.

t the same time as President
Xi Jinping stepped briefly
into Hong Kong for his

“victory lap” after dismantling the
“One China, Two Systems” system
that it agreed to over 25 years ago,

the Cyberspace Administration of
China (CAC) issued a consultation
draft on 30 June 2022 of its Standard
Contract for the Export of Personal

Continued on p.6
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Al is becoming a common
theme in new privacy laws

We are pleased to bring you news about Canada’s federal level Bill, the
Digital Charter Implementation Act, 2022 which includes three pieces
of legislation: the Consumer Privacy Protection Act, the Personal
Information and Data Protection Tribunal Act and the Artificial
Intelligence and Data Act. The Al Act has been added after a revision
and includes provision for a separate AT Commissioner. The new
Privacy Commissioner is due to obtain fining powers following
advocacy for this change by his predecessors (p.1).

In the UK, AI has been much discussed in the context of the new Data
Protection and Digital Information Bill but there will not be — at least
for now — a separate Al law, but regulator-led risk assessments and
guidance (p.31). The EU is on course to adopt its AT Act. But
businesses in the EU already have changes ahead of them in terms of
the Digital Services Act and the Digital Markets Act (p.12).

The DPAs in the EU are trying to speed up GDPR enforcement by
introducing novelties to their working methods at the European Data
Protection Board. The EDPS is an active participant in the discussions
for reforms, and other stakeholders are also voicing their opinions (p.9).
The EU Commissioner who was responsible for the GDPR, Véra
Jourov4, has also been demanding operational changes. But most would
agree that it is not sensible to start renegotiating a new GDPR  text, as
this would take years, and the current Commission’s mandate ends in
two years.

The EU - US data transfer framework is said to be making progress.
Our correspondents assess how useful the new agreement will be, and
what companies can do in the meantime to secure the legal position of
data in international data transfers (p.19). Standard Contractual Clauses,
a well-used tool, are also being introduced in China. Even with their
limitations, this is welcome news (p.1).

Also in this issue, we bring you an analysis of the draft regulations by

the California Privacy Protection Agency implementing the California
Consumer Privacy Act (CCPA) as amended by the California Privacy
Rights Act (CPRA) (p.22).

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS
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