International
Comparative
Legal Guides

A

Practical cross-border insights into litigation and dispute
resolution work

Litigation & Dispute
Resolution

2022

15t Edition

Contributing Editor:

Greg Lascelles
Covington & Burling LLP



Table of Contents

Expert Analysis Chapters

The English Courts’ Approach to Disputes Involving Crypto-Assets

Greg Lascelles & Alan Kenny, Covington & Burling LLP

EU-UK Relationship on the Recognition and Enforcement of

Judgments in Civil and Commercial Matters

Dr Helena Raulus, The Law Society of England and Wales

Q&A Chapters

~
o

Australia
Clayton Utz: Colin Loveday

Austria
Pitkowitz & Partners: Dr. Nikolaus Pitkowitz &
Roxanne de Jesus

Belgium
Lydian: Hugo Keulers, Jo Willems, Yves Lenders &
Annick Mottet Haugaard

Bermuda
Wakefield Quin Limited: Richard Horseman &
Cristen Suess

Brazil
Villamil Advogados: Arthur Villamil &
Clarissa Corte Rosa

China
Rui Bai Law Firm: Juliette Y Zhu & Meng Shan

Cyprus
N. Pirilides & Associates LLC: Kyriakos Karatsis &
Tania Pirilidou

Denmark
Poul Schmith: Henrik Nedergaard Thomsen,
Kasper Mortensen & Amelie Brofeldt

England & Wales
Covington & Burling LLP: Greg Lascelles &
Alan Kenny

France
Laude Esquier Champey: Olivier Laude,
Benoit Renard & Lucie Saadé-Augier

Germany
Linklaters LLP: Dr. Christian Schmitt &
Dr. Kerstin Wilhelm

Ghana

Juris Ghana Legal Practitioners: Godwin Mensah
Sackey, Papa Yaw Owusu-Ankomah, Kwesi Papa
Owusu-Ankomah & Felix Opoku Amankwah

174

Kenya
Umsizi LLP: Jacqueline Oyuyo Githinji

Liechtenstein
Wilhelm & Biichel Rechtsanwalte: Christoph Biichel

Lithuania
WALLESS: Gediminas Dominas & Tomas Balcitinas

Luxembourg
Arendt & Medernach: Marianne Rau &
Sandrine Margetidis-Sigwalt

Netherlands
Florent: Yvette Borrius & Chris Jager

Philippines
SyCip Salazar Hernandez & Gatmaitan:
Ramon G. Songco & Anthony W. Dee

Slovakia
Paul Q Law Firm: Tomas Kamenec & Tomas Langer

Spain
Monereo Meyer Abogados: Sonia Gumpert Melgosa &
Michael Fries

Switzerland
BMG Avocats: Rocco Rondi, Guillaume Fatio,
Isabelle Baroz-Kuffer & Mimoza Lekiqi

Thailand

Chandler MHM Limited: Waree Shinsirikul,

Wanchana Bunditkritsada, Sakolrat Srangsomwong &
Chonlawat Rojanaparpal

Uganda
Candia Advocates and Legal Consultants:
Candia Emmanuel & Mindreru Hope Sarah

USA - Delaware

Potter Anderson & Corroon LLP: Jonathan A. Choa,
John A. Sensing, Clarissa R. Chenoweth-Shook &
Carla M. Jones




Hong Kong
Kirkland & Ellis: Kelly Naphtali & Jacky Fung

India
IndusLaw: Mayank Mishra & Ritunjay Gupta

Indonesia
SANDIVA Legal Network: Allova Herling Mengko &
Mochamad Akbar Fachreza

Japan
Nagashima Ohno & Tsunematsu: Koki Yanagisawa &
Hiroyuki Ebisawa

Digital Edition Chapters

Greece
A.&K. Metaxopoulos and Partners:
Achilleas Christodoulou & Elena Nikolarea

271

USA - lllinois
Much Shelist, P.C.: Steven P. Blonder &
Charlotte F. Franklin

USA - Mississippi
Jones Walker LLP: Neville H. Boschert

Zambia

Dentons Eric Silwamba, Jalasi and Linyama Legal
Practitioners: Eric Suwilanji Silwamba,

Lubinda Linyama, Mailesi Undi & Mwape Chileshe

ICLG.com




The English Courts’
Approach to Disputes
Involving Crypto-Assets

Covington & Burling LLP

Introduction

In recent years, there has been a remarkable global increase in
interest in crypto-assets' and related technologies from retail and
professional investors, multinational companies, institutions, and
governments. This is despite some perceived crypto-asset vulner-
abilities, particularly relating to uncertain regulatory status, secu-
rity and traceability weaknesses, price volatility, links to crimi-
nality, and environmental impact. Against this backdrop, it is not
surprising that crypto-related disputes have started to find their
way to the civil courts, and this trend is expected to increase in the
coming years.

The English Courts have already shown real flexibility in
reinterpreting caselaw and adapting procedural rules to make
them suitable for the often unique demands of crypto-related
disputes. Recent rulings have demonstrated an understanding
that this is an area of increasing importance to the technology
and financial services sectors, both of which are growth areas
for the UK economy; and, further, that there is a need for
market confidence, legal certainty and predictability in how the
English Courts deal with crypto-related and other new technol-
ogies, if England and Wales is to remain an attractive forum for
the resolution of disputes in this area.

This chapter discusses the most important points emerging from
recent crypto-telated rulings of the English Courts” and connected
crypto-related initiatives, assessing their likely impact on the prac-
tical realities of litigating disputes in this area, including:

(i)  the acceptance of crypto-assets as “property”;

(i) questions of jurisdiction and governing law for crypto-
related disputes;

(iii) the types of crypto-related court orders that are obtainable;

(iv) procedural issues when applying for crypto-related court
orders;

(v)  causes of action available in crypto-related disputes; and

(vi) the Digital Dispute Resolution Rules (the “DDR Rules”):
a new procedural framework utilising new technologies
designed to facilitate the rapid resolution of crypto-re-
lated (and other digital) disputes via arbitration or expert
determination.

Crypto-Assets as “Property”

In November 2019, the UK Jurisdiction Taskforce (“UKJT”)?
issued a non-binding legal statement that crypto-assets were
property.! This was referred to and endorsed by the English
Courts for the first time in January 2020,° building on ecatlier
cases from 2018° and 20197 where crypto-assets had been treated
as property without this status having been expressly deter-
mined. This approach has been followed in successive cases.®
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This development is important because certain causes of
action and interim orders can only be obtained in relation to
property, for example, freezing orders.’

Jurisdiction and Governing Law

Complicated questions of jurisdiction and governing law
can arise in crypto-related disputes for a variety of reasons,
including because:

(i)  parties transacting with crypto-assets may do so without
designating the jurisdiction or governing law provisions
to apply to any related disputes;

(ii)  the identity of parties owning or dealing in crypto-assets
may not be public;

(iii) crypto-assets are generally not located in one place but
rather constituted on a distributed network or platform
that can be spread out over multiple jurisdictions;

(iv) crypto-assets can pass between parties and different juris-
dictions quickly and easily; and

(v) interim orders and final orders may need to be enforced in
jurisdictions outside of England and Wales.

In December 2020, the English Courts decided that the juris-
diction and governing law applying to non-contractual crypto-
related disputes is the law of the place where the crypto-assets
are situated (the Jex situs) and/or where the relevant damage
and/or unjust enrichment occurred, depending on the nature of
the claim being brought. Further, the English Courts decided
that crypto-assets are situated in the place where the person or
company who owns them has its place of residence or business.

Following this clarification, parties bringing crypto-related
actions in England or Wales can be confident that the English
Courts are likely to find jurisdiction to hear the actions and to
apply English law to the proceedings, provided the applicants/
claimants are domiciled in England or Wales, or can point to
damage or actionable conduct that occurred in this jurisdiction.
This clarification will also make it easier for parties to obtain
permission to serve proceedings on parties located outside of
the jurisdiction, as explained in Section 5 below.

Crypto-Related Court Orders

Orders obtainable

In crypto-related disputes, the English Courts have shown flex-
ibility in issuing a wide variety of different orders in different
circumstances, as further explained below. The starting point
is that generally an order will only be granted where there is a
serious issue to be tried in the underlying claim, the balance of
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The English Courts’ Approach to Disputes Involving Crypto-Assets

convenience is in favour of granting the order, and it is just
and convenient in the circumstances to do so. There are also
specific tests that must be satisfied for specific types of order.

(a) Freezing orders/injunctions

These restrain parties from disposing of or dealing with their own

assets (often up to a specified value) for a limited period, typically

until judgment can be obtained or enforced. The English Courts
are willing to order domestic freezing orders in respect of assets
located within England and Wales and worldwide freezing orders
in respect of assets outside of the jurisdiction, in both cases where
these are ancillary to a substantive claim that is ongoing or will be
brought. Various criteria must be satisfied, including proving a
real risk that, without the ordet, the assets would be dissipated."
In crypto-related disputes, freezing orders/injunctions have
been ordered against, for example:

(i)  acrypto-currency trading company and its directors where
the applicant, an individual investor, had deposited signifi-
cant quantities of crypto-currency with the company to test
its trading platform, had become concerned with the compa-
ny’s operations and made enquiries, and then received no
credible response;'

(i) companies providing electronic “wallets” holding crypto-
currency, and exchanges involved in related transactions,
where the applicant, an insurance company, had identified
specific wallets (via the assistance of specialist blockchain
tracers) as those to which its insured had paid a crypto-
currency ransom to hackers who had installed malware on
their I'T systems;' and

(iil) unknown fraudsters, where they had obtained access to
the electronic wallet of the applicant and sold the appli-
cant’s crypto-currency to anonymous third-party buyers at
a significant undervalue, retaining these sale proceeds.”

The courts have refused to maintain freezing orders in rela-
tion to crypto-assets belonging to the defendant where damages
have been deemed an adequate remedy for the underlying claim,
and the defendant has been deemed to have sufficient assets
within the jurisdiction (or a jurisdiction where enforcement
would be unproblematic) to satisfy the claim. In such instances'

a key consideration was the price volatility of the assets (Bitcoin),

which meant that if the defendant had been prevented from

selling the assets, they could have faced very significant losses.

A secondary consideration was the claimant’s admission that

they would have difficulty in satisfying any cross-undertaking as

to damages'” if the respondent suffered loss as a result of being
prevented from selling the crypto-assets.

(b) Proprietary orders/injunctions

These restrain a respondent from dealing with assets over which
the applicant asserts title. These will often be available — and
have been ordered — alongside or in /Zex of freezing injunctions,
in circumstances the same as — or similar to — those outlined in
Section 4.A.(a) above. Proprietary injunctions are viewed by the
courts as a less draconian remedy than the “nuclear” option of a
freezing order, and therefore are more readily granted.

For example, in a case'® where the applicant had responded to a
phishing email and transferred 100 Bitcoin to the alleged fraud-
ster’s electronic wallet, who in turn transferred 80 Bitcoin to a
third-party wallet, the court was willing to grant a proprietary
injunction over the 80 Bitcoin, but not a freezing order. This
was on the basis that the court accepted there was a serious issue
to be tried based on a proprietary claim, but did not consider
the facts showed a sufficiently real risk of dissipation of assets.

The courts are generally less willing to discharge proprietary
injunctions than freezing orders, due to the fact that if the assets
to which the applicant/claimant asserts title are dissipated, their
claim becomes nugatory.
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(c) Disclosure orders
These seck disclosure of information or documents and can be
sought from a defendant or third parties.

In the case of disclosure sought from a defendant, this will
normally be pursuant to the normal processes in CPR 31 and
Practice Directions 31A and B.

In the case of disclosure sought from third parties, this can
be pursued through the process in CPR 31.17, where: (i) the
documents sought are likely to support the case of the claimant
or adversely affect the case of one of the other parties to the
proceedings; and (ii) disclosure is necessary in order to dispose
fairly of the claim or to save costs.

However, it is more common in crypto-related disputes for
third-party disclosutre to be sought and granted pursuant to the
courts’ equitable jurisdiction, in the form of “Norwich Pharmacal
Orders” (“NPOs”). These are available where information and/
or documents are sought in order to: (i) identify a wrongdoer;
(ii) enable an applicant to plead its case against a wrongdoer; (iii)
trace assets; and/or (iv) bring proprietary claims. In crypto-re-
lated disputes they are most commonly sought against exchanges,
where an applicant has identified a crypto-wallet involved in a
fraud but needs the assistance of the exchange to identify the
registered user."” Disclosure orders (and other orders, in appro-
priate circumstances) can also be sought against crypto-cur-
rency/token minters.”” Such orders are likely to be most appro-
priate where the crypto-currency/token in question is being held
in a private wallet (and therefore disclosure cannot be provided
by an exchange) and the minters in question have retained rele-
vant rights over the crypto-currency/token.”

There are numerous requirements for obtaining an NPO,
including that: (i) the respondent is likely to have relevant docu-
ments or information; (ii) there is a good arguable case that there
has been wrongdoing with which the respondent is involved;
and (iii) the order is necessary in the interests of justice and is
not sought for an improper purpose. It is not necessary that
the applicant has a definite intention to commence proceedings
against the alleged wrongdoer.

More rarely, a party may seck a “Bankers Trust Order” (“BTO”)
relating to a third party (normally a bank). These seek confiden-
tial information, such as correspondence and banking records, in
narrower circumstances, typically where: (i) the applicant seeks to
trace assets that belonged to them and of which there is strong
evidence that they have been fraudulently deprived; and (ii) a delay
may result in dissipation of the assets before an action for recovery
comes to trial. BTOs have been granted in crypto-related disputes,
for example, against exchanges to procure information to assist in
identifying fraudsters who obtained access to an applicant’s elec-
tronic wallet and sold their crypto-currency to anonymous third-
party buyers at a significant undervalue.*

In practice, applicants will often seek NPOs, BTOs and other
disclosure orders in respect of the same documents or informa-
tion, at the same time, to maximise their prospects of an order
being granted.?

(d) Search orders

These allow a claimant’s representatives, without notice, to
enter a defendant’s residential or business premises to search
for, copy, remove and/or detain information, materials, or docu-
ments (hard copy and electronic). In exceptional circumstances,
a search order may be made against a third party.

As these are amongst the most draconian remedies at the courts’
disposal, they are strictly regulated. They will only be granted
where the applicant can show: (i) an extremely strong prima facie
case; (ii) clear evidence that the respondent has in its possession
incriminating documents or other material; (iif) a real possibility
that the incriminating material might be destroyed before any
application could be brought on notice (i.e. an application for a
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less draconian remedy, such as a delivery-up or preservation of
documents order); and (iv) that the claimant/applicant would
suffer serious damage if the order is not granted.

We are not aware of any crypto-related cases to date where
a search order has been sought; however, it is easy to foresee
circumstances where this may be beneficial, for example, where
misappropriated crypto-assets (or related private keys) are in

“cold storage”.?

Procedural issues

(a) Private hearings

The general rule is that a hearing is to be held in public unless
the court decides that it must be held in private in order to satisfy
one of the seven requirements of CPR 39.2(3). Those most likely
to apply to cyber-related disputes are where: (i) publicity would
defeat the object of the hearing; (ii) it involves confidential infor-
mation (including information relating to personal financial
matters) and publicity would damage that confidentiality; (iii) it is
a hearing of an application without notice (e.g. almost all freezing
and search order applications); and (iv) the court for any other
reason considers a private hearing necessary to secure the proper
administration of justice.

The English Courts have allowed several hearings in crypto-
related disputes to be held in private, citing all of these require-
ments as satisfied. For example, in a claim brought by insurers
against unknown hackers who had obtained crypto-currency from
their insured by ransom,” the court ordered a private hearing
because, 7nter alia, a public hearing could: (i) potentially tip off the
unknown fraudsters to dissipate the crypto-currency (the court
noting that it is quick and easy to do so with virtual currencies);
and (ii) risk further revenge or copycat attacks on the insurer and/
or insured (the court also protecting against this risk by allowing
the insurer and insured to remain anonymised).

(b) Otders against “persons unknown”

Given the nature of crypto-related disputes, it will often not be

possible at the outset for an applicant to identify the respondent

against whom an order is sought. For example, in a case where fraud-
sters appropriated crypto-assets and sold them to third parties atan
undervalue, the applicant sought a proprietary injunction, world-
wide freezing order, and ancillary information disclosure against

“the individuals or companies who own or control the accounts into which the

Jerypto-assets| or the traceable proceeds theregf are to be found”. This category

of persons would encompass not only the fraudsters who appropri-

ated the crypto-assets, but also any recipients of the crypto-assets,
whether knowing or unknowing and whether or not they received
the assets at an undervalue. As such, the court required that the
applicants differentiate between (i) the fraudsters, (ii) those who
had received the assets other than at full price, and (iii) those who
had received the assets at full price. The court was willing to grant
the freezing, proprietary and disclosure orders against the fraud-
sters, but only the latter two orders against the other categories of
persons, and only then subject to qualifications designed to restrict

the scope of the proprietary relief available against unknowing (i.e.

innocent) recipients.

This is consistent with the courts’ general concern to mini-
mise the potential for court orders to negatively impact innocent
third parties, which requires orders generally to be drafted as
narrowly as possible to give effect to their purpose. As such, to
maximise the potential for orders against “persons unknown”
to be granted, parties should:

(i)  describe the characteristics of the “persons unknown”
with sufficient certainty and with reference to the unlawful
conduct in question, such that it is possible to identify who
would fall inside and outside of scope;

Litigation & Dispute Resolution 2022
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(ii) only include people who have not been identified at the
time the order is granted, but who are capable of being
identified; and

(iii) seek permission for a method of service that can be shown
to be reasonably expected to bring the proceedings to the
attention of all the “persons unknown”.

(c) Service relating to orders

Where an applicant applies for an order against a respondent,
the applicant is required (unless the application is made without
notice) to serve a copy of the application notice on the respondent.
Similarly, they must serve a copy of any order granted on all
parties subject to the order.

CPR 6 and Practice Direction 6A set out which methods and
places of service are permitted, depending on the document —
and location of the party — being served. In general, parties
located outside of the jurisdiction should be served in accordance
with the procedure set out in the 1965 Hague Convention® or
any other applicable civil procedure convention or treaty. Some
ordets may not be setved on parties outside of the jurisdiction.”’

However, in crypto-related cases it will often be necessary to
serve orders on parties very quickly and outside of the jurisdic-
tion and, in the case of orders against persons unknown, poten-
tially in an unknown jurisdiction. In such circumstances, where
service by ordinary means would be impossible or take so long
that it would defeat the purpose of the order, the courts have
shown a willingness to allow for service by an alternative method
and/or at an alternative place, for example, by email. Where
permission to serve out is sought in such circumstances, it is
advisable for applicants to produce evidence as to the delay that
would likely result from having to effect service under the Hague
Convention, or the reasons why such service is not possible.

(d) Practicalities of drafting crypto-related orders
Applicants should pay close attention to the drafting of cryp-
to-related orders to ensure that they are effective, in practice, to
achieve their ultimate objectives. They should provide as much
specificity as possible. For example, the order should provide (as
appropriate to its focus) any known information relating to rele-
vant known: email accounts; usernames and passwords; drives
and devices; internet histories; mobile applications; and cold-
storage repositories.

This is particularly important in the case of freezing, search
and disclosure orders, where the ultimate objective is to freeze
or locate misappropriated crypto-assets, which will often only
be possible by locating the private key(s) to the relevant cryp-
to-wallet(s), which could be stored on any media. For example,
in a recent Irish case,™ the state seized digital wallets belonging
to an incarcerated defendant understood to contain crypto-
assets worth around /45 million, representing the proceeds of
crime, but were unable to access the assets without the private
keys (which it is understood were written down on pieces of
paper stored in an aluminium fishing box that the defendant’s
landlord threw away whilst he was in custody).

Causes of Action for Crypto-Related Disputes

The specific cause(s) of action available to a claimant in a cryp-
to-related dispute will depend on the specific facts and circum-
stances. However, given the English Courts’ willingness to accept
crypto-assets as property, it is to be expected that the full range of
contractual, tortious and fraud-based claims are available.

To date, in interim hearings relating to crypto-assets (no cryp-
to-related dispute having yet proceeded to trial), claimants have
asserted — and the courts have been willing to accept for the
purposes of granting interim remedies — that claims are possible:
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(i) in restitution and/or on the basis of a constructive trust
(for example, in a case where crypto-currency was paid to
hackers as ransom and could be traced and identified®);

(ii) in deceit, unlawful means conspiracy, and for an equitable
proprietary claim (for example, in a case where a party
alleged it had been induced by fraudulent means to invest
crypto-currency in a sham initial coin offering (“ICO”),*"
and the crypto-currency could be traced and identified); and

(iii) in unjust enrichment and in breach of confidence (for
example, in a case where crypto-assets were stolen via the
theft of a private key and then sold to alleged knowing
third parties at an undervalue™).

Where a claimant is seeking to bring such a claim against a
defendant located (or in the case of persons unknown, poten-
tially located) outside of the jurisdiction, it will need to obtain
permission from the court to do so, which requires the claimant
to show that: (i) the claim gives rise to a serious issue to be tried
on the merits; (ii) the claimant has a good and arguable case that
the claim falls within one of the 21 procedural gateways iden-
tified in Practice Direction 6B (the “PD 6B Gateways”); and
(iii) in all the circumstances, England and Wales is clearly and
distinctly the appropriate forum in which to bring the claim (the
Jorum conveniens).

Several of the PD 6B Gateways rely, ultimately, on the claim
relating to assets located in the jurisdiction. As such, obtaining
permission has been made easier by the English Courts’ decision
that crypto-assets are situated in the place where the person or
company who owns them has its place of residence or business,
as further explained in Section 3 above.

The Digital Dispute Resolution Rules

Separate to the developments in English caselaw discussed above,

the English judiciary has also been involved in the development

of an entirely new procedural framework, the DDR Rules, which
is likely to play an increasing role in the future in the resolution
of disputes in this area.

The DDR Rules are designed to facilitate — by arbitration or
expert determination conducted under English law — the rapid
resolution of digital disputes. They contain several novel features
that are specifically tailored to such disputes and which are likely
to be attractive to some parties dealing in crypto-assets. It is
beyond the scope of this chapter to discuss these features in
detail, but they include:

(i)  a streamlined process designed to take far less time than
litigation;

(i) compatibility with new technologies, including allowing
electronic or encoded incorporation of the DDR Rules
directly within digital assets, and allowing for “automatic
dispute resolution”;

(iif) access to arbitrators/experts with the specific expertise
required for crypto-related disputes;

(iv) party anonymity; and

(v) enhanced default powers and enforcement mechanisms
for tribunals, including relating to digital assets and poten-
tially allowing for the implementation of decisions directly
“on-chain”.

Conclusion

The steps taken by the English Courts to date show that they are
willing and able to respond consistently and flexibly to the new
challenges presented by crypto-assets and connected emerging
technologies. In particular, they emphasise a willingness (absent
express provisions providing otherwise) to find jurisdiction
to hear crypto-related disputes and apply English law to such
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disputes, where there is a nexus to England and Wales. Where
jurisdiction is found, claimants are likely to be able to obtain
permission to serve proceedings on parties outside of the juris-
diction and have recourse to a full range of causes of action and
remedies. Further, the courts are willing to grant a wide variety
of interim remedies, particularly where an applicant alleges that
they have been the victim of fraud. In doing so, the courts are
providing welcome assistance in establishing English law and
jurisdiction as ideally suited to govern crypto-related contracts
and disputes, as well as helping to provide a foundation for the
responsible future utilisation of such technologies.

Finally, new alternatives are emerging to traditional dispute
resolution options. These come in the form of both “automatic
dispute resolution” options built into smart contracts, but also
in the form of emerging decentralised arbitration protocols.”
The latter are designed to allow disputes to be resolved entirely
online, with all of their processes integrated on the blockchain,
and often tailored specifically for crypto-related disputes. It will
be interesting to see over time the extent to which these new
alternatives find favour for crypto-related disputes over more
traditional court and arbitration options.

Endnotes

1. The term “crypto-asset” is used to describe a wide variety
of different types of assets existing within different systems,
from notional payment tokens such as bitcoin to digital
representations of real-world tangible objects, and as such
is difficult to define. However, generally, a crypto-asset is
an intangible digital asset that uses cryptographic authen-
tication techniques for security, and is normally part of a
decentralised system ruled by consensus and using distrib-
uted ledger/blockchain technology (i.e. where transac-
tions relating to the crypto-assets are recorded on a ledger
that is not centralised but rather maintained across several
computers linked in a peer-to-peer network). A more
comprehensive definition is provided in the UKJ T’ “Lega/
statement on cryptoassets and smart contracts”, accessible here:
https://3528e83m1ih83drye28009d1-wpengine.netdna-ssl.
com/wp-content/uploads/2019/11/6.6056_]JO_Cryptocu-
rrencies_Statement_ FINAL_WEB_111119-1.pdf.

2. All the decisions referred to in this chapter relate to interim
applications and, therefore, are not technically definitive
judicial authority (which only arises from final judgments);
however, they will be persuasive in future cases and demon-
strate a clear direction of travel.

3. The UKJT (one of the six taskforces of the LawTech
Delivery Panel) is a group of senior individuals from the
judiciary, commercial legal sector, financial services regu-
lation, and business, supported by the UK Government,
with the objective to “demonstrate that English law and the juris-
diction of England and Wales together provide a state-of-the-art foun-
dation for the development of distributed ledger technology, smart
contracts and associated technologies”, including crypto-assets.

4. The statement also expressed the view that smart contracts
were valid contracts under English law.

5. AAwv Persons Unknown [2019] EWHC 3556 (Comm).

6. Vorotyntseva v Money-4 Ltd (t/a Nebeus.com) [2018] EWHC
2596 (Ch).

7. Robertson v Persons Unknown, unreported, CL-2019-000444.

8. For example, Toma & True v Murray [2020] EWHC 2295
(Ch), and ION Stcience Itd v Persons Unknown and others (2020),
unreported (Comm).

9. Crypto-assets have also been found to constitute property/
realisable property for the purposes of ss 74 and 83 of the
Proceeds of Crime Act 2002 (“POCA”). Criminal inves-
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10.

11.

12.
13.

14.
15.
16.
17.

18.
19.

20.

21.

tigators and prosecutors that suspect or prove that crypto-
assets are the proceeds of crime have access to a range
of potential orders under POCA and/or other applicable
legislation, such as the Criminal Finances Act 2017, the
details of which are beyond the scope of this chapter.

e, the court will consider the likely inconvenience or
damage that would be suffered by the applicant if the injunc-
tion is not granted as against the likely inconvenience or cost
to the respondent if it is granted. Where the applicant can
show a prima facie case of wrongdoing, this will often go a
long way towards tipping the balance in favour of granting
the order.

Le., that the respondent will move, dispose of, or other-
wise deal with their assets, other than in the ordinary
course of business, that would serve to make it mote
difficult for an existing or potential future judgment or
award to be satisfied/enforced. Various other orders may
be made in support of freezing orders, such as an order
pursuant to CPR 25.1(g) directing a party to provide infor-
mation about relevant property or assets which are or may
be the subject of an application for a freezing order.
Vorotyntseva v Money-4 1.td.

Blockchain tracing companies specialise in analysing trans-
actions on blockchains, for example, to try to track the
movement — and ultimate location — of crypto-assets that
have been misappropriated.

AA v Persons Unknown.

Feteh.ai Ltd v Persons Unknown [2021] EWHC 2254,

Toma & True v Murray.

An undertaking provided by an applicant to the court
to compensate the respondent if it is subsequently deter-
mined that the applicant was not entitled to the relief
granted. In effect, this is the “price” paid by the applicant
for the relief.

Robertson v Persons Unknown.

In many jurisdictions where exchanges are regulated,
providers are required to retain “know your customer” infor-
mation for anti-money laundering — or other — purposes,
which can prove invaluable to a defrauded claimant.

See, for example, Lubin Betancourt Reyes and Custodial
Management Solutions Limited v Persons Unknown and others
[2021] EWHC 1938 (Comm).

The design and protocol of certain crypto-currencies/
tokens allow minters to retain certain rights over them,
including to potentially, inter alia: refuse registrations; block
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transactions; track and report circulation; suspend or termi-
nate the administration of services related to the currency/
token or connected addresses or wallets; and revoke
currency/tokens.

Fetch.ai Ltd v Persons Unknown.

Albeit this approach is not without risk, as it is likely to
increase the applicant’s costs liability to the respondent in
the event that no order is granted.

“Cold storage” is a term used to describe the process of
storing crypto-assets in an offline “cold” wallet, as opposed
to a “hot wallet” connected to the internet. A private key
providing access to a cold wallet is typically made up of
a set of alphanumerical characters and can therefore be
stored on any number of devices, such as a USB, CD hard
drive, or piece of paper.

AA v Persons Unknown.

The Hague Convention on the Service Abroad of Judicial
and Extrajudicial Documents in Civil or Commercial
Matters.

Generally, the courts are not willing to grant permission
for NPOs to be served on parties outside of the jurisdic-
tion, although they have exercised their discretion to grant
permission in a handful of cases, including in relation
to crypto-assets — see Lubin Betanconrt Reyes and Custodial
Management Solutions Limited v Persons Unknown and others.
The courts seem recently to have confirmed, against a
backdrop of conflicting authorities, that they are willing
to grant permission for BTOs to be served on parties
outside of the jurisdiction, in appropriate circumstances,
including in relation to crypto-assets — see Fezh.ai I.td v
Persons Unknown.

DPP v Collins, unreported (February 2020).

AA v Persons Unknown.

ION Science 1.td v Persons Unknown. An ICO is, in essence, a
means of raising funding for a new crypto-currency venture,
and is similar in some respects to an initial public offering
(or “IPO”) of shares in a newly public company.

Fetch.ai Ltd v Persons Unknown.

Meaning a process associated with a digital asset that is
intended to resolve a dispute by the automatic selection of
a person, panel or AT agent whose vote or decision is imple-
mented directly within the digital asset system (including
by operating, modifying, cancelling, creating or transfer-
ring digital assets).

For example, Kleros, Jur and Aragon Network.
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