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Middle East
Overview

Tarek Khanachet advises clients across a broad range of complex international
regulatory, government affairs and corporate matters focused on Turkey, the
Middle East and the Gulf States. From 2011 to 2013, he was resident in Saudi
Arabia, advising the Economic Cities Authority on regulatory development, as well
as outsourcing and licensing transactions. Mr Khanachet has extensive experience
with government affairs and regulatory matters in the region, including advising
government entities as well as private companies on matters as diverse as treaty
interpretation, trade policy and market access issues and blocks. His corporate
practice includes public-private partnerships, infrastructure projects, cross-
border mergers and acquisitions, finance and commercial transactions. In addition
to corporate and government affairs, Mr Khanachet has assisted clients with
complex regulatory and white-collar enforcement and investigations.

Julie Teperow’s practice includes counselling clients on local, regional and
global compliance matters, across a wide range of industries on issues including
data protection, cybersecurity, e-commerce and consumer protection. She also
advises multinational companies on integrating issues on both local law and US
law compliance, and counsels clients with complex cross-border compliance and
regulatory issues by meaningfully engaging with clients and local counsel on legal
and practical issues. Her practice also includes both employees and employers
concerning local labour laws and procedures. Ms Teperow also has experience
advising on various aspects of sport and sporting events, including risk manage-
ment, venue and facilities leasing, and sponsorship and marketing.

www.lexology.com/gtdt/intelligence
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Middle East Overview

1 | What is the current state of the law and regulation governing Al in your
jurisdiction? How would you compare the level of regulation with that in other
jurisdictions?

The Middle East does not have regional overarching Al legal framework, and indi-
vidual countries in the region do not have any laws or regulations that specifically
address Al. Of course, many countries have laws and regulations that would apply
to Al technologies. These include data protection laws, intellectual property laws,
product safety and consumer protection regulations, medical devices regulations,
financial services regulations and cybersecurity laws.

Countries in the Middle East have varied levels of applicable legislation. The
countries that do have applicable laws have a level of regulation similar to that in
other countries that rely on the application of laws that are not targeted at Al. Some
countries in the region also have developed policy initiatives from which we expect
Al-specific laws to result.

2 | Has the government released a national strategy on Al? Are there any
national efforts to create data sharing arrangements?

There is no Middle East or unified Gulf strategy on Al or related data sharing.
However, many countries in the region have released national strategies and
initiatives.

Qatar has developed and published the National Artificial Intelligence Strategy.
Qatar’'svision is to have Al so pervasive in all aspects of life, business and governance
that Qatar is a role model for ‘Al-"-X nation’. The Al-"-X nation is built on the pillars
of talent, Al-augmented jobs and a knowledge economy. The underlying goals are
to develop world-class data and computing infrastructure, to establish a strong Al
ethics and governance framework aligned to international norms, and guidelines
for the level of explainability required for different types of decisions made by Al
algorithms.

Saudi Arabia’s 'Vision 2030" also has a focus on Al. As part of this initiative, the
Saudi government created the National Authority for Data and Artificial Intelligence
(NADAI), which is an independent authority that reports directly to the Prime
Minister and is headed by the Crown Prince. Two other entities were also created:
the National Centre for Artificial Intelligence and the Office of National Data, both
under the NADAI. Saudi’s plan specifically contemplates that Al-specific legislation
will be enacted, under which these entities will operate.

The UAE has released its National Programme for Artificial Intelligence (the
Programme). The Programme’s emphasis is on the UAE's strategic objective of
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becoming a global leader in the responsible use of Al by 2031. The UAE aims to
achieve this goal by adopting emerging Al technologies across government and
attracting top Al talent to the country to advance Al research and development. The
Programme pledges to provide Al-related start-ups and developers with access to
local data infrastructure and funding for projects. It categorises ‘data sharing and
governance’ and the ‘new generation of regional talent” as opportunities for the UAE
to lead in the development and deployment of Al technologies.

The UAE has also formed the Council for Artificial Intelligence, a specialised
council comprising 16 members from various government ministries and author-
ities. The council's mandate is to promote the success of the Al Strategy 2031
by proposing policies to create an Al-friendly ecosystem, conducting advanced
research in the Al sector, promoting collaboration between the public and private
sectors to accelerate the adoption of Al, and engaging with international institutions
on Al issues. The Council has not yet introduced Al laws or regulations.

Bahrain has implemented a regulatory sandbox as a framework and process
to facilitate and encourage the development of digital technology. As part of these
efforts, the Artificial Intelligence Society of Bahrain, an independent and voluntary
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technological society to promote and disseminate Al technology across Bahrain,
has been set up. Members of the Society include private and public sector chief
information officers, Al experts and entrepreneurs and over 12 university scholars
and professors. The main objectives of the Society are to support Bahrain's 2030
vision through implementation of specific Al applications and technologies, make
Bahrain a regional centre for Al research and development, and build a pool of Al
expertise from executives and technical resources within the Society to promote Al
in Bahrain and region.

In Oman, the Ministry of Transport, Communications and Information
Technology [MCTIT]) is currently working on introducing a national Al strategy in the
near-future. This will consist of a plan with four main pillars, namely to: (1) use Al to
boost productivity in diverse economic sectors; (2) develop human capabilities in Al,
(3) accelerate Al adoption in service sectors; and (4) govern fair and ethical use of Al.

Some countries, such as Lebanon, continue to work on a draft strategy.

3 | What is the government policy and strategy for managing the ethical and
human rights issues raised by the deployment of Al?

Although many countries understand the importance of ethics in Al and have
included an ethics component in their strategic Al visions, the UAE appears to be
at the forefront with regard to implementation. For example, to address concerns
about trust, privacy, transparency and associated issues, the UAE government has
created a regional ethics council, designed to assess ethical principles, define
ethical rules of engagement and set ethical policies required in an evolving Al world.
In January 2019, Dubai launched official principles and guidelines for the ethical
implementation of Al and an ‘Al Ethics Self-Assessment Toolkit" - which allows
anyone implementing Al to self-assess their performance against a set of criteria
to try to ensure an ethical approach. This is a voluntary process using the data from
the toolkit to provide feedback to those using and developing Al to attempt to create
fair and trusted Al systems that manage the potential tensions between innovation
and values.

4 | What is the government policy and strategy for managing the national
security and trade implications of Al? Are there any trade restrictions that
may apply to Al-based products?

There are no published policies or strategies specific to implications of Al for
national security or trade. However, countries in the region have existing export
control regulations that apply to certain Al-based products specifically designed for
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a military end use and have national security implications. At this stage, Al-specific
trade controls is not a focus. Instead, countries with Al initiatives are working to
implement the Al vision set out in policy or national strategy.

5 | How are Al-related data protection and privacy issues being addressed? Have
these issues affected data sharing arrangements in any way?

Many countries in the region do not have data protection laws that address data,
data-sharing or privacy issues. Some countries have implemented laws only
recently. The data protection and privacy laws or draft laws in Bahrain, Qatar and
Egypt mirror the EU General Data Protection Regulation (GDPR] in many ways. Free
zones in the UAE and Qatar also have similar laws in place. Because the GDPR
applies to all processing of personal data, countries with GDPR-Llike laws can look
to the European Union for guidance in the context of Al applications that are trained
on personal data or involve the processing of personal data.

Both Saudi and the UAE will have comprehensive personal data and protection
laws in the coming year. The UAE law has not yet been issued; however, the law is
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intended to provide international companies with a smooth mechanism for cross-

border transfers, as well as have a low cost of compliance for SMEs.

The Saudi Personal Data Protection Law (PDPL) was issued in September 2021,
and developed by the Saudi Data and Artificial Intelligence Authority (SDAIA). The
PDPL, which comes into effect on 23 March 2022, addresses processing of personal
data and the rights of personal data owners, and marks a new development in the
Kingdom's approach to the protection of personal data. The notion of protecting
personal data has existed for many years under existing Saudi law, but this is the
first standalone and comprehensive legal framework protecting personal data. The
PDPL remains subject to many implementing regulations due out soon.

The recent nature or absence of these types of laws in the region will present
a significant challenge in the context of Al. A lack of developed guidelines for data
protection and sharing could have a chilling effect on both local and cross-border Al
deployment and development, even if other Al laws are implemented.
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6 | How are government authorities enforcing and monitoring compliance with Al
legislation, regulations and practice guidance? Which entities are issuing and
enforcing regulations, strategies and frameworks with respect to Al?

As already mentioned, there is currently no Al-specific legislation in the various
Middle Eastern countries. However, existing laws and regulations that apply to Al
are applied and enforced by the relevant government authorities. Countries that
have developed data protection laws have data protection authorities that will likely
become active in monitoring the collection and processing of data required for Al
However, as discussed above, various countries in the Middle East have set up
committees and authorities to develop an Al vision and strategy, including appli-
cable regulations. However, the focus of those committees and strategies to date
has been primarily to encourage research and development.

7 | Has your jurisdiction participated in any international frameworks for Al?

Because the strategies for most countries in the region are in the early stages
of development, most countries have not yet participated in international frame-
works for Al.

The UAE Minister for Aland Invest India signed a memorandum of understanding
in July 2018 to establish an Al partnership between the two nations. Three areas of
focus for the partnership include open engagement, fostering innovative ecosys-
tems and looking to the future. The collaboration has established an UAE-India Al
Working Committee between the UAE Ministry for Artificial Intelligence, Invest India
and Startup India, which will meet annually and focus on increasing investment
for Al start-ups and research activities together with industry partners, in order to
support the development of new Al technologies and services. The committee will
also monitor technological and policy developments to help both nations maintain
relevant regulatory frameworks and policies. Finally, the committee will share
regulatory expertise to help Al start-ups integrate into each other’s jurisdictions
and develop the digital infrastructure to share data sets across borders.

8 | What have been the most noteworthy Al-related developments over the past
year in your jurisdiction?

Many countries in the region have only recently announced their Al initiatives and
strategies. In terms of legal developments, the implementation of a comprehensive
data protection and privacy law in Bahrain and the passage of a similar draft law
in Egypt is significant. We expect that other countries in the region will follow suit.
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Having a framework to protect privacy and confidentiality, while allowing for the
data analytics necessary to drive Al, is important for Al to flourish in the region.

In other interesting developments, at the end of 2019, Abu Dhabi announced
the launch of its own Al lab. Now both Dubai and Abu Dhabi have dedicated Al labs
to accelerate adoption of Al. Several first-of-a-kind projects have been initiated,
which are expected to be transformative in various sectors. The UAE announced in
2021 the establishment of the first Al university, the Mohamed bin Zayed University
of Artificial Intelligence, a graduate-level Al research institution providing both
master’s and doctoral degrees in order to increase scientific research and innova-
tion, and develop an Al-savvy workforce.

ADNOC'’s Panorama Digital Command Center [Panoramal is using Al, data and
advanced technologies to optimise performance. The Panorama facility uses smart
analytical models, Al and data to generate operational insights and recommen-
dations, which, according to ADNOC, has generated over US$1 billion (3.67 billion
dirhams) in business value for ADNOC to date.

Working with industry, the SDAIA entered into partnership with Huawei to launch
the National Al Capability Development Program. Huawei will bring an abundance
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of local and international experience from over 500 Al projects. This programme
aims to cement Saudi Arabia as a global frontrunner in the adoption of Al

9 | Which industry sectors have seen the most development in Al-based products
and services in your jurisdiction?

The use of Al-based products in the region has grown considerably in the govern-
ment and healthcare sectors.

Smart government projects to improve services have been at the forefront of
regional activity. Governments in the region are focused on using Al to increase
government speed, efficiency and effectiveness. These initiatives leverage Al tech-
nology to personalise and improve experiences. The UAE, Saudi, Qatar and Kuwait
all have smart government initiatives. Most countries in the region also have initiated
plans to develop smart cities that use Al, data analysis and innovation to improve
the quality of life, efficiency of urban operations and services, while ensuring cities
meet the needs of residents.

The digital health sector has also seen an increase of Al-powered solutions
through emerging technologies, including:

e apps that diagnose certain diseases;

e software tools that assist with treatment of chronic diseases;

e platforms that facilitate communication between patients and healthcare
providers;

e virtual reality or augmented reality tools that help administer healthcare; and

e research projects involving big data.

An online article in Omnia Health earlier this year identifies Saudi Arabia and the
UAE as leaders in this space. For example, Saudi Arabia will experience exponen-
tial Al benefit as the Spanish-based MedlLab Media Group is working with both
the private and public sectors to develop various customised Al solutions. Wired
magazine reported that, for covid-19 vaccine distribution, Saudi Arabia developed
an Al-powered solution to prioritise vaccine distribution based on data collected on
age, profession, infection history, pregnancy status, weight, and chronic disease.

The UAE has introduced projects to diagnose and monitor patients using Al
technology, including a Dubai smart home care project that ensures homebound
patients can be monitored effectively and efficiently, and an Al lab app, designed to
sync to the fitness trackers of the user’s choice and provide personalised coaching
based on data collected from users. In the UAE, medical professionals have devel-
oped an Al algorithm for detecting tuberculosis that reduces screening time as part
of the resident visa process.
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10 | Are there any pending or proposed legislative or regulatory initiatives in
relation to Al?

Most countries in the region are in the nascent stages of setting out strategies to
develop Al technology and the legislation required to regulate those technologies. At
this stage, the focus is on research, development, education and infrastructure. We
are not aware of pending or proposed legislative or regulatory initiatives.

11| What best practices would you recommend to assess and manage risks
arising in the deployment of Al?

While countries in the region do not have specific Al legislation yet, various laws and
regulations may nevertheless apply. Therefore, companies should be aware of these
laws. In addition to compliance with those laws, companies should engage with
government authorities in relevant sectors to obtain guidance on the application of
law to Al issues and technologies due to the undeveloped nature of law and look to
best practices in other, more developed jurisdictions to assess and manage risks.
Separately, companies should stay on top of developments in Al law and regulation,
and seek to engage and inform government authorities to help shape Al policy.

Tarek Khanachet Covington & Burling LLP
tkhanachet@cov.com Dubai

WWW.Cov.com
Julie Teperow

jteperow@cov.com
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What skills and experiences have helped you to navigate Al issues as a lawyer?

At Covington, we take a holistic approach to Al that integrates our deep under-
standing of technology and our global multi-disciplinary expertise. We have been
working with clients on emerging technologies for decades and we have helped
clients navigate evolving legal landscapes, including at the dawn of cellular tech-
nology and the internet. We draw on this experience and our deep understanding
of technology, and leverage our international and multi-disciplinary approach. We
also translate this expertise into practical guidance that clients can apply in their
transactions, public policy matters and business operations.

Which areas of Al development are you most excited about and which do you think
will offer the greatest opportunities?

The development of Al technology is affecting virtually every industry and has
tremendous potential to promote the public good, including to help achieve the
UN Sustainable Development Goals by 2030. For example, in the healthcare sector,
Al may play an important role in mitigating the effects of covid-19, and it has the
potential to improve outcomes while reducing costs, including by aiding in diagnosis
and policing drug theft and abuse. Al also has the potential to enable more efficient
use of energy and other resources, and to improve education, transportation, and
health and safety. We are excited about the opportunities presented by Al.

What do you see as the greatest challenges facing both developers and society as
a whole in relation to the deployment of Al?

Al has tremendous promise to advance economic and public good in many ways
and it will be important to have policy frameworks that enable society to capitalise
on these benefits while safeguarding against potential harm. Also, as this publica-
tion explains, several jurisdictions are advancing different approaches to Al. One
of the great challenges is to develop harmonised policy approaches that achieve
desired objectives. We have worked with stakeholders in the past to address these
challenges with other technologies, such as the internet, and are optimistic that
workable approaches can be crafted for Al.
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