ANALYSIS

The German concept for the
calculation of GDPR fines

The German DPAs put forward a formula for calculating fines in Germany until the EDPB issues
guidance. Dr. Moritz Hiisch and Daniel Roll of Covington & Burling LLP Germany explain.

he general framework for fines

for infringements of the Regu-

lation (EU) 2016/679 (GDPR)
is set forth in Article 83 GDPR. Fines
can, at the upper end, go up to 4% of
the total worldwide annual turnover,
Article 83 (5) GDPR. However, nei-
ther Article 83 GDPR nor other Arti-
cles of the GDPR contain a process or
methodology on how fines should be
calculated in an individual case. Pur-
suant to Article 70 (1) k) GDPR, it is
up to the European Data Protection
Board (EDPB) to draw up European
guidelines which have not been pub-
lished yet. So far, there are only the
general guidelines on the application
and setting of administrative fines
available which were issued by the
Article 29 Working Party (now
EDPB) in 2017.! In the absence of a
more detailed concept at a European
level, Germany’s data protection
authorities (DPAs), within their regu-
lar  conference (Datenschutzkon-
ferenz, or DSK), have developed their
own concept for the calculation of

GDPR fines.
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THE DSK

Germany is the only Member State
which has many DPAs, 18 in total. Each
of the 16 Federal States has its own DPA
which control the public authorities and
private companies in the Federal State.
Bavaria is the only Federal State which
has two DPAs, one for the public and
one for the non-public sector. In addi-
tion, Germany has one DPA on a
national level, the Federal Commis-
sioner for Data Protection, who, among
others, controls all public authorities of
the Federal Government, i.e. federal
ministries, customs offices, the offices of
the Federal Police, and the mail and
telecommunications sector.? According
to Section 17 (1) of Germany’s Data
Protection Act (BDSG), the Federal
Commissioner for Data Protection is
also the joint representative in the
EDPB. The Federal Commissioner for
Data Protection and the DPAs of the
Federal States meet on a regularly basis
with the goal to protect fundamental
data protection rights and to ensure con-
sistent application of data protection
laws, in particular the GDPR.?

Medium

* If the annual turnover is above €500 million, the percentage framework of
two per cent or four percent of the annual turnover is to be taken as the
upper limit, so that for each undertaking the calculation will be made

based on the actual turnover.
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THE DETAILS OF THE CONCEPT

On 14 October 2019, the DSK pub-
lished a concept for the calculation of
fines for infringements of the GDPR
committed by companies in the Federal
Republic of Germany.* This concept is
used for domestic infringements of the
GDPR in Germany, but not in cross-
border cases; it is neither binding on
non-German DPAs, nor courts or the
EDDPB. Moreover, the concept is neither
used for fining associations nor natural
persons outside of their economic activ-
ity. The concept will be used until the
EDPB has issued a European concept
for the determination of fines pursuant

to Article 70 (1) k) GDPR.

THE CALCULATION

Classifying  the  “undertaking”
infringing GDPR provisions: In a
first step, the DSK proposes to classify
a company into one of four categories
from A to D on the basis of its global
annual turnover as set forth in Article
83 (4) and (5) GDPR. In accordance
with recital 150 of the GDPR, the
DSK takes the view that the term

Annual turnover
(daily in brackets)

Large
€62.5 million (173,611)
€87.5 million (243,056)

€150 million (416,667)

C.lv €22.5 million (62,500) D.IvV €250 million (694,444)
(oY) €27.5 million (76,389) D.V €350 million (972,222)
C.VI €35 million (97,222) D.VI €450 million (1.25 million)
C.Vii €45 million (125,000) D.VIl  Actual turnover used*
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undertaking is to be construed in the

same way as it is construed in Article

101 and Article 102 of the Treaty of the

Functioning European Union (TFEU)

(functional undertaking). As a conse-

quence, if a company belongs to a

group, the revenue of such group will

be taken as a basis for the calculation of
the global annual turnover.

Companies of category A (micro-
sized) have a (group-wide) annual
turnover of up to €2 million. Compa-
nies of category B (small-sized) have a
(group-wide) annual turnover of more
than €2 million up to €10 million.
Companies of category C (medium-
sized) have a (group-wide) annual
turnover more than €10 million up to
€50 million. Companies of category D
(large-sized) have a (group-wide)
annual turnover of more than €50 mil-
lion. There are further subcategories
within these four categories in order to
categorise a company more precisely.

Average annual turnover:In a
second step, the average annual
turnover of the applicable category is
to be determined for the calculation of
the daily rate. Such average annual
turnover is determined as follows:

Determination of the daily rate:
In a third step, the DPA has to deter-
mine the daily rate by dividing the
annual average turnover by 360 days
(business year) as a basis for the
calculation of the actual fine.

Degree of severity: In a fourth step,
the actual infringement of the GDPR
will be categorized into one of four
degrees of severity (low, medium, seri-
ous, or very serious), taking into
account all factors and circumstances of
the individual case pursuant to Article
83 (2) GDPR. These include:

1. The nature, scope or purpose of the
processing concerned as well as the
number of data subjects affected and
the level of damage suffered by them,

2. The intentional or negligent charac-
ter of the infringement,

3. Any action taken by the controller
or processor to mitigate the damage
suffered by data subjects

4. The degree of responsibility of the
controller or processor taking into
account technical and organizational
measures implemented by them pur-
suant to Articles 25 and 32 GDPR,

5. Any relevant previous infringements
by the controller or processor,

Degree of severity

Low 1to2
Medium 2to4
Serious 4106
Very serious >6

6. The degree of cooperation with the
DPA, in order to remedy the infringe-
ment and mitigate the possible
adverse effects of the infringement,

7. The categories of personal data
affected by the infringement,

8. The manner in which the infringe-
ment became known to the supervi-
sory authority, in particular
whether, and if so to what extent,
the controller or processor notified
the infringement,

9. Where measures referred to in Article
58 (2) GDPR have previously been
ordered against the controller or
processor concerned with regard to
the same subject-matter, compliance
with those measures,

10. Adherence to approved codes of
conduct pursuant to Article 40
GDPR or approved certification
mechanisms pursuant to Article 42
GDPR; and

11. Any other aggravating or mitigating
factor applicable to the circum-
stances of the case, such as financial
benefits gained, or losses avoided,
directly or indirectly, from the
infringement.

Moreover, each degree of severity
contains several multipliers that are
applied to the daily rates.

Adjustment in special circum-
stances: In a last step, the amount
determined pursuant to step 1 to 4 will
be adjusted pursuant to Article 83 (2)
GDPR to the extent any factors rele-
vant for the determination have not
been taken into account within the
fourth step.

LEGAL PROCEDURE OF APPLYING
FINES

The GDPR does not contain an admin-
istrative procedure on how to actually
impose fines on companies for GDPR

Infringement pursuant
to Article 83 (4) GDPR

Material infringement pursuant
to Article 83 (5,6) GDPR

1to4

4t08

8to 12
>12

infringements. Rather, the national
rules apply. Pursuant to  Sec-
tion 41 (1) BDSG, the provisions of the
Act on Regulatory Offences (Gesetz
iiber Ordnungswidrigkeiten) (OWiG)
apply to the imposition of fines by
German DPAs.

Fines pursuant to Section 30
OWiG: Pursuant to Section 30 OWiG,
it is possible to impose a fine on a com-
pany (i) if a member of a body of the
company (Organ) (e.g., a member of
the management) committed a criminal
or administrative offence and (ii) an
obligation of the company was
infringed or the company was enriched
through such offence. However, it
would not be sufficient for the imposi-
tion of a fine pursuant to Section 30
OWiG if an employee of the company
had committed such a criminal or
administrative fine.

Fines pursuant to Section 130
OWiG: Pursuant  to Section 130
OWiG it is possible to impose a fine
on a company if (i) the owner of the
company or a member of a body of
the company (Organ) (e.g., a member
the management) omitted a supervi-
sory measure either intentionally or
negligently and (ii) it came to an
infringement which could have been
prevented through proper supervi-
sory control or which would have
been at least significantly more diffi-
cult to be committed with proper
controls. Accordingly, if an employee
of a company commits an infringe-
ment, a fine could be imposed on the
company pursuant to Section 130
OWiG only if the owner or member
has infringed its supervisory obliga-
tions and it would have been at least
significantly more difficult to commit
such infringement through proper
supervision.
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OBLIGATION TO INVESTIGATE
Pursuant to Section 46 (1) OWiG and
Section 244 (2) of the German Code of
Criminal Procedure (Strafprozessord-
nung) it is the obligation of the DPA to
investigate ex officio all facts and evi-
dence relevant to the decision. Accord-
ingly, the DPA would have to collect
the evidence that is required to demon-
strate that the requirements of either
Section 30 OWiG or Section 130
OWiG are fulfilled which is in general
quite challenging. However, at the
same time it is the obligation of the
company to demonstrate its compli-
ance with the GDPR (accountability),
pursuant to Article 5 (2) GDPR. This
should make it easier — compared to
infringements of other laws — for DPAs
to impose fines.

CONCLUSION
The concept of the DSK will be to

make decisions about fines by

German DPAs more transparent and
also more comparable with other
decisions. However, given the limited
scope of the concept, which applies
only to domestic cases with no cross-
border effects, it is yet to be seen how
often this concept will actually be
applied by German DPAs. Moreover,
it remains to be seen whether the
EDPB adopts this concept, in total or
in part, for its European guidelines

pursuant to Article 70 (1) k) GDPR.

INFORMATION

PL&B has organised, together with
Covington LLP, a conference on
Germany’s Data Protection Law: Trends,
Opportunities & Conflicts. Date to be
announced.

See www.privacylaws.com/germanyl
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GDPR turmns two at the time of
the coronavirus privacy dilemma

The EU DPAs made it clear early on that the general GDPR principles
of effectiveness, necessity, and proportionality must guide any measures
adopted by Member States when processing personal data relating to
the coronavirus epidemic. They are keen to enable governments’
responses to the pandemic and subsequent recovery whilst continuing
to protect citizens” personal data and privacy. At this toddler birthday,
it can be said that the GDPR has had a huge impact but clearly much
work remains to be done. Data breaches are still far too common, and
the SME community has not fully embraced the regulation.

Slovenia has yet to bring the provisions into national legislation and is
the last EU Member State to do so. Given the COVID-19 related
priorities on parliamentary time, it is not known when the Bill will be
debated. For other countries, much of the discussion now centres
around fines — or the lack of large ones. This is partly due to the hoops
that DPAs sometimes have to go through due to national legislation, as
is the case in Ireland. It remains to be seen whether the fining
procedure will be addressed in the EU’s GDPR review, which has been
delayed and is now promised for 24 June.

Covid-19 has caused delays not just in Slovenia, but also in Thailand
(p-29), Brazil (p.30) and South Africa (p.29). All of these countries have
postponed the coming into force of their data protection laws.

In this issue, we bring you a summary of contact tracing app
developments in some EU countries (p.10), and an in-depth analysis of
the law behind Australia’s CovidSAFE app (p.1).

In the EU, there is not much progress regarding the e-Privacy
proposal. There were mixed reactions from Member States on revised
aspects on legitimate interests, and this, together with delays caused by
the pandemic, means that the current presidency of the EU Council,
Croatia, will roll over many unresolved issues to the next presidency,
Germany, starting on 1 July.

Other noteworthy EU developments are a controversial fining
decision from Belgium on DPOs (p.14), and another much debated
decision, from the Netherlands DPA, on marketing and legitimate
interests (p.1).

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS

Contribute to PL&B reports

Do you have a case study or opinion you wish us to publish?
Contributions to this publication and books for review are
always welcome. If you wish to offer reports or news items,
pleas¢comtact EauraEimkomies o Tely +44 (0)20 8868 9200 or
email|laura.linkomies@privacylaws.com
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