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CISA Information and Communications
Technology Supply Chain Risk Management

Task Force Issues New Interim Report

By Susan B. Cassidy and Ryan Burnette’

The Department of Homeland Securitys Cybersecurity and Infrastructure
Security Agencys Information and Communications Technology Supply
Chain Risk Management Task Force recently released an interim public
report describing the Task Forces efforts to develop recommendations for
securing the governments supply chain, and outlining the potential focus
areas of each of its working groups over the coming year. The authors of this
article discuss the interim report.

The Department of Homeland Security’s Cybersecurity and Infrastructure
Security Agency’s (“CISA”) Information and Communications Technology
(“ICT”) Supply Chain Risk Management Task Force (the “Task Force”)
recently released an interim public report.* The report describes the Task Force’s
efforts over the last year to develop recommendations for securing the
government’s supply chain, and outlines the potential focus areas of each of its
working groups over the coming year.

The report is particularly relevant to contractors that either sell ICT related
products or services to the government, or that sell ICT related components to
higher tier contractors, because it offers some insight into potential supply
chain risk management (“SCRM?”) best practices, as well as requirements that
the government may seek to impose on contractors in the future.

OVERVIEW OF THE TASK FORCE AND THE INTERIM REPORT

The Task Force was established in 2018 to provide a means to allow for “the
collaboration of private sector owners and operators of ICT critical infrastruc-
ture” and to “provide advice and recommendations to DHS on means for
assessing and managing risks associated with the ICT supply chain.” It is
chaired by CISA, the US Telecom Communications Sector Coordinating

" Susan B. Cassidy is a partner at Covington & Burling LLP advising clients on the complex
rules and regulations imposed on government contractors, with a special emphasis on the defense
and intelligence sectors. Ryan Burnette is an associate at the firm advising clients on a range of
issues related to government contracting. The authors may be reached at scassidy@cov.com and
rburnette@cov.com, respectively.

b hetps://www.cisa.gov/sites/default/files/ publications/ICT%20Supply%20Chain%20Risk%
20Management%20Task%20Force%20Interim%20Report%20%28FINAL%29_508.pdf.
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Council, and the Information Technology Sector Coordinating Council. Its
members include 60 representatives from 17 different defense and civilian
agencies that have been focused on assessing and protecting security vulner-
abilities in their supply chains, including the Department of Defense, the
Federal Bureau of Investigation, the Department of Justice, the Office of the
Director of National Intelligence, and the National Security Agency. The Task
Force also includes industry representatives across the information technology
and communications sectors.

Collective actions of the Task Force have involved assisting with ongoing
government supply chain efforts, including by coordinating with the Federal
Acquisition Security Council and by providing input to the ICT criticality
assessment contemplated by EO 13873.

The Task Force is divided into four working groups, each of which focuses
on one of the following issue areas:

(1) Information Sharing;
(2) Threat Evaluation;

(3) Qualified Bidder Lists (“QBLs”) and Qualified Manufacturer Lists
(“QMLS"); and

(4) Policy Recommendations to Incentivize Purchase of ICT from
Original Equipment Manufacturers (“OEM”) & Authorized Resellers.

The efforts and status of the Task Force’s working groups are generally
summarized below:

*  Information Sharing Working Group: This working group is tasked with
“developing a common framework for the bidirectional sharing of
actionable supply chain risk information across the community.” To
achieve this goal, the group focused on identifying the supply chain
information that would be most valuable in mitigating risk, and
assessing the barriers that might exist to accessing this information. The
group identified inherent challenges with sharing potentially “deroga-
tory” information, and has concluded that further legal guidance is
needed to fully evaluate the risks of information sharing and how such
risks can be mitigated.

»  Threat Fvaluation Working Group: This group has principally focused
on developing an inventory of threats and cataloging the threats’
sources and event descriptions. These threats have been divided into the
same “threat group” categories discussed above. The working also
created illustrative “threat scenarios” for ICT suppliers, intended to
provide supporting guidance under various situations. The group noted
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that in the coming year, it will continue to build these scenarios, and
may expand more broadly to cover ICT products and services.

*  QBL & QML Working Group: The group has focused on the appro-
priate use of Qualified Bidder Lists and Qualified Manufacturer Lists,
working to identify how QBL and QML lists already are used in
government procurement, developing factors for helping organizations
determine when they should create their own QBLs or QMLs, and
identifying use cases where QBLs and QMLs are appropriately
leveraging SCRM criteria. The group has created an initial list of factors
for when these types of QBL and QML can be used. These factors
include addressing whether a product is commoditized, the relative
importance of a product to an organization’s mission, the relative level
of control the organization can exhibit over its sources for products, and
the existence of standards applicable to the article (e.g., ISO or NIST).
Opver the coming year, the group plans to finalize the factors for when
these types of lists are appropriate.

*  Policy Recommendations for Purchase of ICT from Original Equipment
Manufacturers or Authorized Resellers Working Group: To achieve the
working group’s goal of developing recommendations, it has, among
other things, looked at extending certain policy requirements of the
DFARS 252.246-7007 (Contractor Counterfeit Electronic Part Detec-
tion and Avoidance System) clause to apply to civilian agencies. The
group also developed a policy recommendation that ICT be purchased
only from OEMs or from authorized resellers, and has made recom-
mendations for defining the term “authorized reseller” to the Federal
Acquisition Security Council. The group will shift its focus over the
coming year to try and identify SCRM educational opportunities and
develop standardized templates for vendors to describe or attest to their
SCRM practices.

This year, the Task Force as a whole will continue to identify new topic areas
for the working groups, and will look for further opportunities to coordinate
with the Federal Acquisition Security Council.

IMPACT TO CONTRACTORS

Although the efforts of the Task Force to date have not yet resulted in
immediate changes to official government procurement regulations or require-
ments, the efforts of the Task Force are informative to contractors, in part, for
the following reasons:

*  Clear Commitment to Supply Chain Risk Mitigation Efforss. The scope
and scale of the questions being addressed by the Task Force confirms
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the government’s concerns with managing and securing its ICT supply
chain. The activities of the Task Force, in combination with recent
government measures such as the issuance of EO 13873 and the
passage of the Strengthening and Enhancing Cyber-capabilities by
Utilizing Risk Exposure Technology Act (the “SECURE Technology
Act”), demonstrates that the government is focused on ensuring the
security of its supply chain and that additional requirements for
contractors are forthcoming in this space.

Involvement of Civilian Agencies. The widespread representation from
agencies, in addition to involvement from the National Security
Council and the Office of Management and Budget, in the Task Force
indicates that government attention in this space is not just limited to
the Defense market. Indeed, one of the working groups has considered
whether aspects of the DFARS counterfeit parts clause should apply
more broadly than to just the Department of Defense. Thus, contrac-
tors with a relationship to the ICT industry that primarily do business
in the civilian agency market should take note of the government’s
focus.

Best Practices. At this relatively early stage, much of the efforts of the
various working groups have appeared to focus on compiling best
practices, including a lengthy list of various industry and government
standards relating to supply chain risk mitigation in the ICT industry.
This inventory of standards are categorized into nine “Threat Groups,”
including Cybersecurity, System Development Life Cycle (“SDLC”)
Processes and Tools and Insider Threats. These resources could prove
helpful to contractors charged with designing their own SCRM
programs.
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