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Round-up of recent changes to
US state data breach laws

While most US state data breach notification laws have similar aspects, there are also notable
differences. By Caleb Skeath and Brooke Kahn of Covington & Burling LLP.

ver the past several months,
many states, including Illinois,
New York, Texas, and Wash-

ington, have passed significant amend-
ments to their state data breach notifica-
tion laws that will expand the scope of
notification obligations under these
laws in the event of a breach. Currently,
most state data breach notification laws
only require notification of residents
(and possibly state regulators or others)
following a “breach,” usually defined as
unauthorized access to or acquisition of
personally identifiable information
(PII). PII, in turn, is often defined by
state law as a state resident’s name along
with a Social Security number, driver’s
license or state identification card
number, or a financial account, debit, or
credit card number with any required
security code, access code, or password
to access a financial account. The recent
changes to state data breach notification
laws expanded the categories of PII that
may trigger notification obligations if
breached, imposed new requirements to
notify regulators (in addition to affected
individuals) in the event of a breach, and
implemented specific timing require-
ments for how soon after a breach indi-
viduals and regulators must be notified,
among other changes. These changes
are summarized in additional detail
below, followed by a few additional
thoughts on what these actions may
mean for future legislative action
regarding data breach notification at the
state or federal level.

SUMMARY OF CHANGES

Arkansas: Following the entry into
force of H.B. 1943, the definition of PII
under Arkansas’ data breach notification
law has expanded to include certain bio-
metric data of Arkansas residents when
disclosed along with a resident’s name.
As a result of this change, entities might
now be required to provide notice in the
event of a breach of this information.
Entities will also now be required to
notify the state Attorney General

following certain breaches. Such notifi-
cations will need to occur within 45
days, but will only be required if a
breach affects more than 1,000 individu-
als.

California:  California  recently
enacted A.B. 11302, which will take
effect on 1 January 2020. The bill will
expand the definition of PII in the state’s
data breach notification law to include a
resident’s name along with certain bio-
metric data, a tax identification number,
passport number, military identification
number, or other unique identification
number issued on a government docu-
ment commonly used to verify an indi-
vidual’s identity. For breaches involving
biometric data, this bill will also permit—
but will not require — businesses to pro-
vide instructions on how to notify other
entities that may have used the same type
of data as an authenticator, so that those
entities will no longer rely on the data for
authentication purposes.

Illinois: Once recently-passed S.B.
1624 enters into force on 1 January
2020, entities will be required to notify
the Illinois Attorney General if the
entity provides notice of a breach to
more than 500 Illinois residents. This
change will significantly expand regula-
tory notification obligations under the
law, as the current version of the Illinois
data breach notification law only
requires notification to the Illinois
Attorney General in limited circum-
stances for certain entities subject to and
compliant with HIPAA.

Maine: L.D. 696" recently amended
Maine’s data breach notification law to
require notification to affected residents
within 30 days after an entity becomes
aware of a breach of PII. The previous
version of the law did not include a spe-
cific time frame for such notifications,
although it did state that such notifica-
tions must be made as expediently as pos-
sible and without unreasonable delay.

New Jersey: Following the entry
into force of S.B. 52°, the definition of
PIT under New Jersey’s data breach

notification law has expanded to
include a resident’s name along with
credentials for accessing an online
account. Previously, the law only
defined PII to include a resident’s
name along with a Social Security
number, driver’s license or state iden-
tification card number, or certain
financial account or credit/debit card
information.

New York: S.B. 5775B°, which went
into effect on 23 October 2019, included
significant amendments to New York’s
data breach notification law. These
amendments have expanded the law’s
definition of PII to also include online
account credentials, as well as the fol-
lowing types of data when disclosed
with an individual’s name: (1) certain
biometric data; or (2) a financial account,
credit, or debit card number without a
security code, access code, or password,
if it could be used to access a financial
account. In addition, while the previous
New York law defined a “breach” to
only include unauthorized acquisition of
PII, the amendments broadened this def-
inition to also include unauthorized
access to PII, potentially expanding the
types of breaches that may require noti-
fication. While these changes may
broaden the scope of the law’s applicabil-
ity, the amendments have also intro-
duced new safe harbors for entities that
provide notice to affected individuals in
accordance with the Gramm Leach
Bliley Act (GLBA), Health Insurance
Portability and Accountability Act
(HIPAA), the New York Department of
Financial Services cybersecurity regula-
tions (NYS DFS), or other federal or
New York state data security rules or
regulations.

Oregon: As of 1 January 2020,
amendments to the state’s data breach
notification law pursuant to S.B. 684" will
expand the types of PII covered by the
law, and therefore potentially requiring
notification in the event of a breach, to
include a username or identifying infor-
mation “for the purpose of permitting
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access to the consumer’s account,
together with any other method neces-
sary to authenticate.” The amendments
will also impose additional obligations
on “vendors” who maintain, store,
access, manage, or process PII on behalf
of “covered entities,” including obliga-
tions to notify the state Attorney Gen-
eral directly under certain circumstances.
(Under the current version of the law, an
entity that maintains or possesses PII on
behalf of another entity is only required
to notify that entity of the breach.)

Texas: The state’s data breach notifi-
cation law currently requires notification
of individuals as expediently as possible
and without unreasonable delay, but
without a specific required time frame,
and does not require notice to regulators
following a breach. Amendments to the
state’s data breach notification law pur-
suant to H.B. 4390°%, which will enter
into force on 1 January 2020, will require
notification to affected individuals
within 60 days. Entities will also be
required to notify the state Attorney
General within 60 days if a breach
involves more than 250 residents.

Virginia: H.B. 2396” has expanded
the definition of PII under the state’s
data breach notification law to include a
passport number or military identifica-
tion number when disclosed with an
individual’s name. As a result of these
amendments, a breach involving these
categories of PII may now require notifi-
cation to individuals and the Virginia
Attorney General.

Washington: H.B. 1071"%  will
implement significant changes to the
state’s data breach notification law once
it enters into force on 1 March 2020. The
bill will expand the law’s definition of
PII — and, therefore, the types of infor-
mation potentially requiring notice if
breached - to include (1) online account
credentials, as well as (2) other data ele-
ments when disclosed with an individ-
ual’s name, such as dates of birth, private
keys, certain biometric data, medical or
health insurance information, or student,
military, or passport identification num-
bers. While the current law requires
notice to residents (and the state Attor-
ney General, if more than 500 residents
are notified) within 45 days after a
breach is discovered, the amendments
will shorten this time frame to 30 days.

In addition to changes to generally
applicable state data breach notification

laws, several states have also recently
passed sector-specific breach notification
laws. Building on recent trends, six addi-
tional jurisdictions (Alabama'!, Con-
necticut'?, Delaware!”, Maryland“, Mis-
sissippi'”, and New Hampshire'®) have
recently passed breach notification laws
aimed at state-licensed insurance entities
that, in addition to other requirements,
may require notification to certain state
regulators within as little as three days.
Ilinois"” and Nevada!®, meanwhile,
have recently passed laws that will
impose breach notification require-
ments on various providers of educa-
tional services, including operators of
educational websites and applications.

THE FUTURE OF DATA BREACH
LEGISLATION

As evidenced by the significant amount
of legislative activity seen in recent
months related to data breach notifica-
tion laws, states are continuing to
enhance their cybersecurity and breach
notification laws in the absence of com-
prehensive federal legislation regulating
these areas. All 50 US states have
enacted their own generally-applicable
data breach notification laws, and recent
updates to these laws have indicated a
desire among state legislatures to require
quicker notifications for broader cate-
gories of PII to keep pace with the
increasing risks posed by data breaches.
For example, several recent amendments
have updated state law definitions of PII
to include information that can be used
to authenticate or identify an individual,
such as official identification numbers,
online account credentials, or biometric
data, which is increasingly used by busi-
nesses for authentication purposes. New
requirements in several states regarding
the timing of breach notices to impacted
individuals indicates an interest in ensur-
ing that consumers receive information
about a breach in a timely manner, while
new requirements to notify state regula-
tors following a breach could facilitate
increased oversight of data security and
breach notification practices by these
regulators.

Given the current patchwork of state
data breach notification laws that can
vary significantly from one state to the
next, the prospect of federal legislation
could provide greater certainty for busi-
nesses and remove burdens associated
with complying with different state laws.

However, efforts to pass a federal data
breach notification bill have encountered
differing perspectives on key issues
among various stakeholders, including
the degree to which it might preempt
state law. While discussions continue at
the federal level to identify an approach
that could serve as the foundation for a
federal data breach notification bill,
more activity in this space at the state
level appears to be likely, and businesses
should continue to monitor for updates
to state laws and ensure compliance with
any applicable requirements.

Caleb Skeath and Brooke Kahn are
Associates at Covington & Burling LLP.

Emails: [cskeath@cov.coml

bkahn@cov.com
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New era for US privacy laws:
California and more

No US federal privacy law is in sight but keep a close eye on
California and rapidly expanding enforcement and litigation risks.
By Laura Linkomies.

was amended in September and will

he California Consumer Pri-
vacy Act (CCPA) will come
into effect from 1 January
2020 and be enforceable by Califor-
nia’s Attorney General from July

2020. The law, often compared some-
what erroneously with the GDPR,

be implemented through regulations

that will be finalised in Spring 2020.
Latham & Watkins lawyers

offered invaluable insights into the

Continuned on p.3

DP is central to Germany’s
Facebook competition case

Stewart Dresner reports from Brussels on the rationale for the
German competition authority’s decision on Facebook’s abuse of

its dominant position.

ersonal data plays a key role in
Pdata—driven services such as
social networks, online search,
or so called “digital assistants” which
are part of our everyday lives. Global

players acquire these data while
offering their services at first glance

for free. With regard to these strongly
data-driven business models, there
can be a close link between data pro-
tection law and competition law, says
Andreas Mundt, President of the

Continuned on p.5

e Balancing privacy with
biometric techniques used in a
commercial context, 29 January
2020, Macquarie Group,
London. Speakers include
Onfido on its use of biometric
data and its experience of the
ICO’s sandbox.

Future PL&B Events

e Germany'’s data protection law:
Trends, opportunities and
conflicts, 11 March 2020,
Covington & Burling, London

e PL&B’s 33rd Annual
International Conference,

St. John's College, Cambridge
29 June to 1 July 2020.
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Privacy developments around
the world

We continuously monitor legislative developments globally. In this
issue, Professor Greenleaf analyses the situation in Sri Lanka, which
now has a GDPR-inspired bill, Pakistan and Nepal (p.22). There are
also changes to Indonesia’s law (p.17).

In the EU, Slovenia is the only country that has not yet transposed
the GDPR into national law. The much-awaited new Greek data
protection law entered into force at the end of August and we will
publish an analysis of it in the next issue of PL& B International. The
Greek law implements both the provisions of the EU Law
Enforcement Directive and the GDPR.

In the US, the California Consumer Privacy Act (CCPA) will come
into effect from 1 January 2020 (p.1) ,fand there are also changes to
US state data breach notification laws (p.10).

How do we keep up with all these developments? Mainly with the
help of our knowledgeable correspondents, but also by directly
talking to regulators at events such as the DPA’s International
Conference in Albania (p.7 and p.12), where I met regulators from
many countries including Malta’s Information and Data Protection
Commissioner to learn about Malta’s new law (p.20). The host
country, Albania, also granted us an interview, the results of which
you can see on p.18.

Our own events also play a role. In March we will welcome
authoritative speakers from Covington & Burling, Germany to our
one-day conference in London on Germany’s data protection law, as
well as the Head of Depaftment at Bavaria’s Data Proteftion
Authority (See programme at{www.privacylaws.com/germany).

On p.14, read an analysis of accountability — it is a global standard
with great advantages for organisations and regulators, says the
author, Christopher Docksey, Honorary Director-General at the
EDPS.

To help [you in your own research,| we have now updated our
webpage |[www.privacylaws.com/links| which includes links to 140
national/sub national DPAs, in 97 countries. Also available is online
search by keyword to PL& B’s previous publications and events.

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS

Contribute to PL&B reports

Do you have a case study or opinion you wish us to publish?
Contributions to this publication and books for review are
always welcome. If you wish to offer reports or news items,
pleas¢comtact EauraEimkomies o Tely +44 (0)20 8868 9200 or
email|laura.linkomies@privacylaws.com
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