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In a recent Interpretive Letter,! the Office of the Comptroller of the Currency (OCC) addressed a
proposal from an OCC-regulated bank to automate its process for filing suspicious activity reports
(SARs) under the Bank Secrecy Act (BSA). The bank proposed to automate the filing of
“structuring” SARs — that is, SARs on transactions potentially structured to evade the Bank
Secrecy Act’s other reporting requirements (e.g., the requirement to file currency transaction
reports for cash transactions in excess of $10,000).?2 According to a 2018 survey by the Bank
Policy Institute, structuring SARs account for approximately 18% of SAR activity.®> The automation
of structuring SARs could, therefore, materially streamline the processes banks use to review and
report on this type of suspicious activity.

Under the bank’s proposal, the bank’s computer systems would generate automated alerts for
defined types of structuring activity; for each alert, the bank’s software would use data in the
bank’s systems to populate SAR form and narrative fields; and, subject to certain risk-based
exceptions, the SAR would be filed based solely on the alert. Bank staff would conduct periodic
sample testing on automatically filed SARs to ensure their quality and accuracy.

The Interpretive Letter determined that this proposed process is consistent with the OCC'’s rule
on suspicious activity reporting.* In reaching this conclusion, the OCC emphasized, among other
things, that the bank would have risk-based “guardrails” to ensure that higher-risk transactions
are routed to manual reviewers. The OCC indicated that it would review the effectiveness of the
bank’s guardrails and other controls during the development and implementation of the bank’s
automated solution.

While agreeing that the bank’s proposal for automated filing of structuring SARs is consistent with
applicable law, the OCC declined the bank’s request for regulatory relief to conduct the initiative
within a “regulatory sandbox.” In this respect, the OCC emphasized its view that “a prerequisite

1 see OCC Interpretive Letter 1166 (October 2019).

2 See Federal Financial Institutions Examination Council Bank Secrecy Act/Anti-Money Laundering
Manual, at Appendix G (defining “structuring”).

3 Bank Policy Institute, Getting to Effectiveness — Report on U.S. Financial Institution Resources
Devoted to BSA/AML & Sanctions Compliance (October 29, 2018).
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for such innovation has always been compliance with all applicable laws and regulations at the
time of implementation.”

The OCC'’s letter did not interpret FINCEN’s parallel rules on SAR filings.> While FInCEN’s
approach to these issues clearly will be important, the OCC’s guidance may indicate an
openness to what the OCC described as an “agile and transparent supervisory approach” when
it comes to deploying new technologies to improve the efficiency and effectiveness of BSA/AML
compliance. The Interpretive Letter emphasized that the OCC “is open to engaging in regular
discussions between the Bank and appropriate OCC personnel, including providing proactive
and timely feedback relating to th[e] automation proposal.” The same “transparent” and
“proactive” approach could, in principle, also be extended to other areas of BSA/AML
compliance that may benefit from greater automation and efficiency.

If your institution is interested in further information on the OCC'’s Interpretive Letter, or on the
broader approach of the bank regulatory agencies to the use of new technologies in BSA/AML
compliance, please contact the following members of our Financial Institutions practice:

Nikhil Gore +1 202 662 5918 ngore@cov.com
Michael Nonaka +1 202 662 5727 mnonaka@cov.com
Karen Solomon +1 202 662 5489 ksolomon@-cov.com
Stuart Stock +1 202 662 5384 sstock@cov.com

D. Jean Veta +1 202 662 5294 jveta@cov.com

This information is not intended as legal advice. Readers should seek specific legal advice before acting
with regard to the subjects mentioned herein.

Covington & Burling LLP, an international law firm, provides corporate, litigation and regulatory expertise

to enable clients to achieve their goals. This communication is intended to bring relevant developments to
our clients and other interested colleagues. Please send an email to unsubscribe@cov.com if you do not

wish to receive future emails or electronic alerts.

5 See, e.g., 31 C.F.R. § 1020.320.
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