Practical Guidance for
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I. Introduction &4+

This article describes the attorney-client privilege under U.S. law and where care must be
taken in internal investigations in China to maintain the privilege and avoid inadvertently
waiving its protections.
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A. Background on U.S. Privilege

KEERRE R
The attorney-client privilege is a legal doctrine, recognized in common-law jurisdictions like
the United States, that protects confidential communications between an attorney and her
client from disclosure. Privilege can be particularly important in internal investigations
because it facilitates the company to gather facts about potential misconduct for the purposes
of securing legal advice. Internal investigations also can involve complicated questions that

impact the privilege, such as: Who is the client? Will information remain “confidential” if it is
shared with regulators?
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Legal privilege was developed in common-law jurisdictions to encourage individuals and
companies to speak freely with their lawyers to facilitate the provision of legal advice. As a
policy matter, if individuals or companies -- or their lawyers -- were forced to disclose the
contents of legal advice, they may be less willing to seek that advice. Jurisdictions with legal
privilege often have some form of “discovery,” where parties to a legal dispute may demand
the opposing side produce documents or answer questions related to that dispute. The
privilege is a practical doctrine grounded in the idea that a person facing a legal problem
should be able to freely consult an attorney for advice, without worrying that communications
she has with her attorney may need to be turned over to the other side in discovery.
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The attorney-client privilege generally protects information from disclosure when the
information is (1) a communication between attorney and client, (2) confidential, and (3) for
the purposes of obtaining legal advice. Each of these elements seems simple, but can be
surprisingly complicated in the context of an internal investigation. Further, in certain
circumstances the right to assert the privilege over communications can be “waived”: for
example, if the communication is not kept confidential, or is deliberately disclosed to persons
outside of the attorney-client relationship. The consequences of waiving privilege can be quite
significant. Under U.S. civil litigation rules, without the protection of privilege, a party could
be forced to turn over to their opponent sensitive internal documents prepared in the course
of an investigation, such as legal analysis, factual synthesis, and descriptions of investigative
steps. This compelled disclosure could happen in any number of legal proceedings, including
litigation brought by individuals related to the investigation, shareholder derivative lawsuits,
and criminal proceedings brought by prosecutorial authorities. Waiving privilege can
severely compromise a party’s ability to effectively litigate. Similarly, waiving privilege can
have a significant impact on criminal proceedings. In the United States, criminal defendants
have the right to refuse to testify to facts that could prove their guilt. Waiver of privilege could
mean, however, that there would be little or no protection for the criminal defendant’s
communications with his lawyer, which might be an unfavorable fact for the defendant.
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A related doctrine is the attorney work-product protection, also called “work product
immunity.” This protection designed to protect documents or other materials prepared by
attorneys in anticipation of litigation. The attorney work-product protection applies when the
material is (1) written materials or oral statements, (2) prepared by or for an attorney, (3) in
the course of legal representation, (4) in anticipation of litigation. One of the main distinctions
between attorney-client privilege and attorney work-product protection is that the privilege
only applies to communications between a client and her lawyer, while the attorney work-
product protection applies to work product created by an attorney even if never communicated
to his client.
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B. Privilege in China
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China is not a common-law jurisdiction, and so takes a different approach to the relationship
between lawyers and their clients. Because there is no formal discovery process during
disputes, there is also no general rule that protects certain categories of documents from being
obtained in discovery. Lawyers are required under the Lawyer’s Law to keep their clients’
trade secrets confidential, and to protect their clients’ privacy.? Chinese lawyers are required,
however, to disclose any crimes their clients are committing or are contemplating that severely
impair national or public security.2 In addition, lawyers may be sanctioned for concealing
important facts, or threaten or solicit others to conceal important facts.3 Therefore, when a
court acts in its inquisitorial capacity and seeks information from the parties before it, a lawyer
may be at risk of sanctions for concealing the subject matter of communications with its client.
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Even when a communication is not privileged for purposes of Chinese law, it still could be
privileged under U.S. law, so care must be taken when sharing communications inside or
outside of the company, whether the communication takes place in China or the United States.
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I1. Begin an Investigation with Privilege in Mind
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Preserving the privilege begins at the very outset of an investigation. Careful thought must be
given to decisions regarding whom outside counsel represents, who will oversee the
investigation, and whether and how to involve non-lawyers.
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! Lawyer’s Law (2009), Arts. 33, 38.
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3 Criminal Procedure Law (1996), Art. 48; Civil Procedure Law (1991), Art. 65.
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A. Be Clear on Who the Client Is and Who Is Overseeing the Investigation
B R R

To maintain privilege over an investigation, it is essential that outside counsel clearly establish
whom they represent and to whom they are reporting. In many cases, the issue will be
relatively straightforward because outside counsel will be representing a company, and the
investigation will be overseen by in-house counsel. Board committee investigations add a
layer of complexity. While communications between a board committee and its counsel are
the classic type of attorney-client communications that would generally be privileged, the case
for protection of communications between committee counsel and other stakeholders in an
investigation, such as company counsel (in-house or outside) and management, is less clear.
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Complications can also arise when an investigation (whether the client is the company itself
or a board committee) involves allegations of wrongdoing by officers or directors, or when in-
house counsel may have been involved in the conduct under investigation. An investigation
may not be credible if it is overseen by the individuals whose conduct is at issue in the
investigation. Leaving credibility issues aside, there are also very real waiver risks in such
situations. For example, as discussed further below, if counsel reports the findings of an
investigation to members of management or board members who have engaged in conduct
that could make them adverse to the company, a waiver may result.” Additionally, particularly
with respect to witness interviews, a lack of clarity over whether outside counsel represents
both the company and individual directors and officers can have serious ethical and privilege
implications.
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To mitigate these risks, it may be desirable for outside counsel to be clear in their engagement
letter about not only whom they represent, but also whom they do not represent. Additionally,
outside counsel should be mindful that potential conflicts that are not apparent at the outset
of an engagement may arise as facts are developed. For example, if, as an investigation

7 See, e.g., Ryan v. Gifford, Civil Action No. 2213-CC, 2007 WL 4259557, at *2-3 (Del. Ch. Nov. 30,
2007). This issue can arise not only when counsel is reporting findings at the conclusion of an
investigation, but also in circumstances where counsel is faced with requests from management to
provide a briefing on the status of the investigation.

8 2% 24|, 40 Ryan v. Gifford, Civil Action No. 2213-CC, 2007 WL 4259557, at *2-3 (Del. Ch. Nov.
30, 2007). AMLAEVEAIE i) 75 18 A 45 AT AR R 2 285 SR 227 AR AN [ B, 2 VA3 L i) [ ) 7 2 2 R
SRR A R TG RIS T N 2 A3 A I
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progresses, it becomes apparent that the in-house counsel who is overseeing the investigation
had substantive involvement in the events under investigation, outside counsel might consider
recommending an alternative reporting line, or, if necessary, that oversight of the investigation
be transferred to a board committee. These decisions are often complicated and highly
sensitive, but outside counsel must satisfy itself from the outset that the engagement has been
structured in a manner that most effectively safeguards the company’s interests, including
with respect to privilege.
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As a separate issue, foreign companies doing business in China are frequently involved in close
business relationships with a China-based joint venture. When engaging counsel, the
engagement letter should clearly state whether any separate legal entities are also privy to the
attorney-client relationship—and make sure that all formalities regarding joint representation
are observed, such as that there no current or foreseeable conflicts between the positions of
the different entities. If the “client” for purposes of the engagement excludes joint venture
partners, be aware that sharing confidential information with the joint venture or the joint
venture partner may waive the privilege.
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B. Be Careful About Using Non-Lawyers to Conduct or Assist in an
Investigation
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Privilege issues can also arise when non-lawyers conduct or assist in an investigation. While
non-lawyers, such as forensic accountants, often play a critical role in the fact-development
process, careful thought must be given to how they are employed and how their work is
overseen.
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Having a non-lawyer lead an investigation risks compromising the ability to claim privilege.
Recall that, for an investigation to be privileged, it must be shown that the investigation was
conducted for the ultimate purpose of providing legal advice to the client. Under U.S. law,
non-lawyers cannot provide legal advice, and so this predicate for the privilege may be lacking
in an investigation led by a non-lawyer (e.g., Internal Audit, Compliance). In some instances
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where a non-lawyer leads an investigation, counsel will be involved in an advisory role on how
to conduct the investigation.®
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If non-lawyers are employed to assist in an investigation, in order to maintain the privilege, it
is critical that they act as agents for in-house or outside counsel, under the direction and
control of such counsel, and for the purpose of assisting counsel in providing legal advice. The
classic example of this is an accountant reviewing and analyzing a company’s books and
records to assist in an investigation.!! There are several practical steps that counsel can take
to help preserve the privilege in such circumstances.
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First, if third-party consultants will be retained, it is preferable that the consultants be retained
and directed by outside counsel rather than the ultimate client, and that the purpose and
nature of the engagement be memorialized in a written agreement. For example:
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This Statement of Work (“SOW"), effective as of [DATE], is
made by [CONSULTANT] and [LAW FIRM] acting as agent for
[CLIENT]. [CONSULTANT] understands and acknowledges
that the services provided under this SOW are being requested
by [LAW FIRM] on behalf of [CLIENT], and will be performed
at the direction of [LAW FIRM] in order to assist [LAW FIRM]
in providing confidential and privileged legal advice to
[CLIENT].

9 Note that some courts have rejected such an approach as a “gimmick” when they believe counsel is
not actually conducting the internal investigation but is instead being used solely to try to “cloak” an
investigation by non-lawyers with the legal privilege. See, e.g., United States v. ISS Marine Servs.,
Inc., 905 F. Supp. 2d 121 (D.D.C. 2012).
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Marine Servs., Inc., 905 F. Supp. 2d 121 (D.D.C. 2012).

11 See, e.g., United States v. Kovel, 296 F.2d 918, 922 (2nd Cir. 1961) (privilege applies to

communications to an accountant retained by an attorney to assist in providing legal advice to the
client).

12 24257/ United States v. Kovel, 296 F.2d 918, 922 (2nd Cir. 1961) (l14> 1 Ui {3 i B2 155 bl 1l 5] 725 7
AR, REAGE H T A ST A ) .
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The parties understand that it is [LAW FIRM] and [CLIENT'S]
intention that the work performed by [CONSULTANT] under
this SOW will be covered by the attorney-client privilege, the
attorney work-product protection, and all other applicable
privileges and protections.
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A separate SOW or engagement letter along these lines should be prepared for all third-party
vendors, even if they regularly work for the client, including under a master services
agreement.
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Second, counsel should closely oversee and direct the work of consultants. To be sure, cost
and efficiency considerations may dictate that communications between third-party
consultants and company employees occur without counsel present. U.S. courts accept that it
is not necessary for an attorney to “observ[e] and approv[e] every minute aspect of [the
consultant’s] work.”13 That said, in order to maintain privilege, it should be stated clearly that
such communications are being made “at the direction of counsel, to gather information to aid
counsel in providing legal services.”!*
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Third, consistent with these principles, if company employees are assisting in an investigation,
that assistance should be formalized in written communications stating that they are working
at counsel’s direction in order to assist counsel in providing legal advice. For example:

13 See Gucci Am., Inc. v. Guess?, Inc., 271 F.R.D. 58, 72 (S.D.N.Y. 2010) (quoting In re Rivastigmine
Patent Litig., 237 F.R.D. 69, 81 (S.D.N.Y. 2006)).

141d. at 80.

15 2% Gucci Am., Inc. v. Guess?, Inc., 271 F.R.D. 58, 72 (S.D.N.Y. 2010) (5 H In re Rivastigmine
Patent Litig., 237 F.R.D. 69, 81 (S.D.N.Y. 2006)) .
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Dear []:

B

In response to a recent compliance hotline report, the Company
has asked the Law Department to provide advice regarding the
application of U.S. law to certain business conduct in the
Company’s operations in [COUNTRY X]. To provide this advice,
the Law Department, with the assistance of outside counsel, will
undertake a privileged and confidential investigation. | am
writing to request your assistance in this matter in the
preservation and collection of materials that may be relevant to
this investigation, for the purpose of providing legal advice to
the Company in this matter. In assisting in this investigation,
you will be acting under the direction of the Law Department
and its outside counsel in providing legal services to the
Company.
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Any and all communications relating to this investigation are
privileged and confidential, and neither those communications
nor the fact of this investigation should be disclosed to anyone
other than Company or outside counsel or others to whom
Company counsel has authorized disclosure. Additionally, any
materials or information collected in the course of this
investigation should be treated as confidential, and should not
be disclosed to anyone except at the express direction of
Company or outside counsel.
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C. Understand All Investigative Steps Taken Before Counsel Was Involved

B2 5EETR R RES R

U.S. courts may limit claims of privilege for steps in an investigation that occur without the
direction of counsel. Counsel, whether in-house or outside, should request all internal reports
or communications that led to the investigation to have a complete picture of areas where
privilege claims may be weaker. For one example of the risks, where a China-based bank
received a threat of private civil litigation in the U.S. courts, its internal Legal and Compliance
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Department took steps to investigate the claims. The U.S. district court later decided that the
internal investigation was conducted for several months without the benefit of in-house or
outside lawyers, and that no privilege could be claimed with respect to those
communications.t” The court did not deem the Legal and Compliance Department individuals
located in the China bank’s China offices to be “attorneys” for U.S. attorney-client privilege
purposes,!® and that even after U.S. outside counsel was hired, further investigative steps were
made without “U.S. counsel actually direct[ing]” or “otherwise [being] consulted for legal
advice regarding the investigation.”1®
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To avoid these risks, the safest route to preserving privilege for U.S. purposes is to involve
U.S.-qualified counsel as early as possible in the investigation, and to rely on that counsel to
work directly with the in-house legal and compliance team to develop an investigation plan
and collect key facts. When counsel knows what work was done before taking an active role
directing the investigation, counsel can tailor the investigation plan to mitigate the risks of
waiving privilege.
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D. Make Clear that the Purpose of the Investigation Is to Provide Legal
Advice
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If a company or a board committee intends to maintain privilege over an internal
investigation, it should say so explicitly. This can be accomplished through various means—
i.e., in board minutes, through an email, orally if later memorialized in a file memo, or through
a more formal, direct communication from management or the board authorizing counsel to
undertake an investigation for the purpose of providing legal advice. If possible, in order to

17 Wultz v. Bank of China Ltd., 304 F.R.D. 384, 393 (S.D.N.Y. 2015). Wultz Vi E4RITRO G R 2
7, 304 F.R.D. 384,393 (S.D.N.Y. 2015 4F) .

181d. at n.3.
19 1d. at 388.

20 Wultz v. Bank of China Ltd., 304 F.R.D. 384, 393 (S.D.N.Y. 2015). Wultz V& E 47 B0 A B A
7], 304 F.R.D. 384,393 (S.D.N.Y. 2015 %) .

2 27 FE W 3.
22 2 [H I I, 388.
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help substantiate a claim for protection under the attorney work-product protection, the
communication should identify actual or anticipated litigation or government investigations
arising from the conduct under investigation. The following is an example of a formal
communication achieving this objective:
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To: General Counsel
B TR )

From: Chief Executive Officer

H: HFHMTHE

Re: Investigation of Matters in [COUNTRY X]
K [ER XHEEPHE

In response to a recent compliance hotline report and press
reports, | am requesting the Law Department to provide advice
regarding the application of U.S. law to certain business conduct
in the Company’s operations in [COUNTRY X]. To provide this
advice, I am requesting that the Law Department, with the
assistance of outside counsel, undertake a privileged and
confidential investigation.
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The events at issue have already given rise to a number of
shareholder demand letters threatening litigation, and a request
to inspect the Company’s books and records. We are also aware
of several law firms that have issued press releases indicating
that they are investigating potential claims against the Company
under U.S. securities laws. Additionally, we expect that the
events that are the subject of the hotline and press reports will
attract the attention of U.S. and foreign law enforcement
authorities, including the Securities and Exchange Commission
and the Department of Justice. The Company is seeking legal
advice in connection with these matters, in anticipation of
litigation, and the investigation is necessary so that you can
provide this advice.
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Any and all communications relating to this investigation and
the requested legal advice are privileged and confidential, and
neither those communications nor the fact of this investigation
should be disclosed to anyone other than Company or outside
counsel or others to whom Company counsel has authorized
disclosure. Additionally, any materials or information collected
in the course of this investigation should be treated as
confidential, and should not be disclosed to anyone except at the
express direction of Company or outside counsel.

55 MO R BRI A AT O (0 T YR 52 R A DR 9 L
WEORTE XS Rr 5 1255 V38 B L 2 1) 3 S A8 AN 304 5 25 2 ] B4
PSR AR I 2 ) 9 R O ] 52 AL 1 3 8 X R 2 AR BRAR AT N B
b, BRARAT 2w EANEE A B (ISR S, R A R
AR FRAEAT A R B B S OR B A, AN R 48 AT

This type of formal communication has the advantage of establishing and articulating the
purpose of the investigation in a manner that best protects the privilege. Ideally, the purpose
of the investigation should be clearly articulated early and often as the investigation
proceeds—for example, when counsel seeks assistance from company personnel in preserving
and collecting data, in how interviewees are advised of the purpose of the interview (see the
discussion of Upjohn23 warnings, Section I11. A, below), in presenting findings to management
or the board, and, if necessary, when interacting with enforcement authorities. In other words,
it should be clear from the entire record of the investigation that outside counsel had been
retained to conduct an investigation for the purpose of providing the company with legal
advice. The existence of such a record will help a company to rebut an argument that no
privilege attached to the investigation.2*

PESRAY R AT 0352 B KRR R e A 10 75 s A E A R & H (. BRAES TR T
TR H NS BT ET,  ELNCE W B R A R A LU ISR DR, BN, FEVRAR SR
NN GORAE AR ESCHE 7 T P BRI, A2 ) TN R AR H A (SRS 1 A
FRT Upjohn?E L i) I, fEAEHZ GEFH SR RN, PURBbER L TS5
PSRN« HeE 2, NI EEAN AT S W S S A R AT R A H 2
N T 1A A AR PR AL SR AR 7 B 2 7 S S AN A R A 18 e 26

23 See Upjohn Co. v. United States, 449 U.S. 383 (1981).

24 See, e.9., In re Kellogg Brown & Root, Inc., 756 F.3d 754, 760 (D.C. Cir. 2014) (applying privilege
when “one of the significant purposes of the internal investigation was to obtain or provide legal
advice”). 7f Kellogg Brown&Root, Inc., 756 F.3d 754,760 (D.C. Cir.2014) H (4“py i & i & 2
H 12 — & 3R A R ik A g Ui & FHAFRD -

25 222 Upjohn Co. v. United States, 449 U.S. 383 (1981).

26 See, €.9., In re Kellogg Brown & Root, Inc., 756 F.3d 754, 760 (D.C. Cir. 2014) (applying privilege
when “one of the significant purposes of the internal investigation was to obtain or provide legal
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E. Be Sensitive to the Privilege Complexities Introduced by Cross-Border
Legal Advice

XTSI E U SR R R AR Z: P AR U=

If the subject matter of an internal investigation has the potential to draw the attention of non-
U.S. regulators or litigants, counsel cannot safely assume that United States law will govern
subsequent adjudications of privilege issues. Similarly, where an investigation has key fact-
gathering in China, involves China-based co-parties, or may involve a Chinese regulator,
counsel must carefully consider the risks to privilege that can result. In a number of non-U.S.
jurisdictions, in-house counsel do not enjoy the same privilege and work-product protections
as in the United States. As noted above, Chinese law does not recognize attorney-client
privilege, and Chinese lawyers may in certain instances have an affirmative duty to report
information.

G oA IS R A (R SR T REN 51 R SR M B MU BORIA T IR R, VAR AN RE AR 4 PR A 5 5
[l VR G T TR BR) R 5 S vk AR, S SR — T A 5 A rp R SR B S, W

S FRAE P [ B BE (R 2 T R e R rh LA, VR R 20N 55 RS AT e S B R U -
PR TARSC I RERE X, A VR0 (o) AN 2 A (R AR SR B — R B RFBURT AR R OR3P G B JTid,
RS AN T2 PR, BT AE S5 I Al e 15 2 M WA 355

For example, where a company in China provides Chinese regulators communications or
information about an ongoing investigation, including where U.S. outside counsel or Chinese
in-house attorneys are involved, U.S. courts in some situations will consider privilege to be
waived. This is because the communication or information may no longer be deemed
“confidential” as required to benefit from the protections of the attorney-client privilege.?’

R, dn SR — oA T IR 2 = A o A U S (o8 T — BUEAEREAT I A I8R5 2, &
FEAE S [ SR A i) B [ AR IR U 2 5 BT 0L T, SR ETARE TR O R AR
BIRFF o I HE R % S TS B AT REAN B BT R, T I IR 52 H -2 P R AL
R Pl 1) 2% . 28

The European Union does not recognize that communications between in-house counsel and
their employers are protected by the privilege. In 2010, the European Court of Justice held
that, because in-house counsel are unable to exercise independence from the companies that
employ them, their communications with the company are not privileged.2® Thus, for

advice”) 7£ Kellogg Brown&Root, Inc., 756 F.3d 754,760 (D.C. Cir.2014) (24P B 7 () B 2
H 2 — 2 3R B B R A el 50 i AR &

27 Submitting otherwise-privileged documents to the US government will typically waive claims of
privilege not only against the government; it will also waive claims of privilege over the documents
with respect to other parties. See Westinghouse Elec. Corp. v. Republic of Phil., 951 F.2d 1414, 1424-
27 (3d Cir. 1991). This principle has been applied equally to governments outside of the United States.
See, e.g., In re Vitamin Antitrust Litigation, Misc. No. 99-197, 2002 WL 35021999 (D.D.C. Jan. 23,
2002) (finding waiver of work product protections).

28 [ri) 3 [E] UM 4R AT AR 8L 2 RF LR (1) SCA8 8 AN 23 IR BUR IR F2 7K, 38 23 TR s SCA o 5 =07
FIRFR 5K . 2% Westinghouse Elec. Corp. v. Republic of Phil., 951 F.2d 1414, 1424-27 (3d Cir.
1991). ZJEMFEFEE T35 EBAMOEUR . 240 In re Vitamin Antitrust Litigation, Misc. No. 99-
197, 2002 WL 35021999 (D.D.C. 2002 £ 1 H 23 H)

29 Case C-550/07P, Akzo Nobel Chems. Ltd. & Ackros Chems. Ltd. v. Comm’n, 2010 E.C.R. 1-08301.
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investigations that may ultimately be the focus of litigation in the European Union, companies
should evaluate the privilege risks that arise from having in-house lawyers lead such
investigations. As a more general matter, in light of the differing legal standards that operate
in foreign jurisdictions, counsel should take time at the outset of an investigation to research
the relevant jurisdiction’s privilege law when deciding which personnel will conduct which
aspects of the investigation.

W HE AN DRI A B R O ) R g 63 2 8] AR RS RF AL OR S 2010 £F, RRIMVABE NN, Hi T T
IR R Z AL TR AR T A w RIS, AT S AR RS A AR 0. I, BT R

Wszo AR — AN I R A, ST AN RS RERE X AN Rt E DR RS R 97 Bt
AR L T A T AN, VAR i) LA R A T AR s T SO 8 mHE R X R BGE

I1l. Maintain Privilege in the Middle of an Investigation

FETHE A IR Br B Rp A 4 4

The fact-development stage of an investigation—conducting interviews, reviewing and
producing documents, coordinating with other attorneys, and providing advice to the client—
presents numerous risks to the privilege. We consider here some of the risks related to
interviews, productions of documents, joint defense or common interest agreements, and the
provision of advice on issues ancillary to an investigation.

T IS SER I Be--- AT IR, AR =3, SEAMATERE, AL R SR A -
- R R 2 M. SRR R SR SO s RS U B 7R 28 P30 52 (1
—EERS, IR PR AL AR B

A. Carefully Consider the “Upjohn Warning”
WEE R “Upjohn &&”

Conducting effective interviews is an essential element of a thorough investigation. Preserving
the company’s privilege, however, requires that attorneys notify interviewees of the purpose
of the interview and ensure that the employee understands that the interview is to be treated
confidentially and is for the purpose of a legal investigation. This notification, called an
“Upjohn warning”, should take place before beginning the interview.3! If an attorney glosses
over the warning or leaves out key aspects of it, he or she may jeopardize the privileged nature
of the interview. Care must also be taken with the tone, as taking an overly prosecutorial tone
may make witnesses believe that they have done something wrong, even if they have not, and
can chill the witness’s willingness to cooperate fully, or even at all.

HEATA N TR A T 7 A B — SRR, (R, R0 ] IR R 45 R e

R R H I IF R OR 53 B AR m RN T DLOR S B AR E R H . IS R
“Upjohn 557, BT IR AARTEAT . S2Un SRATHEIH & i ol i L OC s T T, Wl RE = R2 M

30 Z {1t C-550/07P, Akzo Nobel Chems. Ltd. & Ackros Chems. Ltd. v. Comm’n, 2010 E.C.R. 1-08301.

31 The notification is called an “Upjohn warning” after a Supreme Court case holding that attorney-
client privilege protects communications from corporate employees to attorneys representing that
corporation for the purpose of furnishing legal advice. Upjohn Co. v. U.S. 449 U.S. 383 (1981).

32 {Z A FIFR Y “Upjohn 457, SUE T i o B — N 2 4E, VEBE N AR P A BUR 3 A &) 5 T
KEEARTE O =] AT DL W Ry = W IE T . Upjohn Co. v. U.S. 449 U.S. 383 (1981).
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TR AVRFBUPE T AR R NG, R R AR I/ AT e = L IE NV OB s 7 A4
CEME ARt , FFrTRERRRIE N & VL& . HETR &R,

The Upjohn warning should cover the following points, although this exact language need not
be used:

“Upjohn & &Nk DL R 5T, B F B e 2 FEAIE A

I am a lawyer representing the company and do not represent you personally.
FRARA T BT, AMUEEDAN.

The purpose of the interview is to learn about [the issue] in order to provide legal
advice to the company.

TR K H A 1AL, DO 2w SR AHE R .

This conversation is privileged, but the privilege belongs to the company, not you. It
the company'’s decision whether to waive the privilege, including with respect to
sharing information with the government or other third parties.

WA SRR 1, EREUE T A7, AR N AR RE R SBFRE,
FEAE A P BUR BCHA 26 =7 #EAT R -

The questions asked and the answers provided during the interview should be kept
confidential in order to preserve the company’s privilege.

A THT R A A P 8 1 £ T % [0 5 82 AR, AT 2 )RS BGEEAT PR

Once those foundational points have been made clear, attorneys should inquire whether the
witness has any questions. Before moving to the substantive focus of the interview, attorneys
should receive a clear affirmation that the witness understands the warning and is willing to
proceed with the interview.

— B R 2SS L, TR IR A T AR TR A SE B R A, AT
S EREN P IEEIA, BOUIUE N R 2 RS gk S R

If delivered effectively, the Upjohn warning will adequately advise the witness of the
implications of the interview without chilling the witness’s willingness to cooperate. The
following are some practical tips that can lead to cooperative, privileged interviews:

IR RAkik, “Upjohn &R 78 70 & FIIE AR 9520, HASFERIEAR SRR, Bl
R BEAUE S A RF B AR [ LSBT -

Confer with the client in advance of interviews to understand whether particular
witnesses present any unique sensitivities. In such circumstances, it may be helpful
for in-house counsel or the employee’s manager to have a brief discussion with the
employee outside the presence of outside counsel in order to provide some context
for the interview.

FEMRZ BT 5218, | AEESIE NS B S A MR U . SRS, A A
A ) B 53 T 48 B BEAE A AR VR AR R ANTE I BT TR B 5 03 AT T R AS RN T 3R A
— R SE B TR A W,
Do not deliver the Upjohn warning in a rote, mechanized way; be friendly and casual
rather than reading from a script.

AEVMBRENU ) 7 ifLiE“Upjohn &5 fEARIAR RS B8, ARIAE
Bt
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Emphasize the importance of the investigation to the company and the need for
complete and accurate information. Express appreciation for the witness’s assistance
in helping the company to understand the relevant facts.

sif U R A0 2 T ) B A DL e AR E B BB XEATE A R T ARAR R
FRRIR B

If applicable and appropriate, explain that the company is interviewing a number of
individuals and is not singling out that particular employee.

WE M SOE 2, R~ mPR S 2 AN BT IR, AR DU R 2R E A L.

Once counsel has delivered the Upjohn warning and obtained the witness’s agreement to
proceed, the content of the interview will be protected by the attorney-client privilege, so long
as the attorney and the witness keep its content confidential. As part of the interview, counsel
should document in the notes the fact that he or she delivered the Upjohn warning to witness.
As an additional precaution, counsel should remind the witness at the conclusion of the
interview not to discuss the substance of the interview with anyone else — the questions asked
and the answers provided — except to the extent that the witness wishes to convey additional
information or to ask follow-up questions. Such follow-up communications should be directed
to an appropriate contact in the company’s legal department or, depending on the
circumstances, to outside counsel directly. If follow-up interviews with the same witness are
conducted, remind the witness of the Upjohn warning and confirm that they have not
discussed the interview with anyone else since they were last interviewed.

— HAM{%IL T “Upjohn &7 IR RIS IE N R RS gk 2k, R EAMATIE A0 TR P & 24T
TR, TR A AR 32 BRI 20 R B OR3P o ORI — 370, ARIMRIAEJLE D, ek
HFIENZIS Upjohn ISEE L. (EJUMTINGREE, I NA2E IR SR R BEIE AAS 5
HA TR TR A CEAE T A A R AR (R B, BRARIE AR A BALE E 245 B 5l
HW IR JE SR . %5 R S IE N A 2 WIS R G IR AR AT, BERE R A, B
BHANEE U T 5T . RS R IE AT IR EEHR,  MIEREIE A “Upjohn &5, JFRHfL
AT _EIRTETR PSR AR B S5 AR AT HoAl A HE I TR P 2

The risks of failing to give an adequate Upjohn warning can be severe. The 2009 case United
States v. Ruehle3? provides a stark example. Ruehle involved a DOJ and SEC investigation
into alleged stock-option backdating at Broadcom Corporation. In the course of Broadcom’s
internal investigation, its outside counsel interviewed William Ruehle, Broadcom’s CFO.
During the interview, Ruehle made numerous statements that he later sought to suppress as
privileged in his criminal trial. Ruehle argued that because outside counsel had represented
Ruehle and other individual officers in shareholder suits and had failed to advise him during
the interview that his statements could be disclosed to third parties, his statements in the
interview were privileged. The district court agreed. The court suppressed Ruehle’s
statements from the interview, concluded that outside counsel had breached their duty of
loyalty to Ruehle, and referred the lawyers involved to the California State Bar for possible
discipline.34

33583 F.3d 600 (9th Cir. 2009).

34 United States v. Nicholas, 606 F. Supp. 2d 1109 (C.D. Cal. 2009), rev'd sub nom. United States v.
Ruehle, 583 F.3d 600.
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MR HF T . Ruehle # N 7 BEEBFINES2E 5 22 il % Broadcom Corporation ff)3]
BB A . 78 Broadcom [ PN B A Ak A2 A, I AR vR A B iR A1 William Ruehle
(Broadcom HI B #4455 ) #H4T TR . 7EHIRIANE, Ruehle ittt T2 iR, HFRU4Fr
Ry H T 2% 1B AE R 38 ) A s A% 25 50K . Ruehle HUBEd, - 40 36 E B ) 554X %
Ruehle fHAMAN NEH N RS S5 R AR IR, EHERP A S VR ILERE ] DU #2455 =7,

IR T A2 TR R IR 2 R AR Y . HBIXVEBE R T Ruehle IR Ao dEBE IR M 25 T
Ruehle IR, B85 UM EEI R 35 I 1 HXF Ruehle S SZER ST, 6 AT iR <2 in
M AN A . 36

In reaching its decision, the district court concluded that there was no record that an adequate
Upjohn warning had been provided, relying, among other things, on the fact that there was no
reference to an Upjohn warning in the interviewing attorneys’ notes.3’ The court went on to
note that even if it credited one of the interviewing attorneys’ testimony that he had given an
Upjohn warning, the warning was inadequate because the attorneys failed to advise Ruehle
that they were not acting as his counsel during the interview, or that “any statements he made
to them could be shared with third parties, including the [U.S.] Government in a criminal
investigation.”3® While the Ninth Circuit ultimately overturned the district court’s privilege
ruling on the ground that Ruehle knew his statements would be disclosed to the company’s
auditors—and thus were not confidential—this case illustrates the problems that can occur
when there is a lack of clarity about whom outside counsel represents and when attorneys fail
to provide adequate Upjohn warnings.3°

AR UER, XVERRR, BAIERERS T 780K “Upjohn E, o — MR
FE T RAIT R IC e A 1R B “Upjohn 57, 40ykR 4k 43R, RIS L mr Hodh —fr i ik A
MRS, W HSS T 7 “Upjohn 7, 28GR ATE 1, PO i ik 3 5 K
Ruehle, flfiIAf{& Ruehle, =% “Ruehle [l ATI{F H AT FRi& T LRI &b 528 =05
D, WAEEREIBUGT o RE S IURRRERE R A HERY 13 DR BT T DU B i AR RCH e .
Ruehle JHIE L FRA 2 35075 25 28 =) (0 8 T --- PR T AN DR 585 1) --- BE SR AR AR 1 £ AM e It I
AREREZA [ AN B I DL SR I3 45 78 70 (R “Upjohin %75 I AT REP A2 1 i L, 42

B. Be Aware of Contractual Limitations on Confidentiality
NI TR EE A TR PR 1]

A key aspect of maintaining privilege is ensuring that employees do not disclose discussions
made with counsel, including the contents of any witness interviews they give. In the past

35583 F.3d 600 (9th Cir. 2009).

36 United States v. Nicholas, 606 F. Supp. 2d 1109 (C.D. Cal. 2009), rev'd sub nom. United States v.
Ruehle, 583 F.3d 600,

37 Nicholas, 606 F. Supp. 2d at 1116.
38 |d. at 1117.

39 See Ruehle, 583 F.3d at 602.

40 Nicholas, 606 F. Supp. 2d at 1116.
N ZF [ L1117

42 224 Ruehle, 583 F.3d at 602.
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some companies used confidentiality clauses to limit disclosures that employees could make,
for example, to regulators, under risk of civil penalties. In 2015, the Securities and Exchange
Commission settled an administrative enforcement action against construction and
engineering firm KBR, Inc., alleging violation of U.S. federal law by imposing confidentiality
obligations on its employees that could be interpreted to restrict the ability of employees to
report illegal conduct to regulators (so-called “whistleblower” actions). 43 One of the
challenged provisions in KBR’s confidentiality agreements required employees to speak to
company lawyers before reporting violations to regulators. Following these developments,
counsel must be careful both to convey to employees the importance of maintaining
confidentiality during investigations, and avoid giving the impression that a company is
potentially threatening employees’ employment if they fail to maintain that confidentiality.

UEG R — A HEL 5 T B DR 5% AN i SR O ) BEAT (38, B HEAT IR fTIE A T
WA . &, AR HORERFORBR G 53 LRl DOgEAT sk, Bilhn, AT i R4 11 X
Bz of M A LA REAT 9« 2015 4, SRENEFFZ H R AN —FKEH LA 7 KBR R
ITBIIEAT B AT TORAR,  SRARIL SR 5 TR R 55, iz R SC55 TRy R Al 53 1
A B U IR S AR AT N IR ) (T 283173 iz akAE e 1 3¢ FIBCHR . fE
KBR {R% P 32 2B RE I E 2 &, BEOR A AL I E N U S ik N2 iS5 2 =
IR IE . ST 1K —1E00, VAR i) 2048 R 1) O A A A ) 2 S0 ) R 5% F) BB, O 4 PR AR
i n SRR ORI 22 W) AT RE 2 M AR AT o

C. Carefully Consider the Scope of Interviews Involving Former Employees
and Third Parties

I B R BEIR R T =07 M RIE

Counsel must be particularly sensitive to privilege considerations when conducting interviews
of former employees and third parties. Federal courts generally have held that
communications with former employees about events that occurred within the scope of their
prior employment are subject to the attorney-client privilege.4* Counsel conducting an
investigation should thus use great care to focus the interview on matters that occurred during
the former employee’s tenure, as some district courts have held that interviews on topics
subsequent to employment with the company are not privileged.*

43 In re KBR, Inc., No. 3-16466 (April 1, 2015). [fix citation]>< T KBR /A %], No. 3-16466 (2015 4= 4 H
1 H).

44 See Upjohn Co. v. United States, 449 U.S. 383, 403 (1981) (Burger, C.J., concurring) (“[A]
communication is privileged at least when . . . an employee or former employee speaks at the direction
of the management with an attorney regarding conduct or proposed conduct within the scope of
employment”); In re Allen, 106 F.3d 582, 605 (4th Cir. 1997) (“Most lower courts have followed the
Chief Justice’s reasoning and granted the privilege to communications between a client’s counsel and
the client’s former employees.”). But see id. at 606 n.14 (citing federal cases denying the privilege as
to communications with former employees and describing them generally as either “following state
law” or having concluded that “the former employee had ceased being employed by the client before
the relevant conduct occurred™).

45 See, e.g., United States ex rel. Hunt v. Merck-Medco Managed Care, LLC, 340 F. Supp. 2d 554, 558
(E.D. Pa. 2004); Peralta v. Cendant Corp., 190 F.R.D. 38, 41 (D. Conn. 1999).
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Counsel also should consider the circumstances of the witness’s departure from the company
when assessing whether the witness is likely to be cooperative or to maintain the
confidentiality of the interview. In the absence of a contractual provision (e.g., in a severance
agreement) obligating an employee to cooperate in an investigation and maintain
confidentiality, a company may have no effective remedy against a former employee who fails
to maintain confidentiality. Even with such contractual protections, their utility may be
limited; the SEC, for example, has made clear that such contractual undertakings cannot be
used to prevent someone from reporting information to the Commission under the Dodd-
Frank Wall Street Reform and Consumer Protection Act.48 Thus, if a company has real
concerns that the employee will not maintain confidentiality, it should think carefully about
whether to proceed with the interview.

162 FEAE N 75 A] REfC & B PR 26 THI R N 28 A, YL ] 38 B 2% FEAIE N B A B IS T . B
A R 2O T Tt e & 8 & R AR A& S B TE TN (B, 7RSSR , AR
Re A £ B R 3 Tk A kst i e . B S S R ORI SC M T R B AR A PR
BN, AL SR RSWRR, S SR AE AR TRIE ARG (249122 5 R
LR EZR)  (“Dodd-Frank Wall Street Reform and Consumer Protection Act™) [
ERTHTRSMERE. ©FL, RABFSO R TASRREE, HNINEHE R4S
FHICTHIIR o

Counsel should be particularly cognizant of the privilege risks associated with interviews of
third parties. In a recent ruling, a federal court held that interviews of a company’s
distributor’'s employees were protected by the attorney client privilege.5¢ In Cicel, the dispute
arose when Misonix, a medical device manufacturer, terminated an exclusive distributor
contract with Cicel, its Chinese distributor, as a result of alleged findings from a foreign bribery
investigation. As part of the investigation, an outside law firm representing Misonix
interviewed several employees at Cicel. Inan unfair termination contract dispute, Cicel sought
“any transcripts, notes, recordings or videotapes of the questioning of Cicel’s executives . . . by

46 2% Upjohn Co. v. United States, 449 U.S. 383, 403 (1981) (Burger, C.J., concurring) (“V&3# & 3255
BURS Y, ZB/0E L R T EESBR 5 A% HRAE B 2 1 s 5 R I A8 i 78 B B 9 AT B 14T 9
™); Inre Allen, 106 F.3d 582, 605 (4th Cir. 1997) (“Z ¥ FZukboilfg 1« o ke s, A T8 K
AR ) R B RS R B T2 ANV IE AR . (HSE IR R4 L 606 n.14 (51 F TIN5 B HR
(V) 3 SZ R AUOR AP PRI 22 48], B 2 S5V B 3R g T < PN VR A B S 5 0 “AEAH AT R AR 2 AR iR
RLCAAHZHETEF).

47 22 %4 United States ex rel. Hunt v. Merck-Medco Managed Care, LLC, 340 F. Supp. 2d 554, 558
(E.D. Pa. 2004); Peraltav. Cendant Corp., 190 F.R.D. 38, 41 (D. Conn. 1999).

48 See 17 C.F.R. § 240.21F-17(a) (2012).
49 2417 C.F.R. § 240.21F-17(a) (2012).

50 Cicel (Beijing) Sci. & Tech. Co. v. Misonix, Inc., No. 17CV1642ADSSIL, 2019 WL 1574806, at *9
(E.D.N.Y. Apr. 11, 2019) Cicel (db50) BHEABRA A, v. Misonix, Inc., No. 17CV1642ADSSIL, 2019 WL
1574806, at *9 (E.D.N.Y. 2019 4= 4 A 11 H)
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the law firm” and all documents related to the investigation into Cicel.5! Because the law firm
was hired for legal advice regarding potential violations of bribery laws, the court ruled that
Misonix does not have to produce documents created by the outside law firm during the
internal investigation, except those already disclosed to regulators. Before conducting any
interviews of third parties, counsel should clearly articulate that the purpose of the interviews
is to provide legal advice to the client company.

XA ) LR ) R R =0 TR AR R RS, o AE S B — Ik rh, IR 5 &
F A B AT TR 2 BT PR I GR Y. fE Cicel, B TS ROMEE I & 45 R,
ey skl i Misonix 53 EZ AR Cicel &1k T EWE AR, Mg K T4 1
NFHER 7, —Z K Misonix FIFNEREITEHE S5k T Cicel ¥ A L. EALNTH)
Ziba Mg, Cicel FREIMHES M)A Cicel mERAEMEIA, FEFK. FHEHFEZ
.. K5 Cicel WMEARIIFTA M. BT EInF 55 i e T Oy R VA S mT Re s St
WG T TR A L, TRBeoE, BRARLE O A I E MU B 1 SRS, Misonix JEAUT R
AR ARR T2 55 T A A S A A ST 1) BT B B SO o AR B = 07 BEAT AR AR TR AT, AR IS AT A 5
BT VR IR R 1) 7 A R SR A

D. Draft Interview Summaries or Memoranda with an Eye to Preserving
Privilege

BER B IR B & B R

Memorializing the content of the interview is essential to a credible investigation. When
crafted well, interview summaries should avoid the need to revisit topics with witnesses and
can serve as a resource to the rest of the investigative team. To ensure that the content of such
summaries remains privileged under U.S. law, interviews should not be recorded or
transcribed verbatim. A recorded or transcribed interview summary will be considered more
easily discoverable than a written summary that contains an attorney’s mental impressions.>2
The summary should state expressly that it does not constitute a transcript and that the
content is not presented sequentially. Moreover, the written summary should state that it
contains the thoughts, mental impressions, and conclusions of the attorney. The written
summary also should confirm that the Upjohn warning was delivered, describe the content of
the warning, and indicate that the witness understood and agreed to proceed with the
interview. Where the interviewing attorney takes hand-written contemporaneous notes, it can
be a good idea to list each element of the Upjohn warning in the notes before starting the
interview so that each element can be checked-off without causing too much distraction for
the witness. Sample introductory language to a typical written interview summary follows:

T —IAAE AT S, ORI R A SR B RE LN M BB T 1N 2 24 36 5 5 e
NER TN E, AR SRR SR 3R i R EIRBEEE K P 2 48 5 [ v
FEMIEARRRY, HRANZFRIZTES . REIETES WHRBE RGOV S
FRIT NG ED SR -PT ML EE S 5 T s . 58 RN 2 W, A SCE AR,  H A B IFARZINY
S MH, BEMEN S, RS EIMRAE. WOEIRMEER. BN Sk,
CALE“Upjohn &7, HERZES MW, JFRHENBREIF RS SR . £ mREm T

51]d. at *3.
52 See FED. R. CRIM. P. 26.2(a), ()(2).
53 2 Jil, FED. R. CRIM. P. 26.2(a), (f)(2).-
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On [DATE], [names of counsel] met with and interviewed
[WITNESS], [TITLE] of Company X (the “Company”), at
[LOCATION]. This memorandum consists of information
obtained in the course of the interview as well as the thoughts,
impressions and conclusions of counsel. The memorandum is
not and is not intended to be a verbatim transcript of the
interview and in many instances is organized topically, rather
than in the sequence in which the conversation took place. This
memorandum has not been reviewed by [WITNESS] for
accuracy or otherwise adopted by him as his statement.

FE[H#I], LEEER L EMSR]E X an (AR [B5%]
CIEATS WIHF IR . A% RS R PR R (5 B UL
BRI AR BRGS0 . A& ESAR B RIE RN
Bl HAERZ LN LA, AR R R AR
WP A ST ARG E VR AR HER P, B R oy =
.

At the outset, counsel explained that Company X is concerned
about the possibility that certain laws may have been violated in
connection with specific areas of Company X's business and that
[LAW FIRM] had been hired to look into the situation and to
give the Company legal advice. Counsel told [WITNESS] that
[LAW FIRM] is representing the Company in this matter, not
him personally, but that his help is needed to collect and
understand the facts so that the Company can receive accurate
advice. Counsel also explained that the conversation was
privileged, but it was up to the Company to decide whether it
would like to disclose what was discussed to a third party or to
the government. Counsel told [WITNESS] not to talk to anyone
else about this meeting or about what was discussed. He
confirmed that he understood all of the above.

FETHYIT IR, AU AR, X A RHEO R X A m)k 55 1 E
U BEAFAERVAAT O, AT S5 ] R AR T2
ENER R L VR T R E ], RIS 55 R £ 1 = 2
RERT, MAERAN, Eif LI T gFL, DIE
I F) BEFRAFHERA A 3 W o VAR I MR, BRIRIR U A2 SRR L
TRAPE, AE 2 ] 2 75 JE R 1) B8 =7 BRBUR 5 6 118 9 3 R E L
FEON T o AR ) T R [IENTAS B e AR ] B N5 K ek T R B
FHEM N . QEATSA LB AR B A WA

When interviews memos are prepared based on contemporaneous notes from the interview,
counsel should take care to preserve those notes, instead of overriding or destroying them.
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For example, a federal judge criticized a law firm that, in an effort to avoid preserving notes,
overrode interview notes and draft summaries to create a single, final document.>4

FEAR S TR ) [F) S C S 25 TR 5 s, YT i) 2 PR B X D S, AN B e el B
AT B, —AIERIREE R RIS POy T R B BT, T R D AR
FE N AT G | — A e 2 S

There may be reasons under PRC employment law to have a more complete transcript of the
interview, and to have witnesses review and sign the transcript. In doing so, it would be much
more difficult that these notes are protected under U.S. law by privilege and work-product
protection. During an internal investigation in China, these considerations often need to be
balanced depending on the importance of U.S. versus PRC legal issues.

M 7 ENA N — S EOR, ARSI IR AT RE O TR BEAT SN SE B IID SR, JFEORIE Bt
T IR AR, IXRE AL & S B0 S T SR BEA A RS R AL DRI A AR B R R 3
BRI P I, AP EIF AR AR, R T LS B o R R A SR
BN, WX IR 5 R

E. Joint Defense Agreements Should Have Language that Protects
Privileged Communications

BREFH P BN 5 FRP ARS8 TR B

Where an investigation requires collecting or sharing information with another company,
including a joint venture or a joint venture partner, further steps should be taken to ensure
that opening a channel to discuss privileged information with a partner that has its own
counsel does not amount to a waiver. Sharing of information among counsel for clients with
a common interest can yield substantial efficiencies and may be helpful in developing an
accurate and comprehensive understanding of the facts. In order to safeguard the privilege,
any time information is to be shared with another legal entity that is not privy to the same
attorney-client relationship a joint defense or common interest agreement should be
considered. These agreements address this concern by bringing confidential communications
among outside counsel and their clients within the ambit of the attorney-client privilege and
the attorney work-product protection. Carefully drafting joint defense agreements will ensure
that attorneys can conduct an efficient investigation with other outside counsel, while
preserving the privilege and other applicable protections. Some tips on drafting these
agreements follow:

IR A EERIEGE BB E 7 A (BREERAEE TR 2 32ELS, RRRGE—
AT A ORI 5 A SR B 1) ) B AR AR AR 1 2 A LR IE B IRIE A2 R BT 29
AL AR a8 2 7 AR ) 2 RSG5 S T REAOR B R, ELPT e Bh 1w I 4 i 3t
TS N THEPRRL BEE5AS5RAINE T RRN 5 EASR A 25BN, N
JEZE B A P B R R R U0 o XL UCRE S BRI FL 2 7 2 8] B R 8 G TR\ e il —
B RO AV T AR B R PR AOVEE PN, TR DR 13— i L 28 2 0 15 7 T LCRE

54 United States v. Baroni, No. 2:15-CR-00193-SDW, 2015 WL 9049528, at *4 (D.N.J. Dec. 16, 2015)
(granting law firm’s motion to quash while characterizing the law firm’s tactics as “opacity and
gamesmanship”). United States v. Baroni, No. 2:15-CR-00193-SDW, 2015 WL 9049528, at *4 (D.N.J
2015 4F 12 H 16 H)  CGEIRERITESS5 P i, 5 R NReAR I =55 i SR B RV SRS ik v AN
AUNEAE™)
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Meticulously define the scope of the common interest and thus the scope of the
agreement.
VAR /IO SO RN 2 070 B 22 W) Y L

Indicate that the parties may, at their discretion, share information concerning the
relevant matters without waiving any applicable privileges.

BUIA AT B B RESSE IR T CETE L, RN ARG R

Note that nothing in the agreement—nor the simple sharing of information pursuant
to the agreement—shall constitute a waiver of any applicable privilege or protection.

B P AT AT A A CRIARYE DIMAL T EAT B TRT BRI =D S8 AN AL 0 A A 5 FH AR A
RSl

Include clawback language regarding inadvertent disclosures of privileged
information.

B R T I B EE 2 R BUR I 5 B IE R IE -

Provide for unilateral withdrawal from the agreement by any party for any reason,
while noting that the agreement will continue to protect all shared information prior
to withdrawal.

FICAEART — 7 BRI ] JER A1 B0 7 RIS P SR R, i H AR < A2 P SORE K S £
PRI EE R

Care must be exercised when operating as part of the agreement. The discovery that the
parties to the agreement no longer share a common interest may lead to waiver of any further
privileged information that is shared. Each party to an agreement must remain vigilant and
ensure that there is no potential conflict that arises, and in the event of such a conflict, the
party should timely notify the other participants that it intends to withdraw from the
arrangement.

FEAE N B —FB I R B 20N o B0 S5 AN AT SR RIR 2 AR S & I ] BE 5 S0 52 1)
FEATHAR SR AL LRI G BA BRI IS T DR FFHEE, JFARA S A AR AT BER
MR, AR RIS RIEOL T, 207 BRI 8RN 55— J7 HAURu X — 28k

F. Be Wary of Providing Non-Legal Advice
ERREMREEER

In any internal investigation, outside counsel may be asked to advise on topics that are
ancillary to the core legal issues under investigation. A prominent example is advice on issues
relating to termination of commercial relationships or employee discipline. In light of recent
case law, counsel should be aware that the provision of “business advice”—even in the context
of a privileged investigation—may not itself be privileged. For example, in the 2014 case
Koumoulis v. Independent Financial Marketing Group, Inc., the plaintiffs sought to compel
production of communications between the defendants and their outside counsel regarding
the internal investigation of plaintiff's discrimination claims.5> The defendants withheld the
documents, asserting the attorney-client privilege and work-product protection. Although
these documents seem like core privileged communications, the district court did not find

55Koumoulis v. Indep. Fin. Mktg. Grp., Inc., 29 F. Supp. 3d 142, 145 (E.D.N.Y. 2014). Koumoulis 7/
Indep. Fin.Mktg. Grp., Inc., 29 F. Supp. 3d 142,145 (E.D.N.Y. 2014 #) .
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clearly erroneous a magistrate’s finding that “their predominant purpose was to provide
human resources” advice; the district court accordingly held that no attorney-client privilege
attached.56 The district court explained that “almost all of the information contained in the
[documents] relates to business advice provided by outside counsel to Defendants’ human
resources personnel or the factual record of Defendants’ internal investigation.”s’

FEARATT N B AT b, ARV R A R REAR LR B & T 52 R A A O R L R
Moo — NI EHB 72 r o K& BB T H R IR R . BT =1,
AR ) 2 224 W P pe L AL R PR A CRIMEAE TR A SR AL ORI BT ), AR B AN SZ R AL IR
. #lin, fE 2014 4F Koumoulis f Independent Financial Marketing Group, Inc. £+, J&
i B R AT R A 15 5 FL AR 7] 2 [A) A o0 SR ML PR 1 A AR A I R . 58 i AR A
PRI, EFREIT — 2 PR CAE R ORGP . SRS I ST SR SR AL DR R AZ O
IR, AR DO TE AN IR R B T ARAE A IR AR “HEZEEHWOAREEN IR
P W BRI B BRI A E , FEAS R AR AT AT R — 2 AL SOIBRHS Ml X 9 e R 14 »
“CCAF LS LT B 15 B3 5 AR ) ) 4 2 N 0 BN 5 3 4t ) e 3 L gt o
Y RE N ST S S

For similar reasons, the court explained that attorney work-product protections did not apply:
While “it may be true that the possibility of litigation prompted Defendants to seek outside
counsel’s advice, the communications themselves demonstrate that rather than discussing
litigation strategy or advice, [outside counsel] advised Defendants on how to conduct the
internal investigation,” as well as on how to address plaintiff's “ongoing work performance
issues and internal complaints,” which is “advice that would have been given regardless of a
specific threat of litigation.”6!

PR, IRBOEREY, HT AR SCR ORI ANER . RAE T AIG LR VFESE: YRR AT
REME DR A 1 15 SR ANV ) 1) I, (HIE A B R e [HMEVR AR I AR YR A SR
BRI, T A A A A S O DA Bt ] Ak B iR o R 1 A R B AT P BB R
TRMEN, "EXE TR SRR IRR B SR A E L. 62

This decision makes clear that there is a real disclosure risk in providing advice of a “business-
related character” when assisting clients in conducting an internal investigation.®3 Any such
communications not only should be labeled with privilege legends, but also should include
more than “a stray sentence or comment within an e-mail chain referenc[ing] litigation
strategy or advice.”® Communications related to the structure and scope of an internal

56 1d. at 146-49.
571d. at 145.

58 Koumoulis v. Indep. Fin. Mktg. Grp., No. 10-CV-0887, 2014 WL 223173 (E.D.N.Y. 2014 £ 1 A 21
H)

5 24/ L I*3-5.
0 ZF [ LH*2.
st Id. at 149.

62 2% /A L I.*6.
63 |d. at 147.

64 1d.
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investigation must be continually tied back to the provision of legal advice and the prospect of
future litigation.

ZHGERM, LRI REAT PR VA A SR AR DG 5T 0 7 L S A AR R ) XU o
65 AR A5 I WA DN AR B2 RFBUORS I UEH 10 ELACCLE I BE P N B VR 18 SRS B
W TER AT BT IR FE A ) . 665 P TS T 280 F) 45 440 AN Vi BB A 5 10 368 T 20 65 2% 5 R 4R IR
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IV. Avoid Privilege Waivers at the End of an Investigation

BG4 RN B FEAL

The conclusion of an internal investigation—particularly one that will inform the U.S. or
another government’s decision on whether to bring an enforcement action—will often involve
some form of reporting that may implicate a variety of privilege considerations. We consider
here the risks related to such reporting, the issue of “selective waiver,” and the issues to
consider in communicating with a company’s outside auditors about an internal investigation.

WHRIHE COUHZ AL 2 5 R T2 S R EAT 3 56 B sifh FE BUF o2 R & 45 sRAE
T2 T RE 5 B AR B I AR SRR S o FRATIAE B2 18 (0 2 51240 75 A R XU
“JEFEVE SR A ERE 55 28 =) Sh S e T It A S R AT VA B I 2% ) i)

A. When Reporting Findings, Carefully Consider the Audience and Method
of Reporting

FERGERE, FHBBZAMBET

The manner in which outside counsel reports the findings of the internal investigation has
significant consequences for the privilege. Reporting in the context of a U.S. government
investigation presents a unique form of risk, given the possibility of a broad subject-matter
waiver of the privilege. To guard against this risk, counsel is typically well served both to limit
the disclosure of investigative findings (whether delivered orally or in writing) to material that
is not privileged, to audiences with a need to know, and to be clear that such communications
are confidential. Focusing disclosure on material not ordinarily subject to the attorney-client
privilege, such as the investigative process and non-privileged facts, is less likely to lead to a
waiver. Limiting disclosure to those with a need to know helps preserve arguments that the
material has been kept confidential. The format of disclosure can also be significant: if counsel
is able to avoid preparing a written report and can instead prepare a presentation consisting
of source documents, coupled with an oral presentation of relevant facts, the risk of a privilege
waiver can be substantially mitigated.

In both written submissions and oral presentations, counsel should be aware of the risks
associated with attributing facts or recollections to a single witness. Recently, a court found
that defendants “impliedly waived” the attorney-client privilege to the extent any attorney-
client communications “formed the basis” of a communication with the government.8” The
communication at issue, a letter to the Department of Justice, contained factual

65 2 ] L *4.
86 2% A L.

67 In re Grand Jury Investigation, No. MC 17-2336 (BAH), 2017 WL 4898143 (D.D.C. Oct. 2, 2017). 7£
KEGE BEAES, %5 MC 17-2336 (BAH) , 2017 WL 4898143 (D.D.C.2010 2 H 2 H) »
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LT3

representations that were “explicitly attributed” to the defendants’ “recollection.” When
possible, counsel should consider presenting facts or witness interviews downloads in an
aggregate narrative, instead of attributing facts or statements to a specific individual.  #h
VRARIB I i e PN S Y A SR T O TR AL A R RGN . B TARAE)T R R RURFE I
RetE, SEEBUN ST ST RS R — R 0 XU o B VIR — U, VAR ] 3
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As noted above in Section Il. A, special attention must be given to the risk of waiver in
circumstances where counsel is communicating findings to potentially adverse parties. For
example, if outside counsel has been retained by a board committee and subsequently presents
to the entire board, there is a risk of waiver to the extent the facts suggest the board members
did not receive and consider the presentation in their roles as fiduciaries of the company, but
rather in their personal capacities as defendants (potential or actual) in litigation.¢8

UNEE o AGKITIR, AR R A AR ST R R A RIS OL T, AU REE ST
BRI G40, dnRAMBERB 2 TR, e RZEFSERN, BE
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B. Even Oral Proffers Risk a Waiver

BIE R 1 ShAR et S i XU

Oral proffers are frequently employed to provide U.S. government enforcement authorities
with factual information gathered in an internal investigation. Although this tactic can
alleviate the risk of handing over a written document memorializing the results of a privileged
investigation, there is still danger in making oral proffers.”® There is a significant risk of work

68 See, e.g., Ryan v. Gifford. Civil Action No. 2213-CC, 2007 WL 4259557, at *3 (Del. Ch. Nov. 30,
2007) (finding a subject-matter waiver where a special committee’s findings were disclosed to the full
board, including board members who were defendants in the underlying derivative suit and whose
personal counsel attended the presentation).

69 £ 2/, Ryanv. Gifford. K fiA5 2213-CC, 2007 WL 4259557, i, *3 (Del. Ch. 2007 4 11 H
30 H) GAEEBEIFM, MAeRES CEFEEMEATEIRA T S A8 E N HHEA NEEB 2 5k
HWEFR) B TRNERSM—mAELER, ) .

70 For example, in SEC v. Vitesse Semiconductor Corp., outside counsel for a non-party company’s
audit committee had delivered to the SEC oral summaries of multiple witness interviews. No. 10 Civ.
9239, 2011 WL 2899082, at *1-3 (S.D.N.Y. July 14, 2011). When the defendants learned of notes from
these witness interviews and moved to compel their production, the district court found that the non-
party company had waived work-product protection because the oral summaries were so detailed that
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product waiver when oral proffers of witness interviews are the “functional equivalents” of the
underlying witness interview notes and memoranda. In SEC v. Herrera, a law firm was held
to have waived work product protection for witness interview notes and memoranda when it
provided the SEC with what the court described as “an oral recitation of what each (relevant)
witness stated during the interviews.”” In granting a motion to compel production, the court
noted that even though the SEC was not given actual witness notes and memoranda, there was
no meaningful difference between the physical and oral production of a witness interview note
or memorandum.

F Sk SR A2 T 1A 5C R BURF SRR 8 [ TSR R R & T R I SRS B . RV SRS REJRL
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Companies, therefore, should exercise caution as they approach factual proffers based on
witness interviews. In that regard, counsel should have a written understanding in place with
the relevant governmental agency that the factual proffer is not intended to effect a waiver.
Moreover, counsel should consider other means to avoid an inadvertent waiver, such as not
providing verbatim recitations of witness interviews and attempting instead to proffer facts
surrounding particular issues under investigation, drawing on the witness interviews and
other sources to inform the proffer.

PR, Al 3t R N TR S A SCUEdR I NS I AEIX 7T, VR B 24 5 A R BUR AL
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it was as if the non-party company had “effectively produced [the] notes to the SEC.” See also Gruss
v. Zwirn, 09 Civ. 6441, 2013 WL 3481350 (S.D.N.Y. July 10, 2013) (finding a work-product waiver
where counsel “deliberately, voluntarily, and selectively disclosed to the SEC” summaries of twenty-
one witness interviews in a PowerPoint presentation).

1 No. 17-20301-ClV, 2017 WL 6041750 (S.D. Fla. Dec. 5, 2017). N0.75-20301-CIV, 2017 WL 6041750
(S.D.Flas.Fid. 2017 %5 H) .

2 N, 1 IFRR 525 542> v, Vitesse Semiconductor Corp.— &1, A4 7 A F) #2214k
TR ) [71) 4F 2758 47 25 /A AT T 20 IE NTHNR H k18 5% . No. 10 Civ. 9239, 2011 WL 2899082, at *1-3
(S.D.N.Y. 2011 7 H 14 H). 288 NFHIK B 1X L iE N TR B2 12 FE R BT sh o $E X se 284,
B HL X VARG AN, JESFE T AR OB TAERCGRRY, BN Skicsg o vedl, DEnEFESE T A
H O SO IR F 5525 IR —FE . 2% Gruss v. Zwirn, 09 Civ. 6441, 2013 WL 3481350
(S.D.N.Y. 2013 4 7 H 10 H) GAE TAEREFA, FONEEB WA &, BB HERE i ir 52 42
AP FE 1 "PowerPoint £ = A - —HE AR IESR) o
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C. Do Not Rely on “Selective Waiver”

AER B FEEFR

Reporting only on the facts learned in an investigation may not provide a sufficiently
comprehensive account to the U.S. government to preclude an indictment or to achieve an
otherwise favorable resolution. In these circumstances, a company may conclude that the
benefits of full disclosure outweigh the costs of waiving the privilege, and hope to make an
agreement with the U.S. government whereby privileged information can be disclosed to the
government without waiving privilege with respect to third parties. This principle, called
“selective waiver,” is disfavored in most federal jurisdictions in the U.S., and should be
approached with caution.”

SR AR T A P SRR FH S VF AN RESS SR B BUR SR L2 8 i (E R, DUR B Gkt iR el S
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74

If the company does intend to disclose privileged material to the U.S. government, it should
first attempt to obtain an agreement from the U.S. government that it will keep the
information confidential (often called a “McKesson letter”). Future plaintiffs, however, will
not be parties to this agreement, and some courts have found that productions of privileged
materials pursuant to confidentiality agreements with the U.S. government nonetheless
constitute a waiver.”> Notwithstanding the risk, these agreements can still be worthwhile
because they limit the chance that the U.S. government will argue that a voluntary production
constitutes a waiver. Recently, a federal appellate court held that the disclosure of privileged
communications to the government pursuant to a confidentiality agreement did not waive
privilege, even when the agreement contained language that permitted the government to
disclose the communications to third parties under certain circumstances.”® Simply put, a

73 Compare Diversified Indus., Inc. v. Meredith, 572 F.2d 596, 611 (8th Cir. 1978) (en banc) (adopting
doctrine of selective waiver to encourage “corporations to employ independent outside counsel to
investigate and advise them in order to protect stockholders, potential stockholders and customers”),
with In re Pac. Pictures Corp., 679 F.3d 1121, 1127-28 (9th Cir. 2012) (rejecting selective waiver and
noting that the doctrine had been “rejected by every other circuit to consider the issue since” the
Eighth Circuit considered it in Diversified Industries).

74 Compare Diversified Indus., Inc. 7F Meredith, 572 F.2d 596, 611 (38 /\i&[A], 1978) (4 /HWrE)
CRYVEFEVEARUEI,  Sh“ M AR AR« T AE R AR AN 7 1 A 7 A0 iR At ) > gk 47
A , LUK In re Pac. Pictures Corp., 679 F.3d 1121, 1127-28 (%5 fLi& 8], 2012) (FE4Ak#R1E:
FA IR, B\ ENEGAE 2 o2 U7 0 25 RAZ R DASK, 12 S5 0 LAl e b i st ) Al %
WEERT IR RN o

5 See, e.g., In re Columbia/HCA Healthcare Corp. Billing Practices Litig., 293 F.3d 289, 302-04 (6th
Cir. 2002); Westinghouse, 951 F.2d at 1424-27, 1431. But see Saito v. McKesson HBOC, Inc., No.
Civ.A. 18553, 2002 WL 31657622, at *11 (Del. Ch. Nov. 13, 2002) (“I adopt a selective waiver rule for
disclosures made to law enforcement agencies pursuant to a confidentiality agreement.”).

76 In re Grand Jury 16-3817 (16-4), 740 F. App'x 243, 245 (4th Cir. 2018) (noting that the agreement
contained language permitting the government to disclose information “to the extent that [the
government] determines in its sole discretion that disclosure would be in furtherance of the
[government’s] discharge of its duties and responsibilities or is otherwise required by law”). A &
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confidentiality agreement is beneficial, but even with an ironclad agreement in place,
companies should not expect that materials produced to the U.S. government will be immune

from subsequent disclosure in civil litigation. %15 4l 30 IE A =000 58 E EUR 3% 25 52 R RUER T 1
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D. Exercise Care in Communications with Outside Auditors
£S5 SRS T VA B 0 4 1R

As a general matter, disclosure of privileged information to external auditors constitutes a
subject-matter waiver of the attorney-client privilege.”® Auditors, however, typically recognize
that demanding privileged information would put the company in an untenable position, and
they are often receptive to a company’s waiver concerns. To the extent that auditors have
continued to request more detailed information in the wake of high-profile accounting fraud
cases, companies need to be prepared to communicate with their auditors about internal
investigations in a way that will not constitute a waiver of the privilege. Some tips follow:

R, XA U R 52 A LR A JE A BRI — 7 R AU R ISR AL . ToH
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Consider briefing the auditors from the outset of the investigation. Have a candid
conversation with them about the need for outside counsel to maintain privilege,
while still providing them the information they require to perform their procedures.
Enlist the help of the general counsel, the head of the internal audit department, or
other appropriate in-house personnel to facilitate the dialogue between outside
counsel and the independent auditors.
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Focus on process. Without revealing privileged legal advice, provide the auditor
detailed information about the investigative process—the investigation’s structure,

16-3817 (16-4) , 740 F. App'x 243,245 (4th Cir.2018) GEEFZIMUEEHIE S R UFBUR IR (5
BEBURTITER A BAT RGE SR 2N 1Rt [BURTEAT IR ST M SUE, Bk AEES .

7 2#24), Inre Columbia/HCA Healthcare Corp. Billing Practices Litig., 293 F.3d 289, 302-04 (
75 ME, 2002); Westinghouse, 951 F.2d, il 1424-27, 1431, /42 Saito 7 McKesson HBOC,
Inc., No. Civ.A. 18553, 2002 WL 31657622, at *11 (FrhifE M fiFikkt, 2002 4F 11 A 13 H) C“XfFAR
P IR P B HIEN AR R, R GNE BN FERN™)

8 See, e.9., Chevron Corp. v. Pennzoil Co., 974 F.2d 1156, 1162 (9th Cir. 1992).
19 2247/, Chevron Corp. v. Pennzoil Co., 974 F.2d 1156, 1162 (%5 9 i [[, 1992).
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the personnel involved, the document preservation steps that were taken, the number
of interviews conducted, the number of documents reviewed, the outside accountants
and vendors employed, and any other relevant information. The stronger the
investigative process and the more complete the description of the process, the more
likely it is that the auditors will feel comfortable with the reliability of the
investigation.
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If necessary, provide factual proffers to the auditors orally, rather than in a written,
discoverable document.
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Finally, while the disclosure of privileged information to auditors will likely waive the
attorney-client privilege, work-product protection may remain intact because the auditor is
not adverse to the client.8® Although this view is not universally held,8! if the client cannot
avoid disclosure of privileged information to its auditors, counsel should zealously argue in
subsequent civil litigation that work-product protection remains intact.
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AR BN THIIAZE PRI ILTr . 82 RAERE ZM R NI A, 83 Han R
0 R 3 G 5 0 L T R S AR BOAE R YRR B 2 A JE SR R PR A R K T
VERCRORT TR R

V. Conclusion 7B

The consequences of a waiver of attorney-client privilege or attorney work-product protections
can be significant. Even if these protections are not applicable under Chinese law, waiving
them can expose the company to additional problems or liability in the United States. It is

80 See, e.g., Merrill Lynch & Co. v. Allegheny Energy, Inc., 229 F.R.D. 441 (S.D.N.Y. 2004) (finding no
waiver of work product because the role of an auditor “simply is not the equivalent of an adversarial
relationship contemplated by the [attorney] work product doctrine.”)

81 Compare SEC v. Schroeder, No. C07-03798, 2009 WL 1125579, at *8-9 (N.D. Cal. Apr. 27, 2009)
(finding work-product protection applied to documents that had been disclosed to a company’s
auditors), with Medinol, Ltd. v. Boston Scientific Corp., 214 F.R.D. 113, 116 (S.D.N.Y. 2002) (holding
that disclosure of the meeting minutes of a Special Litigation Committee to the company’s auditors
waives work-product protection because the disclosure “did not serve any litigation interest . . . or any
other policy underlying the [attorney] work product doctrine” and because the auditors’ interests
“were not necessarily united with those of” the company).

82 2% %<4/ Merrill Lynch & Co. v. Allegheny Energy, Inc., 229 F.R.D. 441 (S.D.N.Y. 2004) G\ TAE
B FERAS AL, RO & THIM AR A AN i 1 B bt 55 ] T [ O] AR B SR J DU SRR B R G &R e ™)

83 24 SEC v. Schroeder, No. C07-03798, 2009 WL 1125579, at *8-9 (il 1kIX, 20094 4 H 27 H)
OAE TAE AR R H T 1) 2 w) B I 1R SCF), BLA. Medinol, Ltd. v. Boston Scientific Corp.,
214 F.R.D. 113, 116 (A1 X, 2002) AR 2w v i3 # Rl r VA 23 R 2 2 W S B M o) TAE
AR T, RO Z I 25 A A AT YR VAR 5 ... BV A [ U] A% ol R I DU 2 it 6 A ) L Ath g
#F, HHEHmmR A —g 5 A" MR &E—25) .
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therefore critical that attorneys conducting privileged internal investigations remain
continually focused not only on conducting a credible, comprehensive investigation, but also
on doing so in a manner that ensures the integrity of the attorney-client privilege, attorney
work-product protection, and other applicable privileges and protections. This article has
explained that pitfalls with respect to waiver exist at every stage of an internal investigation.
Nonetheless, with careful planning and vigilance, attorneys can guide their clients safely
through an internal investigation while minimizing these downstream risks.
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W, X EEBON W] e A 2w AL SR AT I B HA N ) AR AR A SR RS o DRI R EAT SRR AR
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If you have any questions concerning the material discussed in this article, please contact the
following attorneys:

AR P AT R TR BT AE TSR], IR AR T ST .

Eric Carlson (4L &%) +86 21 6036 2503 ecarlson@cov.com
Min He (&0 +86 10 5910 0510 mhe@cov.com
Helen Hwang (3 E¥) +86 21 6036 2520 hhwang@cov.com
Robert Williams  (Z'{45) +86 21 6036 2506 rwilliams@cov.com
Ping An (“%>F) +86 21 6036 2512 pan@cov.com
James Yuan (¥E%1) +86 21 6036 2516 jyuan@cov.com
Huanhuan Zhang (FK¥X¥K) +86 21 6036 2515 hzhang@cov.com
Audrey Zhi  (3ZH) +86 21 6036 2609 azhi@cov.com

This information is not intended as legal advice. Readers should seek specific legal advice before acting with
regard to the subjects mentioned herein.
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In an increasingly regulated world, Covington & Burling LLP provides corporate, litigation, and regulatory
expertise to help clients navigate through their most complex business problems, deals and disputes. Founded in
1919, the firm has more than 800 lawyers in offices in Beijing, Brussels, Dubai, Frankfurt, Johannesburg,
London, Los Angeles, New York, Palo Alto, San Francisco, Seoul, Shanghai, and Washington.

FEWE H 2 PR A B, BESCledn RARIM S IO R PR AR L R RE T HnR, DA B AR A
FBDIL S AR, S ME ZARITH ST T 1919 4F, TEALRT. S SR, WF. ERAm. LN EiE,
R EAHL. A2, SRR, HE. B/R. L. RESRAERRE AL, 1 800 £ 4.

This communication is intended to bring relevant developments to our clients and other interested colleagues.
Please send an email to unsubscribe@cov.com if you do not wish to receive future emails or electronic alerts.
A G L R IRATHIZ 7 KA A MR [ S AR SC R B . A SRR AN SRS L s 3 AR, T A IE IS

% unsubscribe@cov.com.
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