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High Court finds Morrisons
vicariously liable for data breach 
Joseph Jones and Ruth Scoles Mitchell of Covington & Burling LLP report on the UK’s first
successful privacy class action.

On 1 December 2017, the High
Court of England and Wales
found the fourth-largest

supermarket chain in the UK, Wm
Morrisons (Morrisons), vicariously
liable for a data breach caused by the
intentional criminal actions of one of
its employees, namely the leaking of
payroll information online.

The breach affected almost 100,000
Morrisons employees and the action,
brought by 5,518 former and current
employees, is considered to be the first
of its kind in the United Kingdom. The
data compromised in the breach
included personal data such as names,
addresses, and bank account details.
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In March 2014, payroll data relating to
almost 100,000 Morrisons employees
was disclosed on a file-sharing website
by a disgruntled Morrisons employee
Andrew Skelton. Skelton had been
entrusted by Morrisons with the data
for the purpose of facilitating account
auditing. He copied the dataset onto a
personal USB drive and posted it to a
file-sharing website. He was found to
be criminally liable for the breach and
was imprisoned for eight years for
fraud, securing unauthorised access to
data, and disclosing personal data.

A legal action seeking damages on
behalf of 5,518 former and current

Morrisons employees whose data was
leaked was premised on Morrisons
being either directly liable or vicari-
ously liable1 for Skelton’s acts. The
action alleged that Morrisons had com-
mitted a breach of statutory duty under
the Data Protection Act 1998, among
other things.
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The High Court held that Morrisons
was not directly liable for the breach.
The judgment states that where a cor-
poration “is in no sense responsible for
authorising or requiring” the breach
and the employee is acting against the
employer’s wishes in committing the
breach, the liability may be vicarious
but not direct (para. 49).
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The High Court ruled that vicarious
liability under the Data Protection
Act 1998 may be applicable notwith-
standing the fact that the Data Protec-
tion Act does not expressly refer to it.
Citing past case law (Majrowski [2006
UKHL 34]), the High Court held that
employers can be vicariously liable
for the actions of their employees
where an employee commits a breach
of statutory obligations, while acting
in the course of his employment,
unless legislation expressly or
impliedly indicates otherwise. More-
over, the High Court reasoned that
vicarious liability could further the
legislative purpose of the Data Pro-
tection Act: to protect the rights of
data subjects.

On the facts of the case, the High
Court found Skelton to have been
acting “in the course of employment”,
adopting a broad interpretation of the

scope of employment (consistent with
past case law: Bazely v Curry [1999 174
D.L.R. 4th 45], Lister [2001 UKHL 22]
and Mohamud [2016 UKSC 11]).
Accordingly, Morrisons was held to be
vicariously liable.

In addition to the central issue of
vicarious liability, the High Court

addressed a number of other issues,
including:
•    pÉÅìêáíó= ëí~åÇ~êÇë. The High

Court clarified that the fact that a
level of security is available but has
not been implemented does not —
by itself — amount to a failure to
reach an appropriate standard.
Applying a balancing test is neces-
sary. The High Court found that
Morrisons had violated the security
principle of the Data Protection
Act 1998 by not having a policy for
deletion of data held outside its
normal secure repository. However
that violation did not cause any loss
nor did it enable Skelton’s breach.
On the facts of the case, therefore,
the High Court found that Mor-
risons did provide “adequate and
appropriate [security] controls”.

•    bãéäçóÉÉ= ãçåáíçêáåÖ. The High
Court considered routine employee
monitoring as needing justification
on an individual basis. Active mon-
itoring is not the norm in business-
es such as Morrisons and may be
deemed unnecessary in the context
of its business.
Unhelpfully, the High Court did not

resolve the dispute as to the burden of
proof. In other words, it remains unclear
whether a claimant needs to prove a vio-
lation of the Data Protection Act 1998
or whether the defendant needs to prove
that its arrangements were appropriate.
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The ruling could have widespread
implications for employers and poten-
tially lead to more actions of this kind.
The ruling means that employers that
may not have directly or actively
breached their data protection obliga-
tions under UK data protection legisla-
tion may nonetheless be held to be vic-
ariously liable for an employee’s acts,
notwithstanding that the employee
acted independently and that it was not
unreasonable for the employer to
entrust the employee with the data.

The High Court held that employers 
can be vicariously liable for the actions 

of their employees.



Further, this liability is, apparently, not
diminished by the fact that the
employee’s acts were deliberate and
specifically intended to cause harm to
the employer (as was the case on the
facts for Morrisons and Skelton).

Interestingly, and at the end of the
judgment, the judge indicated that he
was “troubled” by the ruling as it could
be interpreted as furthering the criminal
aims of Skelton, specifically his aim to
hurt his employer, Morrisons. The
judge recognised that the issues raised
were suitable for consideration by a

higher court. Reports indicate that
Morrisons will appeal.

This is possibly the UK’s first data
protection “class action”, a trend which
may increase from May 2018 when the
EU General Data Protection Regulation
rules come into force, including those
contemplating collective actions for
redress in respect of data breaches. The
Regulation makes use of the EU concept
of “undertaking”, which in the competi-
tion law context has led to parent com-
panies being held liable for the acts of
their wholly owned subsidiaries.
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1    Refers to a situation where someone
is held responsible for the actions or
omissions of another person.
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On 8 January, The ICO issued Car-
phone Warehouse with one of the
largest fines in the history of the ICO.
The fine was issued for a security
breach that took place in 2015 and
compromised customer data including
names, addresses, phone numbers,
dates of birth, marital status and, for
more than 18,000 customers, historical
payment card details.

In July 2015, the company’s IT
system suffered a cyber-attack, origi-
nally from an IP address in vietnam.
One of the vulnerable areas was the
content management system Word-
Press that was considerably out of date.
Later, Carphone Warehouse admitted
that valid log-in details had been used
to access the system. The attacker
accessed numerous databases and may

have exported personal data. Although
it is not certain that personal data has
been sent out of the system there is a
strong possibility that it has happened,
the ICO says. The company’s failure to
secure the system allowed unautho-
rised access to the personal data of over
three million customers and 1,000
employees.

At the time of the attack, the com-
pany had no Web Application Firewall.
The ICO says that a firewall would
have most likely stopped the unautho-
rised access. None of the servers in the
system had antivirus technology. 

Information Commissioner Eliza-
beth Denham said: “A company as
large, well-resourced, and established
as Carphone Warehouse, should have
been actively assessing its data security

systems, and ensuring systems were
robust and not vulnerable to such
attacks.”

“Carphone Warehouse should be at
the top of its game when it comes to
cyber-security, and it is concerning that
the systemic failures we found related to
rudimentary, commonplace measures.”

The Commissioner acknowledges
the steps Carphone Warehouse took to
fix some of the problems and to protect
those affected. She also acknowledges
that to date there has been no evidence
that the data has resulted in identity
theft or fraud.  

• See https://ico.org.uk/media/action-
weve-taken/mpns/2172972/carphone-
warehouse-mpn-20180110.pdf

Carphone Warehouse fined £400,000 for data
security breach

The government has launched a consul-
tation on the Investigatory Powers Act
2016 (IPA) in light of the 2016 decision
by the Court of Justice of the European
Union. The CJEU said that the UK’s
law was incompatible with EU law.
The government accepted that there
was no provision for independent
authorisation of requests for access to
retained data; and the prime purpose
for retaining and accessing data was not
limited to serious crime.

The government now proposes that
offences carrying a potential prison

sentence of six months or more should
be considered “serious crimes” for
which communications data can be col-
lected. In future, it would not be possi-
ble to collect communications data for
the purpose of public health, collecting
taxes or regulating financial markets. In
addition, the government would set up
a new body, the Office for Communi-
cations Data Authorisations to autho-
rise or decline law enforcement
requests.

However the main point in the
CJEU’s decision was extensive data

retention. Revision of the law in that
respect is important should the UK
need to apply for an EU adequacy
determination for international data
transfers. It is not certain whether the
UK would currently satisfy the ade-
quacy test due to the bulk data reten-
tion provisions in the IPA. The consul-
tation was open until 18 January. 

• See www.gov.uk/government/
uploads/system/uploads/attachment_dat
a/file/663668/November_2017_IPA_Co
nsultation_-_consultation_document.pdf

Government proposes to amend the
Investigatory Powers Act 
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Organisations need to prepare a response plan and take a 
joined-up approach when communicating with stakeholders. By
Richard Jeens and Mohan Rao of Slaughter and May.

Organisations discuss how to
demonstrate GDPR compliance
Companies are well on track with compliance programmes but  different
approaches to GDPR-readiness emerge. By Laura Linkomies. 

APL&B Roundtable, hosted
by Mark Keddie, Global
Data Protection Officer,

Dentsu Aegis Network, on 30
November 2017, was organised to
facilitate peer-to-peer discussions
with a small group on EU GDPR
compliance. The next event in this
series takes place in London on 

31 January (more information at the
end of the article).

A “business as usual” approach
will not work in organising compli-
ance with the GDPR. It is important
to connect with the departmental
managers who are responsible for

No one working in the data
privacy space will have
failed to notice that the

number, scale and consequences of
data breaches have all increased in
recent months. Unsurprisingly this
has led to many more “so what are we
doing about it” questions from senior

executives. The recent Morrisons’
decision1 and arrival in May this year
of the GDPR, with its mandatory
notification regime and significantly
increased monetary sanctions, hardly
calm the nerves. However, in our

Continued on p.5

Continued on p.3

Practical handling of data
breaches now and post-GDPR 
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What about data transfers
after Brexit?
The UK will become a third country after March 2019, the EU Com-
mission stated earlier this month (p.23). The government’s view is that
adequacy should be easy to achieve as the UK is implementing the
GDPR and has a long tradition in data privacy. Whether the EU’s
reminder is just a political message to get on with things, or implying
that the UK regime has pretty strong surveillance powers, which could
stand in way of an adequacy decision, is a matter of great interest to
any company dealing with EU citizens’ data.

Giving evidence to the House of Commons Home Affairs Committee
in December, Elizabeth Denham, the Information Commissioner, said
that she would favour a transition agreement to cover all personal data.
This could be a bespoke agreement as part of the withdrawal negotia-
tions. “The UK stands a very good chance at that kind of mutual
recognition agreement in a transitional period, because there is no
other country that is as close to the EU when it comes to the law,” she
said. “You could carve out law enforcement.”

The House of Lords has pointed out that the UK Data Protection Bill
does not mention data protection as a qualified fundamental right. To
include that would also send the right message to the EU. The Lords,
who are in favour of this amendment, are moving on to the third read-
ing of the bill as we go to print. Several amendments have been made,
see p.10.   

For now, organisations are busy organising many aspects of GDPR
compliance, for example data breach notification (p.1) and marketing.
The future e-privacy regime is still being debated at European level, but
organisations can rest assured that not everything will change (p.16).

In this issue we also report on Artificial Intelligence (p.14), and inves-
tigate training options for Data Protection Officers (p.19). Join us on
31 January in London for a peer-to-peer discussion on GDPR imple-
mentation, see www.privacylaws.com/events

Laura Linkomies, Editor
PRIvACY LAWS & BUSINESS 
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