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DOD Issues Further Guidance on
Implementation of DFARS Cyber Rule

By Susan B. Cassidy and Calvin Cohen’

The Director of the Defense Pricing/Defense Procurement and Acquisition
Policy recently issued guidance to Department of Defense acquisition
personnel in anticipation of the December 31, 2017 date for contractors to
implement the security controls of National Institute of Standards and
Technology Special Publication 800-171. The authors of this article discuss
the guidance, which represents a forward leaning approach to addressing
industry concerns and questions with regard to the Defense Federal
Acquisition Regulation Supplement Cyber Rule.

The Director of the Defense Pricing/Defense Procurement and Acquisition
Policy (“DPAP”) recently issued guidance! to Department of Defense (“DOD”)
acquisition personnel in anticipation of the December 31, 2017 date for
contractors to implement the security controls of National Institute of
Standards and Technology (“NIST”) Special Publication (“SP”) 800-171. The
guidance outlines (i) ways in which a contractor may use a System Security Plan
(“SSP”) to document implementation of NIST SP 800-171; and (ii) provides
examples of how DOD organizations could leverage a contractor’s SSP and
related Plan of Action and Milestones (“POA&M”) in the contract formation,
administration, and source selection processes.

COVERED DEFENSE INFORMATION (“CDI”)

The guidance states that DOD “must mark, or otherwise identify in the
contract, any covered defense information that is provided to the contractor,
and must ensure that the contract includes the requirement for the contractor
to mark covered defense information developed in performance of the
contract.” Although the requirement for DOD to mark data provided to the
contractor during performance is clear, the guidance is less clear as to
information developed in performance of the contract. In particular, noting a
“requirement for the contractor to mark” information developed during
performance, without specifying which information needs to be marked (i.e.,

" Susan B. Cassidy is a partner at Covington & Burling LLP advising clients on the rules and
regulations imposed on government contractors, with a special emphasis on the defense and
intelligence sectors. Calvin Cohen is an associate in the firm’s Government Contracts and Data
Privacy and Cyber Security practice groups. The authors may be reached at scassidy@cov.com
and ccohen@cov.com, respectively.

L htep:/fwww.acq.osd.mil/dpap/policy/policyvault/ USA002829-17-DPAPpdf.
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specifying a particular Contract Data Requirements List (‘CDRL”) presents a
compliance challenge and increases the opportunity for miscommunications
between DOD and its contractors. The DOD’s slides and statements at the
June 2017 Industry Day were more explicit, noting that the DOD must

[dJocument in the contract (e.g., Statement of Work, CDRLs)
information, including covered defense information, that is required to
be developed for performance of the contract, and specify requirements
for the contractor to mark, as appropriate, information to be delivered
to DoD. (see, e.g., MIL-Handbook 245D, and Contract Data
Requirements List (CDRL) (DD Form 1423)).2

Contractors may see additional clarification of this point in the Frequently
Asked Questions that DOD is expected to issue soon. Otherwise, contracting
personnel may take a narrow view of their responsibilities to identify CDI that
will be developed during performance.

IMPLEMENTATION OF NIST 800-171 SECURITY CONTROLS
The guidance recognizes that NIST SP 800-171 provides latitude to

contractors for how they choose to implement applicable security controls and
for how contractors assess their own compliance with those requirements.
DOD recognizes that compliance with NIST SP 800-171 involves both
policy/procedures and technical controls. To the extent that a contractor seeks
additional clarification as to the interpretation of NIST SP 800-171 security
controls, the guidance points contractors to the corresponding NIST SP
800-53 security controls, as well as the 800-53 Supplemental Guidance.

DOCUMENTING COMPLIANCE WITH AN SSP

Under 252.204-7012(b)(2)(ii)(A), contractors “shall implement 800-171, as
soon as practical, but not later than December 31, 2017.” Key to that
implementation is the 110th security control, which was added in Revision 1
to NIST SP 800-171. This control requires contractors to create an SSP, which
“describe[s] the boundary of [a contractor’s] information system; the opera-
tional environment for the system; how the security requirements are imple-
mented; and the relationships with or connections to other systems.”

At the June 23, 2017 Industry Day, DOD clarified that if a contractor is not
in compliance with all 110 security controls by December 31, 2017, but has an
SSP and POA&M that accurately reflect the status of its compliance with those

2 See Cybersecurity Challenges, Protecting DoD’s Unclassified Information, June 23, 2017
Industry Day at Slide 27, available at http://dodcio.defense.gov/Portals/0/Documents/Public
Meeting-Jun 23 2017 Final.pdfver=2017-06-25-022504-940.
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ImpLEMENTATION OF DFARS CyBER RULE

controls, that contractor has “implemented” 800-171 for purposes of the 7012
clause.® In the guidance, DOD further noted that in addition to a POA&M,
the SSP should “describe how and when any unimplemented security require-
ments will be met, how any planned mitigations will be implemented, and how
and when they will correct deficiencies and reduce or eliminate vulnerabilities
in the systems.” DOD again noted that there is no required format for an SSP
and that it may be separate or combined documents.

ROLE OF THE SSP AND POA&M IN CONTRACT FORMULATION,
ADMINISTRATION, AND SOURCE SELECTION

Revision 1 to NIST SP 800-171 provides that federal agencies may consider
a contractors SSP and POA&Ms as “critical inputs to an overall risk
management decision to process, store or transmit CUI [controlled unclassified
information]” on a contractor’s internal networks. Although not mandatory,
agencies will be permitted to use implementation of NIST SP 800-171 as an
evaluation criteria. The guidance notes the following examples:

*  “Using proposal instructions and corresponding evaluation specifics” as
to the implementation of NIST SP 800-171 to permit DOD to
determine “whether it is an acceptable or unacceptable risk to process,
store, or transmit” CDI on a contractor’s system;

*  “Establishing compliance with [Defense Federal Acquisition Regulation
Supplement (“DFARS”)] 252.204-7012 as a separate technical evalu-

ation factor”;

* Identifying any NIST SP 800-171 security requirements not imple-
mented at the time of the award and including associated POA&M:s
implementation; and/or

*  “Identifying in the solicitation that all security requirements in NIST
SP 800-171 must be implemented at the time of award.”

Because contractors have objected that SSPs contain highly sensitive data
about their networks, the guidance suggests that contracting officers incorpo-
rate the SSPs by reference as part of the contract. Thus, the accuracy of the SSPs
and compliance with the POA&Ms are crucial because by incorporating these
documents, DOD would make compliance with those documents a contractual
obligation. This contractual obligation is further exacerbated by DFARS
252.204-7008, which provides that by submitting the offer, a contractor is
representing that it has implemented the 800-171 security controls, including
the requirement for an SSP.

3 See, id., Cybersecurity Challenges, Protecting DoD’s Unclassified Information, June 23,
2017 Industry Day at Slide 46.
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This guidance represents DOD’s forward leaning approach to addressing
industry concerns and questions with regard to the DFARS Cyber Rule. The
next iteration of Frequently Asked Questions is expected soon and should
provide further guidance to contractors.
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