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Since the advent of publishing on the
Internet, media companies have been
rightly concerned about the problem of
international jurisdiction. Repeatedly,
media companies with few contacts
outside of the United States have been
subjected to the jurisdiction of distant
courts in countries from Australia to
Zimbabwe applying their own domestic
law to content that should be governed
by the First Amendment and the standards set by U.S. law.1
One of the most significant concerns to media companies globally has
been the rise of the so-called “right to
be forgotten” in the European Union
(“EU”) and elsewhere, as well as the
general ascendance of privacy concerns
in the context of newsgathering and
publishing news and information. The
right to be forgotten, recently enforced
against Google to require articles to
be de-listed from search results, has
a long history in the EU.2 Two 2016
cases in Belgium3 and Italy4 required
newspapers to anonymize articles
under right to be forgotten petitions,
with one saying that the public’s right
to information has an expiration date
as short as two years. Although this
trend has not been universal,5 it is likely
that publishers will continue to receive
data anonymization orders from certain
European courts.
This concept and a wide array of
new privacy obligations are now part
of the General Data Protection Regulation (“GDPR”), the largest and most
significant overhaul of EU privacy law
in more than 20 years. The GDPR will
be a sea-change in EU privacy law for

many reasons, including fines that can
amount to as much as 4 percent of a
company’s global revenues and the creation of a new and powerful pan-European privacy regulatory agency.
The GDPR enters into force on May
25, 2018. European media companies,
to be sure, are gearing up to comply
with the GDPR. The open question
for companies operating outside of the
borders of Europe, however, is whether
this stringent new regulation will apply
to them, even though they have little or
no actual presence within the EU.
The GDPR aspires to a broad jurisdictional reach, and is almost certainly
intended to cover companies with
websites that use cookies and other
tracking devices to monitor people in
the EU. Once subject to the GDPR’s
jurisdiction, a non-EU media company
could be confronted with substantial
enforcement burdens, such as court
orders to fulfill right to be forgotten
requests that would be untenable under
American law — and face substantial
fines for refusing to comply with such
an order.
Even though the GDPR aspires to
global jurisdiction, that aspiration does
not answer the question of whether an
EU law can have extraterritorial effect
outside the boundaries of Europe.
There are longstanding rules and norms
of international jurisdiction that must
be satisfied before regulatory agencies
and courts can exercise jurisdiction over
distant subjects.
This article analyzes those principles
and concludes that pure U.S. media
companies would have persuasive
arguments against the jurisdiction of
EU regulatory authorities and courts to
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and practical issues that arise from
resisting an order under the GDPR
that companies will take into consideration.
I. The GDPR
The GDPR was developed with the
goal of providing consistent privacy
protections for individuals across the
EU.6 Prior to the adoption of the
GDPR, each EU member country
implemented its own data privacy laws
under the guidance of the 1995 EU
Data Protection Directive (the “Directive”).7 The result was a patchwork of
somewhat divergent privacy protections among EU countries, which
led to claims that companies could
strategically select their EU country
affiliations based on the strength of
local privacy laws.8 The GDPR aims
to “harmoni[ze]” privacy laws in the
EU by providing the same strong data
protections for the entire region.9
In addition to harmonizing privacy protections across the board, the
GDPR broadens the jurisdictional
reach of the Directive.10 The GDPR
covers data controllers and processors
outside the EU if they offer goods and
services to, or monitor the behavior of,
EU data subjects.11 Behavior monitoring occurs when a natural person
is “tracked on the internet,” including
the use of personal data to “profil[e] a
natural person, particularly in order to
take decisions concerning her or him
or for analy[zing] or predicting her or
his personal preferences, behavio[rs]
and attitudes.”12 Personal data is
defined as “any information relating
to an identified or identifiable natural
person ‘data subject’; an identifiable
person is one who can be identified,
directly or indirectly, in particular by
reference to an identifier such as …
[an] online identifier.”13 The intention
behind this broad scope is to “ensure
that individuals are not deprived of

protection of their data” when they
are in the EU, and to “enhance[] legal
certainty for controllers and data subjects.”14 The GDPR’s intended jurisdiction almost certainly aspires to cover
websites and services outside of the EU
that use cookies to monitor the behavior of individuals in the EU.
II. The Jurisdictional Aspirations of the
GDPR
The GDPR contains a broad jurisdictional test. There are, however,
specific principles under international
law to assess when the extraterritorial
reach of a state is permissible under
international law.
A. Bases for International Jurisdiction
Under international law, there are
several traditionally recognized bases
for asserting jurisdiction, including
the territoriality principle, the nationality principle, the passive personality
principle, and the protective principle.15 Especially with regard to online
conduct, states have also increasingly
exercised jurisdiction under variations of these principles such as the
objective territoriality test and the
effects doctrine.
Territoriality and Nationality. The
most commonly invoked principles
are territoriality and nationality,
which permit states to assert jurisdiction over what happens within their
borders16 as well as over acts committed by individuals and organizations
of the state’s nationality (even if
those acts take place outside of the
state’s physical territory).17 A variation of the traditional territoriality
concept is the so-called “objective
territoriality principle,” under which
a state can assert jurisdiction over
acts that were initiated abroad but
completed within a state’s territory, as well as where a “constitutive
element of the conduct” occurred in
the state.18 The jurisdictional test in
the Directive appears to be a manifestation of the objective territoriality
principle because it allows European
regulators to assert jurisdiction over
foreign websites or online service
providers based solely on their use of
equipment or the location of servers

within the EU.19
Passive Personality and the
Protective Principle. In addition to asserting jurisdiction over
acts committed abroad by their
own nationals, states can sometimes
assert jurisdiction for acts committed against their own nationals by
foreigners. The passive personality
principle permits states to exercise
authority based on their connection
to the victim of illegal conduct.
Although this basis for jurisdiction
has ordinarily been limited to serious
crimes (e.g., terrorist attacks or assassinations) as opposed to ordinary
torts or crimes,20 it has occasionally
been applied in the civil law context
as well.21 The United States has traditionally disfavored exercising jurisdiction under this principle, but more
recently U.S. courts have recognized
it in certain instances such as acts of
terrorism.22 The protective principle
extends this idea to allow the state to
protect itself (rather than its citizens)
from harmful acts inflicted outside of
its territory.23
The Effects Doctrine. Finally, under
the so-called “effects doctrine,” states
can assert jurisdiction based on the
fact that conduct taking place entirely
outside of the state has substantial
effects within the state.24 The concept
is closely related to the objective territoriality idea, but it does not require
that any element of the conduct
being regulated actually take place
within the territory of the state.25 The
effects doctrine is generally regarded
as the most controversial basis upon
which to assert jurisdiction under
international law, but despite criticism from legal scholars has become
widely used with regard to conduct
over the internet.26

prove why it is reasonable to exercise
extraterritorial jurisdiction under any
one of the bases described above.27 The
Third Restatement of Foreign Relations Law provides various factors for
the courts to balance in making this
determination — a limitation on the
exercise of jurisdiction reflected in U.S.
domestic law that has also emerged as a
principle of international law.28 These
factors include:
(1) the link of the activity to the territory of the regulating state, including
whether it has a “substantial, direct,
and foreseeable effect,”
(2) the connections between the
regulating state and the person who is
principally responsible for the activity
or the person who is supposed to be
protected,
(3) the nature of the activity, its
importance to the regulating state,
and the extent to which other states
regulate it,
(4) the “existence of justified expectations that might be protected or hurt
by the regulation,”
(5) the importance of the regulation
to the international system,
(6) the extent to which the regulation
is consistent with the traditions of the
international system,
(7) the extent to which another state
may have an interest in regulating the
activity, and
(8) the likelihood of conflict with
regulation of another state.29

If an evaluation of these factors
suggests that the extraterritorial application of the law in question would be
unreasonable, courts are likely to find
that there is no jurisdiction.
The concept of reasonableness deB. Reasonableness Analysis in
scribed in the Third Restatement is also
International Jurisdiction
closely aligned with the principle of comity, which is often characterized as the
The mere fact that conduct or activity falls under one of these bases for “golden rule” among nations — that is,
jurisdiction does not necessarily justify that each state should respect the laws,
its exercise. The current presumption in policies, and interests of other states
international law is that the party seek- just as it would have others respect its
own in similar circumstances.30 Comity
ing to assert jurisdiction has to further
dictates that states should generally
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avoid extraterritorial application of
their laws against foreign citizens where
those laws conflict.31 Where two states
have concurrent jurisdiction over an
individual or a particular act, states
should do a balancing test and defer
to the state whose interests are clearly
greater.32
In data protection and other internet-related cases, determining whether a
jurisdictional basis should be exercised
can be quite complex. The courts may
consider the place where the data controller is established; the place where
personal data is stored or processed; the
place where the allegedly wrongful act
occurs; the residence of the data subject; and the use of cookies or similar
technologies in another state.33 If jurisdiction is based on the location of the
data controller or the location where a
marketing email is received, the exercise
of that jurisdiction tends to be accepted
under the territoriality principle and
effects doctrine.34 On the other hand,
a more tenuous connection, such as the
use of a single tracking cookie, might
be viewed with greater skepticism even
if it could be construed as falling under
the effects doctrine or the protective
principle.
Ultimately, the strongest grounds for
a regulator to assert jurisdiction over a
non-EU media company would be to
base it on a combination of the objective territoriality principle, the passive
personality principle, and the effects
test.35 There is a colorable argument
that such an assertion of jurisdiction
would nonetheless be unreasonable
under the Third Restatement test or
otherwise violate the principles of comity. A successful argument against the
application of the GDPR would likely
require showing that it conflicted with a
U.S. law or regulation, such as the First
Amendment’s free speech and free press
protections, and that the publisher’s
free expression interests outweigh the
European Union’s interest in safeguarding its citizens’ privacy rights.
III. Enforceability of EU Orders
Even if European DPAs can properly assert jurisdiction over websites
and online service providers under the

GDPR’s jurisdictional test, it is highly
unlikely that a U.S. court would enforce
an EU order requiring a newspaper to
alter its contents under a right to be
forgotten request, or a subsequent fine
for not complying with such an order.
This is largely due to the fact that any
right to be forgotten order would very
likely infringe upon the publisher’s First
Amendment rights.
A. The First Amendment and the Right
to be Forgotten
Any right to be forgotten order
directed at a newspaper would almost
certainly violate the First Amendment. In general, freedom of press
can only be restricted to “prevent
grave and immediate danger to
interests which the state may lawfully protect.”36 Further, the First
Amendment protects the publication of “lawfully obtain[ed] truthful
information about a matter of public
significance . . . absent a need . . . of
the highest order.”37

whether it is “reasonable.”41
The two tests for reasonableness,
however, are not the same. The reasonableness standard that countries
must meet in order to assert jurisdiction to adjudicate focuses on whether
the relationship between the state
and the person over which it wishes
to exercise jurisdiction is reasonable.
The distinction between jurisdiction to prescribe and jurisdiction to
adjudicate can be analogized to the
difference between subject matter
jurisdiction and personal jurisdiction
in U.S. law.
Section 421 of the Third Restatement
of Foreign Relations Law lays out
the criteria for reasonableness in this
area. Once again, a foreign company’s
permanent physical presence in the
state would likely qualify as reasonable grounds to assert jurisdiction.42
However, exercising jurisdiction over
a company located entirely outside
the EU whose only activity was
the use of browser cookies to track
individuals in the EU would likely
be viewed with greater skepticism.43
Although a European regulator could
attempt to assert jurisdiction based
on the effects of that monitoring
within the state,44 the publisher has
a plausible argument that the use of
cookies does not have a “substantial,
direct, and foreseeable” effect and
that it would therefore be unreasonable to assert jurisdiction on the basis
of cookies alone.

Although the Supreme Court has
acknowledged the significance of an
individual’s right to privacy, “privacy
concerns give way when balanced
against the interest in publishing
matters of public importance.”38
A full analysis of this issue would
depend on the facts of a particular
case and is beyond the scope of this
article, but given the primacy of the
First Amendment it is unlikely that
an order requiring a newspaper to
alter its content or archived material
would be construed as consistent with C. Lack of Enforceability Under U.S.
freedom of the press.39
Common Law
B. Lack of Enforceability Under International Law
International law also distinguishes
between the ability to apply versus
enforce laws extraterritoriality. As
such, even if the GDPR is applicable
to certain conduct of U.S. companies
under international law, penalties for
violating the law may not actually be
enforceable.40 Much like the jurisdiction to prescribe, a state’s ability
under international law to exercise
jurisdiction over a foreign individual
through its courts is also limited by
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Under the doctrine of comity, U.S.
courts will generally grant extraterritorial effect to the valid judgments
of foreign courts.45 First, a U.S. court
must be satisfied that the foreign
court properly had jurisdiction over
the matter at hand.46 For reasons
stated above, it is likely that a right to
be forgotten order under the GDPR
would fail to fulfill this requirement.
Even if a U.S. court finds that the foreign court did have jurisdiction over
the case, comity does not extend to
orders that are found to be contrary
to public policy.47 A foreign judg-

ment is considered contrary to public
policy “to the extent that it is repugnant to fundamental notions of what
is decent and just in the State where
enforcement is sought.”48 Another
formulation of this concept defines
a foreign order as contrary to public
policy when it “direct[ly] violat[es] the
policy of our laws, and does violence
to what we deem the rights of our citizens.”49 This is a very high standard
that requires more than the mere fact
that there are differences between
foreign and domestic law.50 Among
the policy issues that are considered
grounds for refusal to enforce foreign
orders are those that implicate constitutional rights.51
When a foreign judgment is one that
would violate the First Amendment,
courts have found that it violates public policy and is thus unenforceable.52
For example, courts have consistently
refused to enforce UK orders related
to libel, because English libel law is
considered to be antithetical to First
Amendment doctrine.53 Because
an order or fine under the GDPR
related to the right to be forgotten
would almost certainly violate the
First Amendment, a U.S. court would
likely refuse to enforce such an order
from an EU court.

rarely been invoked in the seven years
since its passage, it could apply here
either directly or by analogy. Interpreted broadly, the SPEECH Act
suggests that all foreign judgments
that would violate the First Amendment or chill free speech should be
unenforceable through the U.S. court
system if those cases are deliberately
brought in jurisdictions whose laws
are less protective of free speech — as
would likely be the case with right to
be forgotten actions brought against
U.S. companies abroad.55 And even
if read narrowly to apply only to
libel cases, the SPEECH Act and its
legislative history56 offer persuasive
evidence that Congress certainly did
not intend to foreign laws that violate
the First Amendment to be enforced
by U.S. courts.57
IV. Practical Consequences and Policy
Considerations

As any general counsel knows,
strict applicability of the law is only
one factor in determining a company’s
potential responses to an enforcement
action. Even if a publisher has a strong
legal argument against being subject to
the GDPR — and particularly right to
be forgotten requests — there may be
significant practical and reputational
costs associated with defying Europe
and European law.
D. Lack of Enforceability Under U.S.
Privacy is considered to be a funStatutory Law: The SPEECH Act
damental right in the EU; freedom of
There is an additional a statutory
press, on the other hand, does not enjoy
basis to argue that any penalties
the same reverence it receives in the
would be unenforceable under U.S.
United States.58 In a public opinion
law. The Securing the Protection
poll on personal data processing, 89
of Our Enduring and Established
percent of Europeans said it was imConstitutional Heritage (SPEECH)
portant that their personal data should
Act was enacted in 2010 to codify the always receive the same level of proteccommon law presumption against
tion, regardless of whether the compaenforcing foreign libel judgments in
ny holding that data is established in
U.S. courts. Under the SPEECH Act, the EU.59 Publically resisting a new and
foreign libel judgments are unenforce- significant EU privacy law may attach
able unless the legislation applied
a negative stigma to a publisher in the
offers “at least as much protection for minds of privacy-focused Europeans.
freedom of speech and press,” or the
Accordingly, public perception and
defendant would have been found lipolicy considerations will surely play a
able if the case had been heard under significant role in media companies’ calU.S. law.54
culus of how to approach compliance
with EU privacy law generally, and the
Although the SPEECH Act has
GDPR in particular.
In making this calculus, U.S. compa-

nies are likely to focus on their current
and future approach to Europe. Elements of this calculus might include the
importance of Europe as a market for
advertising and home for subscribers,
whether the company operates offices
or bureaus in Europe and employs
Europeans, and whether the company
expects to expands its operations in the
EU in the future. GDPR compliance
requires a great deal more preparation than merely determining whether
a company will comply with specific
orders under sections of the GDPR
dealing with the right to be forgotten
or privacy rights relating to newsgathering, of course; any assessment of
whether a company will comply with
the GDPR will focus not only on the
editorial side of any internet publisher
but the business and ownership sides as
well.
In making these multifaceted going-forward decisions, however, it may
be useful to consider that the jurisdictional reach of the GDPR should be
tempered by the application of longstanding international principles that
govern jurisdiction. For a purely nonEU entity, a realistic view of the likely
exercise and enforcement of jurisdiction
would be a useful complement to a
clear-eyed look at the business realities
of working within Europe.
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court can be used to diminish the
First Amendment rights of American
authors, reporters and publishers by
enforcing a foreign libel judgment
that is inconsistent with U.S. law. .
. . This bill will prevent the chilling
of American free speech that is the
inevitable result of these foreign libel
lawsuits.”).
57. Dana Green, The Speech Act
Provides Protection Against Foreign Libel Judgments, Am. Bar Ass’n

(n.d.), http://apps.americanbar.org/
litigation/litigationnews/mobile/
firstamendment-SPEECH.html (noting that “[t]he act’s symbolic significance, as an expression of the depth
of Congressional commitment to free
speech, should be heartening to free
speech advocates”).
58. See generally Adam Liptak,
When American and European
Ideas of Privacy Collide, N.Y. Times
(Feb. 27, 2010), http://www.nytimes.com/2010/02/28/weekinreview/28liptak.html.
59. Vera Jourova, Data Protection:
Factsheet 4 (2015), http://ec.europa.
eu/justice/data-protection/files/factsheets/factsheet_data_protection_
eurobarometer_240615_en.pdf.
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