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China Releases Near-final Draft of
Regulation on Cross-border Data Transfers

May 19, 2017

On May 19, 2017, the Cyberspace Administration of China (“CAC”) invited international
stakeholders to attend a seminar to discuss an updated version of the Measures on Security
Assessment of Cross-border Data Transfer of Personal Information and Important Data (“the
Measures”). (Covington’s translation of the Measures is appended at the end of this alert.
Amendments to the previous version of the Measures in redline.) A previous draft of the
Measures was released for public comments on April 11, 2017. (Covington’s alert on the
previous version is available here.)

Given that the Measures have an intended effective date of June 1, 2017, it is likely that they
are in final form and the framework established by the Measures will govern China’s cross
border data transfers going forward. This alert summarizes the key changes from the previous
version.

Under the Measures, “network operators” in China could face a general obligation to assess the
security of their cross data transfers and potentially undergo security assessments for such
transfers by the Chinese government, if certain conditions are met. Such an assessment is no
longer linked with the status of “operators of Critical Information Infrastructure” (“ClI”) and a
reference to the data localization requirements is removed. Thus, unless the security
assessment reveals major risks, companies seeking to transfer Chinese citizens’ personal
information and “important data” outside of China can continue their practices.

To avoid any disruption of data transfers, companies should consider taking steps to comply
with this general obligation of assessing the security of their cross-border data flows and be
prepared for the government’s security assessment, if and when required.

Reference of Data Localization Removed (Article 2)

As background, Article 37 of the Cybersecurity Law (“the Law”) expressly requires that
operators of Critical Information Infrastructure (“CII”) store within China “citizens’ personal
information and important data” collected or generated in the course of operations within the
country. If transfers of data offshore are necessary for operational reasons, a security
assessment must be conducted by designated agencies, unless laws and regulations specify
otherwise.

The previous version of the Measures expanded the scope of Article 37 by mandating that
“network operators” store within China “citizens’ personal information and important data”
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collected or generated in the course of operations within the country. This reference to data
localization requirements is removed from the current version. Instead, the Measures, as the
text currently reads, focus only on the security assessment of cross border data transfers.

It is uncertain whether other implementing regulations of the Law will still mandate data
localization, implementing the requirements under Article 37.

General Obligations for Security Assessment (Article 6) and
Regulator Security Assessment (Article 7)

Consistent with the previous version of the Measures, “network operators” are generally obliged
to conduct security assessments for their cross-border data transfers in order to “protect public
interests and uphold [China’s] national security” (Article 6). The explicit call for self-assessment
is however removed.

An updated Article 7 requires industry regulators to conduct a security assessment of the
following transfers:

Transfers containing personal information of over 500,000 Chinese citizens;
Transfers involving:

Data regarding “nuclear facilities, chemical biology, national defense or military,
population and health care, etc.;”

Data related to “large-scale engineering activities, marine environment, and sensitive
geographic information;” and

Data related to cybersecurity information of China’s Cll operators, such as their
system vulnerabilities or security measures;

Other transfers that may potentially affect China’s national security and public interests.

This new provision removes two criteria from the previous version: “transfers exceeding 1,000
gigabytes” and “transfers involving the provision of personal information and important data to
overseas recipients by operators of ClIl.” Also, the reference to data transfers that
accumulatively contain personal information of over 500,000 Chinese citizens is removed, even
though this modification of the wording will unlikely have practical impacts.

The scope of entities for which cross border data flow may be regulated under the current
version of the Measures may be reduced due to the change of wording. However, a sufficient
large amount of companies may still find that their data transfers outside of China will be subject
to regulators’ scrutiny going forward.

Transfer of Personal Information: Exception of Consent and Implicit
Consent (Article 4)

Consistent with the previous version, consent remains the most important element for cross
border data transfer of personal information in the Measures.

The previous version required that where personal information is to be transferred offshore, data
subjects must be notified of “the purpose, scope, content, the recipient of the transfer, as well as
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the country or region in which the recipient is located,” and that the data subjects must give their
consent. In the current version, Article 4 still requires consent to allow cross border data
transfers, but the scope of the consent is slightly modified to include “the purpose, scope, type,
as well as the country or region in which the recipient is located.”

More importantly, the current version provides (i) an exception to the consent rule and (ii)
circumstances under which consent can be inferred.

The exception involves transfers that would be “necessitated by an emergency that could
endanger the lives and property of [Chinese] citizens [if the data is not transferred].”

The circumstances that consent can be inferred include “making international phone calls,
sending emails or instant messages to individuals or organizations overseas, and making cross-
border e-commerce transactions,” as well as other activities initiated by data subjects.

Substantive Criteria of Security Assessment (Articles 8 and 9)

The substantive criteria of the security assessment remain largely the same in the current
version.

A security assessment should focus on the following aspects of cross-border data transfers
(Article 8):
Lawfulness, legitimacy, and necessity of such transfers;

Amount, scope, type, level of sensitivity of personal information involved, and whether
data subjects have consented to such transfers;

Amount, scope, type, level of sensitivity of important data involved,
Data recipients’ data security measures, capabilities, and their level of protection;

Risks arising from cross-border transfers or subsequent re-transfers of data in terms of
such data being leaked, damaged, tampered with, or misused; and

Risks posed by cross-border data transfers to China’s national security, societal and
public interests, and Chinese citizens’ rights and interests.

Cross-border data transfers will be prohibited in any of the following circumstances (Article 9):

If the transfer does not comply with laws or regulations;
Data subjects do not consent to the transfer of personal information;
The transfer poses risks to China’s national security or public interests;

The transfer has the potential of endangering China’s security of “national politics,
territory, military, economy, culture, society, technology, information, ecological
environment, resources, nuclear facilities and so on;” or

Other circumstances in which the Chinese government determines that the data
concerned is prohibited from being transferred offshore.
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Process and Result of Regulator Security Assessment (Article 10)

The current version of the Measures still requires that the agencies that are conducting the
security assessment should provide timely feedback to network operators (Article 10). But the
reference to a 60 working day review period is removed.

As a result, the current version lacks clarity with respect to the procedural steps of the security
assessment, including how and when a regulator can initiate an assessment process and how
long that review will last.

Under the Measures, a security assessment could result in either the approval of the transfers,

which means that the network operator can continue its transfers, or transfers being blocked if
any circumstances mentioned in Article 9 is discovered (Article 10).

Effective Dates and Grace Period
The Measures are intended to take effect on June 1, 2017, the same effective date as for the

Law. After taking effect, the Measures will provide a grace period of 18 months for companies
to comply with the rules and enforcement will start after December 31, 2018.

For more information on this alert, please contact any of the below Covington lawyers:

If you have any questions concerning the material discussed in this client alert, please contact
the following members of our firm:

Tim Stratford +86 10 5910 0508 tstratford@cov.com
Yan Luo +86 10 5910 0516 yluo@cov.com
Daniel Cooper +44 20 7067 2020 dcooper@cov.com
Jetty Tielemans +32 2549 52 52 htielemans@cov.com
Kurt Wimmer +1 202 662 5278 kwimmer@cov.com

This information is not intended as legal advice. Readers should seek specific legal advice before acting
with regard to the subjects mentioned herein.

Covington & Burling LLP, an international law firm, provides corporate, litigation and regulatory expertise

to enable clients to achieve their goals. This communication is intended to bring relevant developments to
our clients and other interested colleagues. Please send an email to unsubscribe@cov.com if you do not
wish to receive future emails or electronic alerts.
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Measures for Security Assessment of Cross-border
Transfer of Personal Information and Important Data

(FEsRERESRD
(Revised Draft-fer- Comments)
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Article 1 In order to protect the security of personal information and important data, to
safeguard the cyberspace sovereignty, national security, societal and public interests, and to
protect the lawful rights and interests of citizens, legal persons-and-ethererganizations;these
Measures are formulated in accordance with the National Security Law of the People’s Republic
of China and the Cybersecurity Law of the People’s Republic of China.
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Article 2  PersenalWhen network operators provide personal information and important
data collected and generated in the course operation of network operators within the territory of

the People’s Republic of China shall-be-stored-within-the-territory-Hitis-neeessary-to-provide

sueh-information-and-data-everseasfor-operational reasons-overseas (hereinafter referred to as
cross-border data transfer), a security assessment shall be conducted in accordance with these

Measures.

Where laws and regulations provides otherwise, such provision shall prevail.
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Article 3 The security assessment of the cross-border data transfer shall abide by the
principles of fairness, impartiality, objectiveness and effeetiveness-transparency to protect the
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security of personal information and important data and promote the lawful, orderly, and free
flow of network information.
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Article 4 Foreross-bordertransferefWhen network operators provide personal information
overseas, personal information data subjects shall be notified regarding the purpose, scope,

eontentthe reeipientas-well-astype and the country or region in which the recipient is located,
and shall consent to the transfer except the occurrence of urgent circumstances under which the
security of citizens’ lives and properties are endangered. The-eress-border-transfer-of personal
" . i | T 3

Making international phone calls, sending international emails, conducting international instant
messaging, conducting cross-border trading through internet and other active behaviors shall be
deemed that the consent from personal information subject has been obtained.
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Artlcle 5

ef—ePess—befder—dat—a—t—Paﬂsfefs—Coertent 1ndustg regulators or regulator:v: authorltles shall be

responsible for the work of security assessments of cross-border data transfers in their
respective industries and shall organize to carry out security inspections of cross-border data
transfer in their respective industries at regular intervals.

The national cyberspace authority shall be responsible for overall coordination guidance
regarding the security assessments of cross-border data transfers.
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Article 6 Network operators shall conduct security assessments of cross-border data
transfers according to the types, amount and importance of the cross-border data transfer.

md—as%ﬁes—a{—Peng-ar—m%eﬁLa}s—When the purpose, scope, type and amount of the cross—borde
data transfer is changed greatly or data recipient is changed or material security incidents
happens, security assessment shall be conducted promptly.
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Article7 NetworkeperatorsIf any of the following conditions applies to the data to be
transferred overseas, the comgetent industry regulator or regulatog authorlgg shall organlze

=

m%efseasaﬁd—sh&H—befesiaenﬁb}eieFth&reSﬂk&eﬁs&eh—aﬁM assessment. If the
competent industry regulators or regulatory authorities are unclear, the assessment shall be
organized by the national cyberspace authority.
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(1) Contains or accumulatively contains personal information of more than 500,000 individuals;
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(2) Contains network security information regarding, nuclear facilities, chemical biology,
national defense or military, population health, data related to large-scale engineering activities,
the marine environment, and sensitive geographic information and security defects of critical
information infrastructure, specific security protection measures;
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(3) Other circumstances that possibly affect national security and societal and public interests.
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Article 8 The security assessment of the cross-border data transfer shall focus on the
following aspects:
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(1) The legality, legitimacy and necessity of the cross-border data transfer;
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(2) The personal information involved, including, among others, the amount, scope, type, level

of sensitivity, and whether the data subject has consented to the cross-border transfer of
personal information;
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(3) The important data involved, including, among others, the amount, scope, type;tevel-ef
sensitivity of the important data;
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(4) The data recipient’s-seeurity-measures; security capability, measures and level-efseeurity
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(5) The risks arising from the data being leaked, damaged, tampered with or misused after
cross-border data transferor subsequent re-transfer.
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(6) The risks posed to national security, societal and public interests, and individual lawful
rights and interests arising-fromafter the cross-border transfer and-ageregation-of data.
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Article 9

organize-the-seeurity-assessment:__ Subject to the assessment, data is prohibited from being
transferred overseas in any of the following circumstances:
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(1) The cross-border data transfer is in violation of relevant provisions of state laws,
administrative regulation, departmental rules;
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(#2) The personal information data subject does not consent to the cross-border transfer of

personal information;-erif suchtransfer may-ecause harmto-personalrights-and;
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(3) The cross-border data transfer will damage public and national interests;
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(24) The cross-border data transfer will peseriskstoendanger the security of the
natior’snational politics, territory, military, economy, culture, society, technology, ernational

. 2 ; 3 ariy amag al-a
interests;information, eco logical environment, resources, nuclear facilities and etc.
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(35) Other circumstances in which the national cyberspace, public security, security, or other
relevant departments determine that the data concerned is prohibited from being transferred
overseas.
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Article 10 For security assessment organized by competent industry regulators or regulatory
authorities, the competent industry regulator or regulatory authority shall provide network
operator with feedback on the security assessment result timely and shall require network

operators to stop the cross-border data transfer timely if the circumstances listed in Article 9
are found. .
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Article +311  Any individual or organization has the right to report to the relevant
department, such as the national cyberspace authority and public security department, security
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department with respect to any activities of providing personal information and important data
overseas that are in violation of relevant laws and regulations and these Measures.
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Article 1412  Whoever violates any provisions of these Measures shall be punished in
accordance with relevant laws and regulations.
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Article 1513 Where there are any treaties or agreements between the Chinese Government

and other countries erand regions_or international organizations relating to cross-border data
transfer, those treaties and agreements shall prevail.
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Article 14  If national secrets are involved, relevant-provisions in relevant secrecy laws and
administrative regulations shall prevail.

BrELFx AINETHIERS L

Article +715 The following terms in these Measures shall have the following meanings:
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“Network operator” means the owner or manager of the network and network service provider.
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“Cross-border data transfer” means ideproviding information and

important data in electronic form to overseas institutions, organizations, or individuals-with
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“Personal information” means various types of information recorded by electronic or other
means that can, independently or in combination with other information, identify a natural
person_or reflect the activity of certain natural person, including but not limited to a natural
person’s name, date of birth, identity certificate numbers, correspondence and communication
contact information, personal biological identification information, address-and-telephone

numbers, account number and password, status of property, location and activity information.
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“Important data” means data closely related to national security, economic development and
societal and public interests. The specific scope of the important data shall be determined with
reference to relevant national standards and guidelines on important data identification.
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Article #1816 These measures shall come into effect as of fdate}June 1, 2017.

All cross-border data transfers made by network operators shall conform to these Measures
starting from December 31, 2018.
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