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China Seeks Public Comments on Draft
Regulation on Cross-Border Data Transfer

April 12, 2017

On April 11, 2017, the Cyberspace Administration of China (“CAC”) released a draft of the
Measures on Security Assessment of Cross-border Data Transfer of Personal Information and
Important Data (“the Draft Measures”) for public comment (official Chinese version available
here; Covington’s translation of the Draft Measures is appended at the end of this alert). The
comment period ends on May 11, 2017.

The issuance of the long-anticipated Draft Measures is another critical step toward
implementing China’s Cybersecurity Law (“the Law”), which is set to take effect on June 1, 2017
(see Covington alert on the Law here). Importantly, the Draft Measures, if enacted in their
current form, would mandate all “network operators” to self-assess the security of their cross-
border data transfers and significantly broaden the scope of entities that potentially need to
undergo security assessments for such transfers by the Chinese government. Companies that
fall into the scope of “network operators,” but may not qualify for “operators of Critical
Information Infrastructure” (“ClI”), could see their cross-border data transfers regulated under
the Draft Measures.

Given the potentially sweeping coverage of the Draft Measures, companies seeking to transfer
Chinese citizens’ personal information and “important data” outside of China should consider
taking steps to proactively self-assess their cross-border data flows and be prepared for the
government’s security assessment if the Draft Measures are enacted as they are drafted now.

Background

Before the Law was officially promulgated, China had already begun consolidating its
jurisdiction over data by imposing data localization requirements in many industry-specific
regulations. However, there existed no comprehensive framework for regulating cross-border
data flows.

Article 37 of the Law, for the first time, expressly requires that operators of Cll store within China
“citizens’ personal information and important data” collected or generated in the course of
operations within the country. If transfers of data offshore are necessary for operational

reasons, a security assessment must be conducted by designated agencies, unless laws and
regulations specify otherwise.

Expansive Scope of Regulated Entities

Although released as an implementing regulation of the Law, the Draft Measures significantly
expand the scope of entities for which cross border data flow may be regulated.

Www.cov.com


http://www.cac.gov.cn/2017-04/11/c_1120785691.htm
https://www.cov.com/-/media/files/corporate/publications/2016/11/china_passes_new_cybersecurity_law.pdf

Under Article 37 of the Law, if a company is not deemed as an operator of ClI, its cross-border
data flows will not be regulated. However, the Draft Measures replaced “operators of CII” (from
Article 37 of the Law) with “network operators” (Article 2).

The term “network operators” is defined as “owners and managers of networks, as well as
network service providers” (Article 17). This definition is consistent with the definition provided
by Article 76 (3) of the Law. In the first draft of the Law issued in 2015, “network operators” were
described to include operators of “basic telecommunication networks, internet information
service providers, and key information system operators.” Such a description was later removed
from the final version of the Law. As a result, the scope of “network operators” could be
expanded significantly to cover every entity that is using a network (including the Internet) to
operate or provide services. It is uncertain how expansively CAC and other regulators will
interpret this term to cover companies that are only using networks, but are not either operators
of “basic telecommunication networks, internet information service providers, and key
information system operators,” or “operators of CII.”

Substantive Criteria of Security Assessment

The Draft Measures provide that the overriding principles for the security assessment of cross-
border data transfer are “fairness, objectivity, and effectiveness” (Article 3). The security
assessment should also promote “lawful, orderly, and free” flow of information.

More specifically, the security assessment should focus on the following aspects of cross-border
data transfers (Article 8):
Necessity of such transfers;

Amount, scope, type, level of sensitivity of personal information involved, and whether
data subjects have consented to such transfers;

Amount, scope, type, level of sensitivity of important data involved,;

Data recipients’ data security measures, capabilities, and their level of protection, as well
as the cybersecurity environment of the countries or regions in which the recipients are
located;

Risks arising from cross-border transfers or subsequent re-transfers of data in terms of
such data being leaked, damaged, tampered with, or misused; and

Risks posed by cross-border data transfers (including the aggregation of data
transferred to offshore locations) to China’s national security, societal and public
interests, and Chinese citizens’ rights and interests.

Cross-border data transfers will be prohibited in any of the following circumstances (Article 11):
Data subjects do not consent to the transfer of personal information, or if such a transfer
may cause harm to the data subject’s rights and interests;

The transfer poses risks to China’s national security or public interests; or

Other circumstances in which the Chinese government determines that the data
concerned is prohibited from being transferred offshore.
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Self-assessment and Government Security Assessment

The Draft Measures provide that “network operators” are all required to organize their own
security assessment for cross-border data transfers and are responsible for the results of such
self-assessments (Article 7).

An industry regulator will conduct a security assessment of the following data transfers (Article
9):

Transfers (individually or accumulatively) of personal information of over 500,000
Chinese citizens;

Transfers exceeding 1,000 gigabytes;

Transfers involving data regarding “nuclear facilities, chemical biology, national defense
or military, population and health care, etc.,” and data related to “large-scale engineering
activities, marine environment, and sensitive geographic information”;

Transfers involving data related to cybersecurity information of China’s ClII operators,
such as their system vulnerabilities or security measures;

Transfers involving the provision of personal information and important data to overseas
recipients by operators of Cll; and

Other transfers that may potentially affect China’s national security and public interests.
Transfer of Personal Information

The Draft Measures provide that where personal information is to be transferred offshore, data
subjects must be notified of “the purpose, scope, content, the recipient of the transfer, as well as
the country or region in which the recipient is located,” and the data subjects must give their
consent (Article 4). Also, if the personal information to be transferred concerns a minor, the
consent of the guardian must be obtained.

Consistent with the Law, “personal information” is defined by the Draft Measures to include
“various types of information recorded by electronic or other means that can, independently or in
combination with other information, identify a natural person, including but not limited to a
natural person’s name, date of birth, identity certificates numbers, personal biological
identification information, address and telephone numbers” (Article 17).

Based on this provision and other requirements for security assessments of cross-border data
transfer, in addition to consent, transfer of personal information outside of China will likely have
to rely on network operators’ commitments or binding contractual obligations to ensure that
personal information is sufficiently protected outside of China.

Dual Enforcement Structure

Under the Draft Measures, CAC will be responsible for policy-making and coordination between
industry regulators with respect to the overall security of cross-border data transfers (Article 5).
Industry regulators will be responsible for conducting security assessments in their respective
sectors (Article 6). If an industry regulator cannot be identified, the security assessment can be
organized by CAC (Article 9).
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Security Assessment Process

Security assessments conducted by industry regulators shall be completed within 60 working
days. The agencies should provide timely feedback to network operators and inform CAC of the
results (Article 10).

After the initial assessment, network operators should undergo annual self-assessment and
report the results to the industry regulators (Article 12).

If there is a change in circumstances, for example, a different data recipient, or a significant
change in the purpose, scope, amount, or type of data transferred offshore, or if there is a
material security incident involving the data recipient or the data to be transferred, the security
assessment must be conducted again promptly (Article 12).

Penalty

Article 14 vaguely states that entities violating provisions in the Draft Measures will be punished
“in accordance with relevant rules and regulations.” Note that Article 66 of the Law specified
penalties for operators of Cll which violate Article 37 of the Law by storing or transferring data
offshore illegally. The Law, however, does not provide a similar penalty provision for network
operators violating cross-border data transfer requirements.

International Agreement

Article 15 provides that if China signs agreements with other countries or regions relating to
cross-border data transfer, such agreements shall prevail, except where national secrets are
involved. This leaves open the possibility of data transfer agreements between China and other
countries, even though CAC has not provided any details on how it plans to evaluate whether
foreign countries are willing and capable of safeguarding Chinese data post-transfer.

Conclusion

Although the Draft Measures furnish some basic parameters of the security assessment of
cross-border data transfer, the meaning and scope of many of the Draft Measures’ provisions
are unclear. In particular, the Draft Measures’ expansive interpretation on covered entities
creates tremendous uncertainties for companies that may be considered as unregulated under
the Law.

In managing these uncertainties, companies may consider steps to clarify their status with

industry regulators, while self-assessing their cross-border data transfers and preparing for
government assessments if they are later confirmed as regulated entities.
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If you have any questions concerning the material discussed in this client alert or would like to
comment on the Draft Measures, please contact any of the following members of our firm:

Tim Stratford +86 10 5910 0508 tstratford@cov.com
Yan Luo +86 10 5910 0516 yluo@cov.com
Daniel Cooper +44 20 7067 2020 dcooper@cov.com
Jetty Tielemans +32 2549 52 52 htielemans@cov.com
Kurt Wimmer +1 202 662 5278 kwimmer@-cov.com

This information is not intended as legal advice. Readers should seek specific legal advice before acting
with regard to the subjects mentioned herein.

Covington & Burling LLP, an international law firm, provides corporate, litigation and regulatory expertise

to enable clients to achieve their goals. This communication is intended to bring relevant developments to
our clients and other interested colleagues. Please send an email to unsubscribe@cov.com if you do not

wish to receive future emails or electronic alerts.
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Covington Unofficial Translation

AN NG B EEZHIE MR 2 e Pl INE
Measures for Security Assessment of Cross-border
Transfer of Personal Information and Important Data
(FER = WAD

(Draft for Comments)

F—% NREAN NS B EEHIE 24, 4P ERE R 24, ARG, RA
R EAAHAMHL R &E N, R PR NRITNE E R 2 4%)  (he NRITHE M 2% 2
IR SREANERL, B AR INE.

Articlel In order to protect the security of personal information and important data, to
safeguard the cyberspace sovereignty, national security, societal and public interests, and to
protect the lawful rights and interests of citizens, legal persons and other organizations, these
Measures are formulated in accordance with the National Security Law of the People’s Republic
of China and the Cybersecurity Law of the People’s Republic of China.

Bk WEiaEF AN RILH E BN @ s R A=A A NG EME IR, MAER N
fifit. BN TRE, BT R B AMR AL, N e A T MR REAT 22 VA

Article 2  Personal information and important data collected and generated in the course
operation of network operators within the territory of the People’s Republic of China shall be
stored within the territory. If it is necessary to provide such information and data overseas for
operational reasons, a security assessment shall be conducted in accordance with these
Measures.

P B R T IR A IR, B0 AREREN, OREEAS NG B E e e 4, et
W 4545 BRI 7 B BiEh .«

Article 3  The security assessment of the cross-border data transfer shall abide by the
principles of fairness, objectiveness and effectiveness to protect the security of personal
information and important data and promote the lawful, orderly, and free flow of network
information.

FI% MANERHBE, MG AR BB JEE. AR B0 RO
FERE KB X, HEHFEE. REEANN NGB HSRE T N F =,

Article 4  For cross-border transfer of personal information, personal information data
subjects shall be notified regarding the purpose, scope, content, the recipient, as well as the
country or region in which the recipient is located, and shall consent to the transfer. The cross-
border transfer of personal information of a minor must be consented by the guardian.
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FHF EEMEHISE D REIE B VP TR, 189038 s8R E 3T THLUT R EE
BE 2 VA .

Article 5 The national cyberspace authority shall be responsible for overall coordination of
work in connection with the security assessments of cross-border data transfers and shall guide
competent industry regulators or regulatory authorities in organizing the security assessments
of cross-border data transfers.

BN AT BT AR DA A R e VA AR, e WIS UT SR AT L 5 2
BRI

Article 6 Competent industry regulators or regulatory authorities shall be responsible for
the work of security assessments of cross-border data transfers in their respective industries and
shall organize to carry out security inspections of cross-border data transfer in their respective
industries at regular intervals.

Pk WEIZEER MK ST, BT AIUSEE BT 22 VR, IR S SR A DT

Article 7 Network operators shall organize self-assessment for the security of cross-border
data transfer before the data is transferred overseas and shall be responsible for the results of
such an assessment.

B\ ol 522 e VAl R E AU BLR A
Article 8 The security assessment of the cross-border data transfer shall focus on the
following aspects:

(1) Bl B o A

(1) The necessity of the cross-border data transfer;

(2) WRA NGBS, N NGEEREE. Jul. 88, SUBEE, DA ANEEERER
BEHANGE B 555,

(2) The personal information involved, including, among others, the amount, scope, type, level

of sensitivity, and whether the data subject has consented to the cross-border transfer of

personal information;

(3) W L A G, B E SRR, Yo R NI RURRE A,
(3) The important data involved, including, among others, the amount, scope, type, level of
sensitivity of the important data;

(4) BRI 2RI RTINS DAL BT AE [ SR M X PR X 2% 22 4 BA g 45
(4) The data recipient’s security measures, security capability, and level of security protection, as
well as the cybersecurity environment of the country or region in which the recipient is located;
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(5) Bl 5 S PR Jo ot e . BB B, T AR KUK
(5) The risks arising from the data being leaked, damaged, tampered with or misused after
cross-border data transferor subsequent re-transfer.

(6) ¥ B X MR BRI R AT et B K 2 4y R AERIRE . N BRI R 1 KU 5
(6) The risks posed to national security, societal and public interests, and individual lawful
rights and interests arising from the cross-border transfer and aggregation of data.

(7) oAt 75 VPG I B 2L H T

(7) Other important aspects that must be assessed.

Bk HEHERAAE N FEOLZ— 1, NI EE R I E B SO BT TR VPG -
Article 9 If any of the following conditions applies to the data to be transferred overseas, the
network operator shall file with the competent industry regulator or regulatory authority to
organize the security assessment:

(1) HHERIEA 50 AL B AGE R
(1) Contains or accumulatively contains personal information of more than 500,000 individuals;

(2) #udfs it 1000 GB;
(2) The amount of data exceeds 1,000 GB;

) WEZ W WY, EPTET N REGUREEE, KB TRES) . A LA UK
HPRAE B A 5

(3) Contains data regarding, for example, nuclear facilities, chemical biology, national defense
or military, population health, data related to large-scale engineering activities, the marine
environment, and sensitive geographic information;

(4) & RBE BAERBE N RGIT . 2P 2225 B
(4) Contains cybersecurity information such as system vulnerabilities or security measures
relating to critical information infrastructure;

(5) RBAE B IR Btz & 2 n B AN AN NS BN S
(5) Provision of personal information and important data to overseas recipients by operators of
Critical Information Infrastructure;

/|

(6) HATTRERZ M [F X 2 e A4t 2 A RIS, ATl 328 B A8 T 1A O R AZ DA
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(6) Other circumstances that possibly affect national security and societal and public interests
that are considered to be subject to assessment by the competent industry regulators or
regulatory authorities.

Ak A A BT TN, S S R T T APl
If the competent industry regulators or regulatory authorities are unclear, the assessment shall
be organized by the national cyberspace authority.

Fok TV FESRERTIHL 22V, BTN PN TAER N e, &I [a 20555 #
WAV, IR E K AEERT .

Article 10  The security assessment organized by competent industry regulators or
regulatory authorities shall be completed within 60 working days. The competent industry
regulator or regulatory authority shall provide network operator with feedback on the security
assessment result timely and shall file the result with national cyberspace authority.

F—% FELUTRERZ K, BEEASHE.
Article 11  Datais prohibited from being transferred overseas in any of the following
circumstances:

(D) MMEBHBEREAN NME B FAERRE, BT a2 HEAN A,
(1) The personal information data subject does not consent to the cross-border transfer of
personal information, or if such transfer may cause harm to personal rights and interests;

(2) Bl MR A KX BUA . &5 BHE. BEPiSE2am R XK, ATREm E R 24, miFEdsR
A2

(2) The cross-border data transfer will pose risks to the security of the nation’s politics, economy,
technology, or national defense, and therefore may affect national security or damage societal
and public interests;

(3) HAhZ MK MEFI T AZE] LA 1A T TAE AR 5.

(3) Other circumstances in which the national cyberspace, public security, security, or other
relevant departments determine that the data concerned is prohibited from being transferred
overseas.

B+ ok MERIEE AR S K RN 28 EAGL, AR 28 th 58 22 /D AT — IR vl
SRR PRSI DUARAT b 3 B A T

Article 12 Network operators shall, based on business development and network operations,
conduct a security assessment of cross-border data transfer at least once a year and shall report
the assessment results in a timely fashion to the competent industry regulator or regulatory
authority.
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MHARESOT AT, BIRHEER. W, BE. RS REBR, HiEior it
AE T e S NG o % o I WS AR v R o o

If the recipient of data is changed or there is significant change on the purpose, scope, amount,
types of the cross-border data transfer or there is material security incident regarding the data
recipient or the data to be transferred overseas, the security assessment shall be re-conducted in
a timely fashion.

FT=5% N SOHRIEEERAA SN A S A R AR 47, AT NI ZUE B B 5
NS ME S P SN (88

Article 13  Any individual or organization has the right to report to the relevant department,
such as the national cyberspace authority and public security department, with respect to any
activities of providing data overseas that are in violation of relevant laws and regulations and
these Measures.

FTU% BRATNEE R, KRG SQEEERIEAT AL 1 .
Article 14  Whoever violates any provisions of these Measures shall be punished in
accordance with relevant laws and regulations.

F+hk REBNSHABEZR ., X AF X THEE H SR 2B RE AT .
Article 15 Where there are any agreements between the Chinese Government and other
countries or regions relating to cross-border data transfer, those agreements shall prevail.

W R E AR B AR AR L E AT .
If national secrets are involved, relevant provisions shall prevail.

FHoN%k HoAb A ARG dr A N RN BT Py UscaR A AR A A B 38 2800 L B 1 22 1Y
i TAESIRAIPEAT .

Article 16  The work of security assessment of cross-border transfer of personal information
and important data collected and generated by other individuals and organizations within the
territory of the People’s Republic of China shall be implemented with reference to these
Measures.

BBk AINETHINERE XL

Article 17  The following terms in these Measures shall have the following meanings:

ML EE, RIEMSTIPTA S FEEMMNE RS RO .

“Network operator” means the owner or manager of the network and network service provider.

s B, AR W28 188 B R AL T N RICANE 55 A 2 PSS A 2 S A\ 5 B 3 B
et TN HAL DA
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“Cross-border data transfer” means that network operators provide overseas institutions,
organizations, or individuals with personal information and important data collected and
generated within the territory of the People’s Republic of China.

MNEE, 2R U Hoh 07 20D s i RS S s 5 HoAM A B 45 5 00 B AR A AN S 1Y
FREE, BFEEARTERANRES . BAEB. SuEt S, S ANEWFEIE R Ak,
SERTIRSY TR

“Personal information” means various types of information recorded by electronic or other
means that can, independently or in combination with other information, identify a natural
person, including but not limited to a natural person’s name, date of birth, identity certificate
numbers, personal biological identification information, address and telephone numbers.

HERYE, REESERLSY. KUTKE, DS AR BRI ERE, RARTEHE SR E K
BRI CHIE S G IE T

“Important data” means data closely related to national security, economic development and
societal and public interests. The specific scope of the important data shall be determined with
reference to relevant national standards and guidelines on important data identification.

B )N\& AIEE 2017 4F H HilZsi.

Article 18 These measures shall come into effect as of [date] 2017.
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