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3 Ways Cybersecurity Law In China Is About To Change

Law360, New York (May 2, 2016, 4:22 PM ET) --

On July 6, 2015, the same week that China passed a sweeping new National
Security Law, the Chinese government published a draft Cybersecurity Law for
public comment.[1] The draft law articulated the government’s priorities related
to cyberspace and information networks, consolidated existing cybersecurity-
related requirements, and granted government agencies more powers in
regulating cyberactivities.

Nine months later, in March 2016, the head of the National People’s Congress
(“NPC”) Standing Committee, China’s highest legislative body, announced that the
government is aiming to enact the draft law in 2016. The NPC's legislative plan,
which was issued recently, confirmed that the second reading of the draft law will
be conducted in June.

Timothy Stratford

Designed to “safeguard cyberspace sovereignty and national security,” the draft
law was expected to have significant impact on multinationals operating in China
or seeking to access China’s vast market, if and when it comes into effect. It sought
both to introduce new, high-priority mandates such as protection of critical
information infrastructure, and to sort out and develop, in a more systematic way,
existing but scattered legal requirements in areas such as data localization, cross- :
border data transfer and security reviews. Many previously under-regulated or Yan Luo
unregulated activities that take place over “computer networks,” defined broadly

to encompass essentially any “network or system, composed of computers or other terminals together
with relevant devices, that serves to collect, store, transmit, exchange, or process information following
predefined rules and procedures,” [2] will be subject to government scrutiny once the law is
implemented.

This article discusses three areas where the draft law will bring the most significant changes to the
existing regulatory regime, changes that could have long-lasting impacts on multinationals.

Data Localization
In recent years, Chinese laws and regulations increasingly contain data localization requirements as the
government seeks to reduce potential barriers to its jurisdiction over data. But these requirements are

scattered in many industry-specific regulations.

The table below shows currently effective or proposed data localization requirements.
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The draft law, as currently written, would introduce a cross-industry requirement for operators of what
is deemed to be “critical information infrastructure” to store “important data” (such as users’ personal
information), which is collected and generated during operations, within China. “Critical information
infrastructure” is a new term that is defined broadly to include networks and systems in sensitive areas,
such as public communications, radio and television, energy, transportation, water, finance, utilities,
health care, social security, military, and government administration, as well as networks and systems
that “have a large number of users.”[13] The draft law is unclear as to what, beyond personal
information, would be considered to be “important data.” It also does not explain what would
constitute a network or system with “a large number of users,” even though one could imagine that, for
instance, popular websites run by online service providers are covered.

Given the increasing emphasis on cyberspace sovereignty, these data localization requirements are
likely to stay in the final version, or even to be strengthened to cover additional sectors.

It is uncertain which agencies will be responsible for enforcing these requirements. It remains to be seen
whether the Cyberspace Administration of China (“CAC,” also known as the Office of Central Leading
Group for Cyberspace Affairs), the country’s chief Internet watchdog established in late 2014, will obtain
the rulemaking authority to issue cross-industry implementing regulations. Despite this uncertainty in
the enforcement structure, sector regulators that are already active in the field, such as Ministry of
Industry and Information Technology (“MIIT,” telecom and Internet services regulator), People’s Bank of



China (“PBOC,” credit reporting and payment regulator) China Banking Regulatory Commission (“CBRC,”

banking regulator) and China Insurance Regulatory Commission (“CIRC,”

insurance regulator), are likely

to continue playing important roles because of their in-depth industry knowledge and sector regulatory

capacity.

Cross-Border Data Transfer

Similarly, the existing Chinese rules do not provide a comprehensive cross-border data transfer regime.
Some sector regulators may allow transfer of data to overseas entities or individuals in limited
circumstances, and often on a case-by-case basis, but such requirements are uneven and the process to
obtain regulators’ consent is often opaque. Examples of currently effective data transfer requirements

include:

Law

Opinions of the Office
of the Central Leading
Group for Cyberspace
Affairs on
Strengthening
Cybersecurity
Administration of
Cloud Computing
Services for
Communist Party and
Government Agencies

(Office of the Central
Leading Group for
Cyberspace Affairs,
effective

Dex. 30, 2014)

Opinions of the State
Council on Promoting
Innovation and
Development of Cloud
Computing to
Cultivate New Types of
Information Industry

(State Council,
effective Jan. 6, 2015)

\1e'mnm for the
jon of

INDUSTRY

IcTr
(Cloud Computing)

Financial Services
(E-Banking)

RESTRICTION

w Sensitive information may not be
transmitted, processed, or stored offshore
without approval.®

The importance of regulating cross-border data
flows is highlighted in another Opinion from
the State Council, which sets out guidelines
intended to serve as a framework for future
cloud computing laws and regulations. No
implementation regulation has been issued
thus far,=

Inr. mn nu ested banking institutions with e-

I~_Ieclmnn l!ankmg
Business

(CBRC, effective
Mar, 1, 2006)

Notice of the People’s
Bank of China on
Soliciting Public
Opinions on the
Administrative
Measures for Bank
Card Clearing
Institutions (Draft for
Comments)

(PBOC, released for
public comment on
Jul. 2, 2015;
comments due by Aug.
3, 2015)

Regulation on
Supervision and
Administration of
Informatization of
Insurance
Organization (Draft for
Comments)

(CIRC, released for
public comment on
Oct. 9, 2015;
comments due by Oct.
31,2015)

[DRAFT

(Bank Card Clearing)

[
DRAFT
REGULATION]

Financial Services
(Insurance)

businesses may keep their relevant
business operations systems and servers within
the PRC or overseas, If they are kept overseas,
they must also maintain facilities and
equipment recording and storing business data
within the PRC such that they can comply with
requirements for field inspections by financial
regulators and judicial authorities. ¥

Bank card clearing institutions (*“BCCIs") are

pmhibned from transferring mﬁ_ﬁnangal
overseas without users’

authorization.™ Whem a BCCI transmits

China to foreign i issuers or aeqmmrs. for the
of p

transactions and with authorization from the
parties concerned, the BCCI must ensure that
the forei;n issuers or aoquh'e:s keep the
they have

received confidential.

The overseas transfer of data stored in the
information systems of foreign invested
insurance institutions must compl) with
China’s rel laws and regul iad




The draft law also seeks to change the existing regulatory regimes relating to cross-border data transfers
by introducing a new security assessment process before operators of “critical information
infrastructure” can transfer “important data” to overseas for business reasons. No further explanation
was provided on how the government intends to conduct such a security assessment (for instance,
through a case-by-case assessment or through blanket authorization) and what are the criteria for such
an assessment.

Again, the data transfer requirement is likely to remain in the final version, and likely to be strengthened
to impose additional hurdles on cross-border data transfer. As indicated in the banking and payment
data transfer examples, sector regulators such as PBOC, CIRC and CBRC are taking the lead in assessing
whether business-related data such as transaction data can be transferred overseas. This is unlikely to
change after the draft law is officially enacted. But it remains uncertain which agency will have the
broad mandate to enforce the data transfer requirement in relation to personal information (e.g.
employee data).

Security Reviews of Network Products and Services

Since 1997, “information system security products,” which are defined to include “hardware and
software designed to protect information system security,” have to pass a security review by the
Ministry of Public Security (“MPS”) before they can be marketed in China.[19] This security review
largely focuses on the technical functionality of these products.[20]

In recent years, the government has started to mandate security reviews on services procured by
government agencies (especially central-level agencies). Examples include cloud computing, information
technology system design and development, data processing services and so on.[21] These reviews
require suppliers to submit information on themselves and their services, as well as information on the
testing or evaluation centers which certify the security of such services. In addition, some sector
regulators, such as PBOC, MIIT and the National Health and Family Planning Commission, have
mentioned in various policy documents that security reviews should be conducted when companies in
the regulated industries procure network products or services. None of these documents offer insights
on how these reviews would be implemented in practice.

Mirroring this two-pronged approach, the draft law proposes a more comprehensive security review
system that covers both product security review and procurement-related security review. Article 19
requires that “Critical Network Equipment and Network Security Products” (not defined) must pass a
security review or test by an accredited evaluation center before they can be marketed in China. Existing
review requirements should be consolidated and a comprehensive catalogue of approved products
should be issued. Moreover, Article 31 requires operators of “critical information infrastructure” that
“may affect national security” to procure only network products and services that pass a security review.
It is uncertain how the procurement-related security review process under Article 31 would interact
with the product security review mentioned in Article 19.

The proposed security review requirements would have important implications: They are likely to
broaden the scope of product security reviews and subject more sectors to the procurement-related
security reviews. The existing rules impose the review requirements only on a limited number of
products and on companies who supply these products or services to government agencies. The new
review system will expand to all “Critical Network Equipment and Network Security Products” and to
operators of “critical information infrastructure,” such as banks, utility companies, transport companies,
and potentially major websites.



In addition to the expansion in scope and coverage, the new review system proposed by the draft law
could focus more on the potential impact on China’s national security, a factor that has not been
emphasized in the past. This trend of emphasizing national security concerns associated with
information technology products could pose additional market access risks to multinationals.

—By Timothy Stratford and Yan Luo, Covington & Burling LLP
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