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CHINA
Criminal Law Amendments Include
Provisions on Data Privacy, Cybersecurity

By Ashwin Kaja and Eric Carlson, of Covington & Burling
LLP, Beijing.

On August 29, 2015, China’s legislature, the National
People’s Congress, amended the Criminal Law, effec-
tive November 1, 2015. Among other things, the
amendments modify and add several provisions related
to data privacy and cybersecurity.

We discuss some of the key amendments below.

Expanded Criminal Sanctions for Illegal Sale
or Provision of Personal Information

Previously, criminal sanctions for selling or providing
personal information applied only to government per-
sonnel and certain sectors, such as finance, telecom-
munications, transportation, education, and health
care.

Article 253 as amended now applies criminal sanctions
to anyone who, in violation of relevant State rules, sells
or provides the personal information of others if the
circumstances are serious. The crime is punishable by
fixed-term imprisonment of no more than three years
and/or a fine. If the circumstances are ‘‘extremely se-
rious,’’ the penalties are more severe: three to seven
years’ imprisonment, plus a concurrent fine.

The new amendments also provide that those who, in
violation of relevant State rules, sell or provide per-
sonal information obtained in the course of conduct-
ing professional duties or providing services shall face

penalties on the harsher end of the ranges described
in the preceding paragraph.

New Penalties on Network Service
Providers

Under the new Article 286(a), network service provid-
ers (and responsible individuals therein) who fail to
fulfill ‘‘information network security administration du-
ties prescribed by laws and/or administrative regula-
tions’’ and refuse to take remedial measures ordered
by regulatory authorities face criminal liability — fixed-
term imprisonment of no more than three years, crimi-
nal detention, or public surveillance, with a fine either
concurrently with such punishment or in lieu thereof
— if one of the following circumstances occurs: 1) ille-
gal information is widely disseminated; 2) user infor-
mation is divulged and the circumstances are serious;
3) evidence in a criminal case is lost and the circum-
stances are serious; or 4) other ‘‘serious’’ circumstances
are involved.

We understand the term ‘‘network service provider’’ to
include both Internet service providers (e.g., telecom-
munications companies) and Internet content provid-
ers (including websites).

While the breadth of the term ‘‘serious’’ creates certain
challenges to interpretation, these new provisions are
consistent with the Chinese government’s recent focus
on disciplining activities in cyberspace.

Criminal Liability for Conducting and
Facilitating Certain Online Activity

A new Article 287(a) explicitly provides criminal penal-
ties for those who use information networks to 1) es-
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tablish websites or communication groups to engage in
illegal or criminal activities; 2) publish illegal informa-
tion such as pornography or information regarding pro-
hibited items (e.g., guns, illegal drugs); or 3) publish
other information for the purposes of engaging in fraud
or other illegal activities.

Under a new Article 287(b), criminal penalties also may
be applied to those who, with clear knowledge that an-
other individual is using an information network to com-
mit a crime, provides Internet access, storage, hosting,
or other technical support, or provides advertising,
settlement of payments, and any other assistance for
such crime.

Series of Recent Changes

These amendments come amidst a series of significant
recent developments in China’s data protection and cy-

bersecurity regime. These include a new National Secu-
rity Law that contains provisions on information secu-
rity, which took effect on July 1, 2015 (see WDPR, August
2015, page 27), and the issuance of a draft Network Se-
curity Law that includes key provisions relating to data
privacy (see analysis by Eric Carlson and Sheng Huang, of Co-
vington & Burling LLP, Beijing, at WDPR, August 2015,
page 13).

The full text of the Criminal Law amendments is available,
in Chinese, at http://www.chinacourt.org/law/detail/2015/
08/id/148402.shtml.

Ashwin Kaja is an Associate and Eric Carlson is a Partner at
Covington & Burling LLP, Beijing. They may be contacted at
akaja@cov.com and ecarlson@cov.com.
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