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Confidentiality Concerns In 337 Enforcement At CBP 

Law360, New York (July 08, 2014, 10:43 AM ET) --  

In June of 2013, the Intellectual Property Executive Committee issued 
a notice requesting comments about current enforcement of Section 
337 exclusion orders by Customs and Border Protection. Request for 
Public Comments: Interagency Review of Exclusion Order 
Enforcement Process, 78 Fed. Reg. 37242 (June 20, 2013). Among 
other things, this notice focused on the challenge of increasing 
effective communication between CBP and the U.S. International 
Trade Commission. 
 
The ITC’s statute allows its employees to share confidential 
information of Section 337 litigants with CBP so that CBP can carry 
out its mission of enforcing the ITC’s exclusion orders at the ports of 
entry to the United States. 19 U.S.C. § 1337(n)(2)(C). This exchange of 
information is critical for CBP to understand the scope of the ITC’s 
exclusions orders which are generally written in terms of patents 
found infringed rather than the technical features of the products 
found to infringe those patents. 
 
Unlike the ITC’s statute, however, CBP’s statute does not expressly authorize it to share confidential 
information with the ITC. This poses a potential problem to effective enforcement of an exclusion order 
particularly where the product presented for importation is different from the product found to infringe 
by the ITC, for example, in the case of a purported design-around. While a number of submissions in 
response to the IPEC notice acknowledge this potential obstacle to two-way communication between 
CBP and ITC, none of the submissions addressed the one-sided nature of the statutory framework for 
information exchange between CBP and the ITC regarding 337 litigation and enforcement. 
 
Does the Trade Secrets Act Preclude CBP From Talking to ITC?  
 
The Trade Secrets Act, 18 U.S.C. § 1905, provides that any federal employee who “publishes, divulges, 
discloses, or makes known in any manner” any “trade secrets, processes, operations, style of work, or 
apparatus, or to the identity, confidential statistical data, amount or source of any income, profits, 
losses, or expenditures” “coming to him in the course of his employment” can be found criminally liable 
facing a penalty and/or imprisonment of up to a year. 18 U.S.C. § 1905. 
 
Any federal employee reading this law for the first time would understandably be anxious about 
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stepping anywhere near its reach. In fact, CBP has expressed concerns over the TSA in the past in 
connection with 337 enforcement. See ACI 3rd Expert Forum on ITC Litigation & Enforcement: A Master 
Class on Enforcement of ITC Exclusion Orders (2011). But, a review of how this provision has been 
interpreted by courts and the options available to CBP suggest this concern would not be entirely 
justified. 
 
No court has ever interpreted the TSA to prevent CBP from talking to the ITC about products that are 
presented for importation. At least one appeals court has suggested the opposite: The TSA does not 
apply to interagency communication, like communication between CBP and ITC. See e.g., Emerson Elec. 
Co. v. Schlesigner, 609 F.2d 898 (8th Cir. 1979) (“We seriously doubt whether §1905 was intended to 
prohibit any interagency information transfers.”). Rather, the TSA “was designed to apply only to public 
disclosures of trade secret material.” Id. 
 
The TSA is a criminal statute; therefore a violation requires a showing, beyond a reasonable doubt, that 
the alleged violator had a criminal state of mind. United States v. Wallington, 889 F.2d 573, 577 (5th Cir. 
1989). Negligence is not enough. Id. at 578. Not surprisingly, cases involving the TSA are few and far 
between. As the D.C. Circuit recognized in 2008, “[c]riminal prosecution under the TSA seems 
particularly unlikely; such prosecutions are rare — we have located no published report of such a case in 
our circuit.” See Venetian Casino Resort v. EEOC, 530 F.3d 925, 933 (D.C. Cir. 2008). CBP’s risk of running 
afoul of the TSA by seeking the ITC’s advice on a design-around is minimal. 
 
Do Customs Regulations Prohibit CBP From Talking to ITC?  
 
Ninety-year-old customs regulations broadly prohibited employees from disclosing “to others” the 
“contents of … entries.” See e.g., U.S. Treasury Dep’t, Bureau of Customs, Customs Regulations of the 
United States at 587 (Art. 1131), 662 (Art. 1323) (1923). The 1938 customs regulations, among other 
things, (1) prohibited customs employees from “disclos[ing] details of their official activities for 
publication” and (2) provided that customs information “must be treated as confidential, except for the 
purpose for which such documents are required to be filed.” 19 C.F.R. § 25.2(a), (e)(2)(1938). 
 
A similar provision provided that employees “shall refrain from disclosing facts concerning seizures, 
investigations, and other pending cases of public interest until the matter is completed.” 19 C.F.R. § 
26.3(b) (1965). Given their breadth, one could understandably read these regulations as prohibiting 
communication about “entries” with sister agencies like the ITC. 
 
But these regulations are not intact today. Around the time when the Freedom of Information Act was 
enacted in 1966, the customs regulations evolved to provide for disclosure as the general rule absent an 
exception like the TSA, national security, or executive order. See 32 Fed. Reg. 9533 (July 1, 1967); 19 
C.F.R. § 26.7(c)(1968) (providing TSA as an exception to FOIA). Nonetheless, the rules provided sanctions 
for improper disclosure by a customs employee from one importer or exporter to another. See 19 C.F.R. 
§ 26.9 (1968); 19 C.F.R. § 103 (2012). Today, while CBP’s regulations provide a variety of circumstances 
when disclosure is or is not appropriate, there are no rules that prohibit CBP from asking the ITC’s 
opinion about a design-around. 
 
There Are a Number of Options for Improving Communication With the ITC 
 
To the extent there are concerns about criminal prosecution for sharing information regarding a design-
around with the ITC, CBP has a number of options available to it. First, it can ask the attorney general for 
an opinion that this proposed act would not violate the TSA. Indeed, this is exactly what happened in 



 

 

Chrysler Corp. v. Brown, a case where the U.S. Supreme Court examined the applicability of the TSA in 
connection with communications between two different agencies. See 441 U.S. 281, 303 n28 (1979). In 
that case, the attorney general, responding to a request from the secretary of the Treasury, opined that 
although the Reconstruction Finance Corporation Liquidation Act did not expressly authorize disclosure 
of the information at issue, it impliedly authorized disclosure: 

These provisions do not expressly authorize disclosure of the type of information referred to in 18 U. S. 
C. 1905. It is, nevertheless, concluded that if efficient and economical liquidation of the assets of the RFC 
should be determined to require disclosure of the information of the type involved, authority to do so is 
conferred by the RFC Act and the RFC Liquidation Act. 
 
41 U.S. Op. Atty. Gen. 166, 169 (1953). The same rationale would seem to apply to CBP’s sharing of 
design-around information with the ITC. Indeed, effective exclusion order enforcement under section 
337(d) and (e) depends on these types of disclosures. 
 
CBP can also eliminate any risk by rule. The language of the TSA provides that a disclosure will not 
violate the TSA if it is “authorized by law.” To the extent the ITC and CBP are concerned that there is no 
express authorization to provide confidential information from CBP to ITC, CBP can address this by 
adding a regulation that allows it to share confidential information with the ITC. 
 
The U.S. Supreme Court has repeatedly held that “substantive agency regulations have the force and 
effect of law.” Chrysler Corp., 441 U.S. at 295. In Chrysler Corp., for example, the court found that a 
disclosure made by one agency that shared confidential information with another was authorized by law 
because the first agency had a regulation authorizing such a disclosure. In other words, no Congressional 
action is necessary “fix” concerns about the TSA. In fact, at least one regulation relating to disclosure of 
confidential information seems to acknowledge that CBP can fix this concern itself. See 19 C.F.R. § 
103.34(a) (“disclosure … not authorized by law or regulations … is a ground for dismissal”). 
 
Conclusion 
 
CBP cannot effectively enforce Section 337 exclusion orders in the current world of fast-changing 
product designs without efficient two-way communication with the agency whose order it is tasked with 
enforcing. It is imperative that no roadblocks, real or perceived, prevent this communication. Neither 
the TSA nor CBP’s regulatory framework provide such a roadblock. 
 
—By Daniel Valencia, Covington & Burling LLP 
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