The dead Directive: What next
for data retention in the UK?

Theoretically, the e-Privacy Directive could provide a legal basis
for data retention law. But the position is far from clear in the
UK, say Mark Young and Philippe Bradley.

O

n 8 April 2014, the Court of
Justice of the European
Union (“CJEU”) ruled that
the Data Retention Directive
2006/24/EC (the “Directive”) was
unlawful and invalid, on human
rights grounds.1 The invalidation of a
Directive is an unusual event, which
has led to questions about the impact
of the decision at national level. In
the midst of this ambiguity, some
Internet service providers have
already ceased to comply with
national laws that implement the
annulled Directive, leading to disputes with authorities.
This article summarises the
Directive, analyses the CJEU’s

decision in the Digital Rights Ireland
case, and discusses the likely implications under national law, with a focus
on the UK. It concludes that the current legal basis for data retention
across the EU and in the UK is now
weak, but that if challenged, the UK
government may find alternate legal
means to mandate retention, at least
until an EU-level replacement is
agreed.

Recap on the Data
Retention DiRective

The Directive required Member
States to ensure that communications
Continued on p.3
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Unsettled time for EU privacy

As the Data Retention Directive has been scrapped, one has to ask
whether it was doomed to failure because of the Directive’s text, or
the controversial national implementation which has been debated in
several constitutional courts in the EU. In the UK, the government
wants to retain a huge amount of data to fight terrorism. However,
in its decision to invalidate the Directive, the Court of Justice of the
European Union stated that there was no differentiation between
different types of communications data, and the overwhelming
majority of the data that was to be retained was not relevant to
criminal investigations or prosecutions. Read an analysis of this
unusual decision on p.1.

Anonymisation is clouded in uncertainty. Privacy experts do not
seem quite satisfied that data can be completely anomymised. Read
the guidance of the EU Art. 29 DP Working Party, and UK experts,
on p.18. An area that is perhaps easier to manage with careful
planning and auditing is managing third parties. Read useful tips and
insights on p.10.

Consumers are becoming more privacy savvy; a recent study
indicates that 85% of people are happy to share information if they
know it is used only by the first party (p.9). But the online
environment changes fast, and even privacy lawyers have to run hard
to keep up with new developments, such as custom audiences
marketing. See p.6.

Our Legal Editor reports on a Court of Appeal decision which states
that the Criminal Records Bureau disclosure system is contrary to
Article 8 of the European Convention on Human Rights (p.14). The
newly appointed Surveillance Camera Commissioner is keen to
work with the ICO to ensure that their codes of practice can be
integrated to avoid confusion, particularly as 95% of CCTV cameras
are outside the scope of the police and local authorities and the
norms of democratic accountability (p.13).

PL&B’s 27th Annual International Conference, New Horizons ~
New Risks, 30 June to 2 July, will feature presentations by both
Simon Hughes MP, Justice Minister, and Christopher Graham,
Information Commissioner and two members of his staff. See
www.privacylaws.com/programme

Laura Linkomies, Editor
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ANALYSIS
Data Retention... from p.1
service providers (“CSPs”), i.e., primarily companies providing telephone
and Internet connectivity, retain certain
data necessary to identify subscribers
or users in relation to every communication carried (“metadata”) — although
not the content of communications.
The Directive required data to be
retained for the purpose of investigating, detecting and prosecuting “serious
crime”, as defined by national law. This
requirement was an exception to EU
data protection laws, particularly
Directive 2002/58/EC (the “e-Privacy
Directive”), which required CSPs to
erase or anonymise such metadata as
soon as it was no longer useful for
billing purposes.
national implementations of the
Directive varied significantly.2 Member
States were given wide discretion to
mandate retention for anywhere
between six and 24 months. Definitions
of “serious crime” also varied between
countries; several Member States
expanded the scope of retention to
include the prevention of crime in general, the protection of public security,
and/or the preservation of state security.3 Access safeguards, which the
Directive did not set out, were also not
uniform; only 14 Member States
required judicial authorisation of
requests, six countries authorised tax
and/or customs authorities to access
the metadata, and the UK permitted
access by other public authorities.4
All of these issues added to resistance to the law that had been present
from the outset. By 2010, the European
Data Protection Supervisor was openly
referring to the Directive as “without
doubt the most privacy invasive instrument ever adopted by the EU”.5 The
European Commission took action
against several countries for missing the
national implementation deadline,
including Austria, Belgium, Germany,
Greece, Ireland, Romania and Sweden.
Both Sweden and Germany eventually
faced fines for their continued failure to
comply. national implementing laws
faced significant legal challenges in
their national courts, which suspended
or annulled national implementations
of the Directive in Bulgaria, Cyprus,
the Czech Republic, Germany, and
Romania. Ultimately, two such
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national challenges, in Ireland and Austria, were referred to the CJEU, where
they succeeded in securing the
invalidation of the Directive.

the Ruling of the couRt in
Digital Rights iRelanD

Which fundamental rights were
engaged?: In Digital Rights Ireland,
the CJEU held that the Directive violated Articles 7 and 8 of the Charter of
Fundamental Rights of the European
Union (the “Charter”), which protect
the right to respect for private life and
to protection of personal data. The
CJEU noted that retaining metadata
interferes with the right to private life
as it permits very precise conclusions to
be drawn about individuals’ private
lives, including about their daily habits,
movements and social relationships
(regardless of whether or not that individual is inconvenienced by the retention). The Court also found that access
to the retained data by authorities was
an additional interference with Article
7, and that storing or accessing metadata constitutes processing of personal
data, thus engaging Article 8.
Prompted by the Austrian referring
court, the CJEU also stated that it was
“not inconceivable” that indiscriminate
data retention might also have a chilling
effect on free speech (a right protected
under Article 11 of the Charter), but
did not find it necessary to explore the
point.
lawfulness of the interference
with fundamental rights under the
charter: Applying the test of “strict
necessity”, the CJEU ruled that there
were three key flaws that meant that
the Directive constituted a disproportionate interference with fundamental
rights.
First, data from all subscribers and
registered users was retained without
limitation, differentiation or exception,
entailing “an interference with the fundamental rights of practically the entire
European population”.
Second, procedural protections
were lacking, so access was not
restricted to what was strictly necessary; for example, access did not
require prior review by a court or independent administrative body.
Third, the data must be retained for
at least six months, without any distinction being made as to its type or

utility; there should have been objective criteria to ensure that retention
times were limited to what is strictly
necessary.
The CJEU added two potentially
far-reaching objections in relation to
the protection of personal data under
the Charter. It criticised the latitude
given by the Directive to take into
account economic factors when deciding on the level of security that a CSP
should provide. Further, the Court
suggested that Article 8 requires that
data remain under the control of EU
data protection authorities, deeming
this to be an “essential component of
the protection of individuals”. Academics have suggested that this view
may be “particularly explosive”, as it
seems to suggest that data should not
be permitted to leave the EU.6 This
would be an extreme position, analogous to one that was recently explored,
but rejected, by Brazilian legislators.7

outcome foR telecoms anD
inteRnet seRvice pRoviDeRs

impact on national laws: The CJEU
declined to suspend the effects of its
invalidation of the Directive until an
improved version of the law was
passed, ignoring the previous suggestion of Advocate General Cruz Villalón. The ruling thus voided the Directive ab initio - i.e., the Directive does
not and has never represented a valid
law.
Theoretically, in the Directive’s
absence, the e-Privacy Directive would
have had primacy. Article 15(1) of the
e-Privacy Directive allows Member
States to introduce data retention laws,
but “subject to the general principles of
Community law” and only if they are
“a necessary, appropriate and proportionate measure within a democratic
society”.
This would suggest that any
national law that is not consistent with
these limited grounds has therefore
been, and continues to be, unlawful
under EU law, in which case national
courts would have to refuse to enforce
it.8
It would be tempting to assume that
the CJEU’s analysis in Digital Rights
Ireland also applies to national data
retention laws that now have to rely on
the e-Privacy Directive for their legal
basis. yet it is unclear whether that is
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ANALYSIS
the case. Commentators have disputed
whether the Charter applies to those
laws, as those laws are, in principle, a
voluntary measure by Member States,
not an EU obligation.9
Despite the ambiguity, shortly after
the CJEU’s ruling, some Swedish Internet service providers announced that
they would cease complying with
Sweden’s national implementation of
the Directive. Sweden’s regulator
admitted that it would have difficulty
enforcing the national law and would
not seek to do so.10 Companies in other
countries may look to follow the
Swedish example, although caution is
advised: their prospect of success might
depend on both local law and politics.
Indeed, some regulators in the EU have
said that they will stand by their
national data retention laws.11
The position is even less clear
regarding the UK implementing law.
The Data Retention (EC Directive)
Regulations 200912 were passed into
UK law as secondary legislation pursuant to section 2(2) of the European
Communities Act 1972, which allows
government ministers to introduce
laws in order to implement EU Directives. If, in the eyes of the law, there is
no Directive to implement, the UK
law is arguably ultra vires. This
appears to accord with the view of several legal academics13 and to be in line
with a ruling of Lord Hoffmann in the
Imperial Tobacco case before the UK
House of Lords, in which he stated
that “s 2(2) of the [European Communities] Act makes the validity of the
regulations dependent upon the existence of a Community obligation”
(such as a Directive).14
compensation: A further interesting question arises from the judgment:
if the Directive never “existed”, and
national data retention laws are now
unlawful under the e-Privacy Directive, are affected companies and individuals entitled to sue the State for
financial compensation?
The established principle of Francovich liability entitles persons harmed
by a Member State’s improper implementation of EU law to claim damages,
under certain conditions.15 Under
established case law, such compensation may not be payable if the breach of
Community law by the Member State
is excusable. Factors include the clarity

and precision of the rule breached,
whether the infringement and the
damage caused was unintentional or
involuntary, and whether the position
taken by a Community institution may
have contributed to the breach.16 It
seems likely that Member States would
be able to argue that their technical
breach of Community law prior to the
Directive’s annulment was excusable.
What may be harder to excuse,
however, are damages accruing after a

clear CJEU ruling that retention of
metadata that is not strictly necessary
for law enforcement purposes is unlawful. The national cases in Ireland and
Austria will now resume, and these will
provide an early glimpse of how
national courts apply the CJEU’s
ruling. Even though financial compensation is being sought in the Irish case,
the applicant is suing from the perspective of a service user whose data was
unlawfully
retained;
different
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Many Member States are likely to wait
for discussions at EU level about introducing a new law to replace the Data
Retention Directive before they instigate national reforms. The CJEU has
provided relatively detailed guidance
on what such a new law should look
like, but it remains to be seen if and
how that will be implemented. We may,
for instance, see a renewed interest in
“quick freeze” data preservation, as
found in the Council of Europe’s Convention on Cybercrime.17 However,

given the impending European
Parliamentary
elections
and
subsequent Commission reshuffle, the
ongoing reform of the general EU data
protection framework, and a pending
case before the European Court of
Human Rights concerning the mass
collection of communications metadata
by Western intelligence agencies,18 the
wait could be lengthy.
It is possible that some other countries, such as the UK, may instead rush
to unilaterally shore up their national
laws; the UK Home Office has come
out strongly in support of data retention, despite the CJEU’s ruling.19 If the
UK’s implementation of the Directive
proves unreliable, the UK government
may try to fall back on older laws such
as Part 11 of the Anti-Terrorism, Crime
and Security Act 2001 or the

Telecommunications Act 1984 (particularly section 94). Alternatively, it
might press forward with plans for a
Communications Data Bill that mandates even broader data retention.
Given the political climate engendered
by Edward Snowden’s disclosures and
this ruling, the latter may be
particularly difficult to achieve.

A local trading standards body in
Dorset has fined a company for breaching Telephone Preference Service (TPS)
legislation. The ICO has in the past
prosecuted companies for non-compliance with data protection rules in connection with TPS but this is the first
time an organisation other than the
ICO has prosecuted a company for
such a breach, the Direct Marketing
Association [DMA] says.
In this case, Dorset County Council Trading Standards Service issued a
£36,000 fine to a home improvements
company, Apple Group Holdings Limited. Cooperation between the ICO
and trading standards officers has formally been in place since May 2008

(PL&B UK April 2008 p.8 and June
2008 pp.7-9.)
John Mitchison, head of the TPS,
said: “Companies breaching TPS laws
are now facing a far greater risk of
being prosecuted compared to this time
last year, with over 200 Local Authority Trading Standards Services in the
UK.”
“Businesses using telemarketing as
a part of their marketing mix need to be
cautious when conducting the right
checks on the data they use or buy.
Screening against the TPS is an essential
part of data compliance and companies
need to take all complaints seriously.”
Chris Combemale, executive director of the DMA which operates TPS,

said: “no company should ever want
to be known for making nuisance calls.
Doing so will damage their reputation,
lose them customers and attract the
attention of a growing number of regulators with the powers to issue steep
financial penalties.”
The ICO is now suggesting the
lowering of the PECR threshold in this
respect so that it would be enough to
show “irritation and nuisance” rather
than ‘substantial damage or distress’
which is now a prerequisite for fines.
The ICO has also set up an online
reporting tool which people can use to
send it the details of any unwanted
marketing texts and calls.

A man has been arrested for the alleged
theft of payroll details of over 100,000
Morrisons’ employees, and the ICO
has started an investigation, V3.co.uk
reports.
Morrisons supermarket issued the
following statement: “We are extremely
sorry to inform you that there has been
a theft of colleagues’ personal information, which was uploaded onto a

website. As soon as we became aware
of this last night we took immediate
steps to ensure the data was removed
from the website. It was closed down
within hours of us being notified.
- This was an illegal theft of data.
- It can no longer be accessed on the
website.
- We are liaising with the police and
highest level of cybercrime

authorities.”
According to Morrisons, the information included names, addresses and
bank account details. A helpline has been
set up as well as advice on identity theft
and protecting financial information.
• See www.v3.co.uk/v3-uk/news/
2334287/morrisons-loses-100-000employees-payroll-details-duringcyber-heist
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considerations will apply in respect of
CSPs forced to take measures that were
costly and unlawful. CSPs may have to
await the outcome of alternative test
cases before their ability to recover
damages is clarified.
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