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THE GOVERNMENT CONTRACTS UPDATE 

HOUSE BILL WOULD RESTRUCTURE SUSPENSION & DEBARMENT OFFICES 

On October 29, 2013, the House Oversight and Government Reform Committee approved the Stop 
Unworthy Spending (“SUSPEND”) Act (H.R. 3345), a bill sponsored by Committee Chairman Darrell 
Issa (R-CA) and Ranking Member Elijah Cummings (D-MD).  A draft of the bill was circulated in 
February 2013.  Aiming to make the suspension and debarment process faster, more uniform, and 
more transparent, the SUSPEND Act includes several notable measures.    

Of primary note, the SUSPEND Act would create a new Board of Suspension and Debarment and 
merge all existing suspension and debarment offices under that banner.  It would, however, allow an 
existing suspension and debarment office to retain its independence, but only if the relevant agency 
demonstrates to the Director of the Office of Management and Budget (“OMB”) that the agency 
meets a range of criteria.  The agency would be required to have, among other things: 
(1) a “dedicated suspension and debarment program and staff”; (2) “[d]etailed agency-specific 
policies and procedures relating to suspension and debarment”; (3) “[p]ractices that encourage an 
active suspension and debarment referral process”; and (4) an “[a]verage annual disposition of 
discretionary suspension and debarment cases of 50 or more, regardless of the outcome.” 

The SUSPEND Act also proposes additional measures, including: (1) formalizing and unifying 
suspension and debarment procedures; (2) unifying the suspension and debarment regulations 
applicable to contracts and grants (at least for those agencies not retaining independent suspension 
and debarment offices); (3) expediting suspension and debarment referrals, including a 6-month 
limit on the time between referral and case resolution; and (4) requiring expedited review for fraud in 
contingency or time-sensitive settings, both military and nonmilitary.  The bill would also coordinate 
remedies for fraud and corruption relating to procurements and grants, following the model that the 
Department of Defense (“DOD”) has used for a number of years. 

Opinions of the new bill are mixed.  Critics remain concerned that the suspension and debarment 
process will become increasingly adversarial, resembling traditional litigation.  Others, including 
Senior of Counsel Steven Shaw, share those concerns, but view the SUSPEND Act’s latest 
incarnations as potential steps that may improve lower-performing suspension and debarment 
offices.  

We have reported on earlier activity involving the SUSPEND Act—including the February 2013 
discussion draft and June 2013 testimony before the House Oversight Committee—and we will 
continue to chart its path.   

HOUSE ARMED SERVICES COMMITTEE ANNOUNCES REFORM OF PROCUREMENT SYSTEM 

At an October 29, 2013 hearing, the Chairman of the House Armed Services Committee, Buck 
McKeon (R-CA), unveiled a long-term plan to reform the DOD’s procurement system, which will be led 
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by Committee Vice Chairman Mac Thornberry (R-TX).  Calling the existing system both “costly and 
ineffective,” Chairman McKeon stressed the need for reform in this era of sequestration and budget 
cuts.  Several problems with the existing system were identified, including cost overruns, bad 
planning, and overregulation. 

The Professional Services Council has urged a number of reforms as part of the initiative, including 
increasing collaboration among DOD contracting officers, DOD program offices, and industry; 
focusing on workforce training; assisting companies to get involved in procurements; and recognizing 
differences between acquisitions of services and of weapons platforms.   

Panelists at the hearing offered additional suggestions for reform.  Some recommended 
emphasizing continuing education for DOD employees on technological developments.  Others 
advocated moving away from a system that incentivizes cost misrepresentation—say, the existing 
temptation for offerors for fixed-price contracts to underestimate their proposed pricing, only to later 
seek equitable adjustments.  Still others suggested that acquisition staff must be promoted 
differently and rewarded for saving money.  Other controversial ideas for reform included hiring the 
DOD’s midlevel managers from the defense industry, relaxing some types of costly and time-
consuming DOD oversight, and allowing higher profits to contractors for quality performance.   

DEFENSE SECRETARY ISSUES MEMORANDUM ON SAFEGUARDING UNCLASSIFIED CONTROLLED 
TECHNICAL INFORMATION 

In a memorandum dated October 10, 2013, Secretary of Defense Chuck Hagel directed a series of 
actions “to ensure our unclassified controlled technical information is protected from cyber 
intrusions and that any consequences associated with loss of this information are minimized.”  This 
plan will effect “immediate action to improve the protection of unclassified controlled technical 
information that resides on or passes through defense contractor systems or networks,” including 
“necessary policy, guidance, and rulemaking activities, to include expansion of current cybersecurity 
information-sharing activities and programs.”  The memorandum does not define the term 
“unclassified controlled technical information”; however, similar terms are defined in other guidance 
from the DOD, including DOD Instruction 8582.01, which defines “controlled unclassified 
information” as “[i]nformation that requires safeguarding or dissemination controls pursuant to and 
consistent with law, regulations, and Government-wide policies.”     

Although the memorandum outlines a number of steps, it does not recognize efforts already 
underway within the DOD.  For example, in the memorandum, the Secretary directed the Under 
Secretary of Defense for Acquisition, Technology, and Logistics (“USD(AT&L)”) to propose an 
amendment to the DOD FAR Supplement (“DFARS”) regarding defense contractors’ safeguarding of 
unclassified controlled technical information.  That amendment will add provisions to defense 
contracts which require contractors to incorporate established security standards into their networks 
and to report cyber intrusions that cause the loss of unclassified controlled technical information.  
The Secretary also called for the USD(AT&L) to create a joint analysis capability to assess technical 
information losses and the consequences of those losses.  Yet the DOD issued a proposed rule in 
June 2011 to address the protection of unclassified information, mimicking many of the 
requirements of DOD Instruction 8582.01.  And according to the most recent Defense Acquisition 
Regulations Council status report, the Office of Information and Regulatory Affairs (“OIRA”) “cleared 
final DFARS rule.  Awaiting clearance of information collection requirement.”  Notably, OIRA is 
located within OMB, and it addresses the paperwork-burden analysis of new regulations—a last step 
before a final rule.   

http://www.defense.gov/documents/Signed_DVTT_Memo_101013.pdf
http://www.dtic.mil/whs/directives/corres/pdf/858201p.pdf
http://www.gpo.gov/fdsys/pkg/FR-2011-06-29/pdf/2011-16399.pdf
http://www.acq.osd.mil/dpap/dars/opencases/dfarscasenum/dfars.pdf
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In the October 10 memorandum, Secretary Hagel outlined a number of additional steps.  He directed 
(1) the Military Departments to “identify critical acquisition and technology programs requiring higher 
levels of protection”; (2) the Under Secretary of Defense for Intelligence to coordinate a review of the 
classification guidance for those programs; (3) the DOD Chief Information Office to continue to 
develop technical standards for protecting unclassified information and to “align” them with DOD’s 
Joint Information Environment “single security architecture”; (4) the U.S. Strategic Command to 
assess the cyber-attack vulnerability of unclassified DOD-operated networks and to offer risk-
mitigation action plans; and (5) the USD(AT&L) and the Chief Information Office to monitor the 
effectiveness of the above and recommend further action. 

NIST SEEKS COMMENTS ON DRAFT CYBERSECURITY FRAMEWORK 

On October 29, 2013, the National Institute of Standards and Technology (“NIST”) solicited public 
comments on the Preliminary Cybersecurity Framework, which provides a methodology for critical 
infrastructure and other entities to assess and remediate their cybersecurity risk.  Executive Order 
13,636, signed in February 2013, requires NIST to issue a final Cybersecurity Framework by 
February 2014.  The Executive Order also directs the Secretary of Homeland Security to develop a 
voluntary program to incentivize critical infrastructure entities to adopt the Cybersecurity Framework, 
and it requires regulatory agencies to review the adequacy of their existing cybersecurity programs.  
The Preliminary Cybersecurity Framework contains flexible cybersecurity measures that can be 
tailored for use by organizations of all sizes.   

Also on October 29, 2013, President Obama met with CEOs from the information technology, 
financial services, and energy sectors to discuss the implementation of the Framework.    
Government and private sector attendees noted the importance of congressional legislation to 
permit sharing of cyber threat information, but little progress has been made on this issue.  The 
House passed the Cyber Intelligence Sharing and Protection Act (H.R. 624) in April, but citing privacy 
concerns, the White House announced that it would veto the bill if it were presented to the President.  

We are continuing to follow this item.  We reported on the discussion draft of the Preliminary 
Cybersecurity Framework in a September 4, 2013 E-Alert, NIST Releases Discussion Draft of 
Preliminary Cybersecurity Framework, and on the Preliminary Cybersecurity Framework in the 
November 1, 2013 issue of The Government Contracts Update, and a November 4, 2013 E-Alert, 
NIST Releases Preliminary Cybersecurity Framework. 

SIGAR PREDICTS LIMITED SECURE ACCESS AFTER U.S. DRAWDOWN 

John F. Sopko, the Special Inspector General for Afghanistan Reconstruction (“SIGAR”), has 
predicted that, by the end of 2014, less than 21% of Afghanistan will be secure enough to allow for 
oversight of U.S. projects.  The SIGAR’s diminishing oversight capabilities implicate a number of 
issues for contractors—for one thing, more occasions to bring impossibility, impracticability, or 
suspension of work claims (or the like) based on the minimal security in the country.  Yet these 
claims also may be even more difficult to substantiate if in-country recordkeeping and agency 
oversight suffer.   
 
The drawdown of U.S. forces is scheduled to be complete by December 31, 2014, at which point 
Afghans will control the country’s security.  Secure access in Afghanistan has declined in recent 
years—from 68% in 2009 to 45% in 2013.  In a letter to Secretary of State John Kerry, Secretary of 
Defense Chuck Hagel, and U.S. Agency for International Development (“USAID”) Administrator Rajiv 
Shah, Sopko indicated that, earlier this year, security problems impeded access to infrastructure 
projects in northern Afghanistan worth $72 million.  Meanwhile, agencies are devising alternative 

http://www.gpo.gov/fdsys/pkg/FR-2013-10-29/pdf/2013-25566.pdf
http://www.gpo.gov/fdsys/pkg/FR-2013-02-19/pdf/2013-03915.pdf
http://www.gpo.gov/fdsys/pkg/FR-2013-02-19/pdf/2013-03915.pdf
http://www.gpo.gov/fdsys/pkg/BILLS-113hr624rfs/pdf/BILLS-113hr624rfs.pdf
http://www.whitehouse.gov/sites/default/files/omb/legislative/sap/113/saphr624r_20130416.pdf
http://www.cov.com/files/Publication/f9686b27-20f0-4bb7-b147-ccda288031ae/Presentation/PublicationAttachment/d3878a5a-c9d2-459a-a11b-ce35c44d7b0a/NIST_Releases_Discussion_Draft_of_a_Preliminary_Cybersecurity_Framework.pdf
http://www.cov.com/files/Publication/f9686b27-20f0-4bb7-b147-ccda288031ae/Presentation/PublicationAttachment/d3878a5a-c9d2-459a-a11b-ce35c44d7b0a/NIST_Releases_Discussion_Draft_of_a_Preliminary_Cybersecurity_Framework.pdf
http://www.cov.com/files/Publication/ccdaeb11-2b41-4194-a5b6-fcdab3039a28/Presentation/PublicationAttachment/ed650c92-134e-4b78-b329-13812fadaa6d/The_Government_Contracts_Update_11-1-13.pdf
http://www.cov.com/files/Publication/33f1e8e9-05d3-46e6-86e0-70bc6b94ed7c/Presentation/PublicationAttachment/82820a1e-2754-4c6d-a47e-744bc0e50688/NIST_Releases_Preliminary_Cybersecurity_Framework.pdf
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oversight mechanisms, including third-party monitors and forces deployed on the periphery of 
“oversight bubbles”—areas deemed to have sufficient security and that are within a one-hour 
roundtrip of an advanced medical facility.  The SIGAR intends to audit USAID’s experiences with third-
party monitoring and has requested information to assist its efforts in addressing these growing 
oversight problems.  Specifically, the SIGAR has requested information about similar experiences in 
high-risk security missions, including Iraq and Pakistan; programs valued greater than $5 million and 
which are currently occurring outside of oversight bubbles; new programs that will be occurring, as of 
December 2014, outside of oversight bubbles; and agencies’ plans for project oversight outside of 
oversight bubbles. 

CASE DIGEST  

ASBCA Takes Forgiving Approach to Timeliness of Notice of Appeal (Ft. McCoy Shipping & 
Servs., ASBCA No. 58673 (Oct. 9, 2013)) 

In a recent opinion, the Armed Services Board of Contract Appeals (“ASBCA”) took a generous, 
contractor-friendly approach to what constitutes timely notice of an appeal.  A contractor was 
pursuing a claim for “undue costs incurred” pursuant to a contract with the Army & Air Force 
Exchange Service (“AAFES”).  The agency contracting officer denied the claim and, in the letter 
communicating that denial, also indicated that the contractor could appeal the decision to the 
ASBCA “by mailing or otherwise furnishing written notice to the ASBCA.”  (Emphasis in original).  The 
contractor received the contracting officer’s decision on January 15, 2013, and sent a responsive 
letter back the next day, titled “Appeal to Monetary Claim.”  Yet the contracting officer never 
responded to that letter, nor did she forward it to the ASBCA.  And notwithstanding further 
correspondence between the contractor and AAFES, the contractor did not file its appeal with the 
ASBCA until May 23, 2013—128 days after it received the contracting officer’s final decision. 

The ASBCA determined that, for purposes of the 90-day appeal period under the Contract Disputes 
Act, 41 U.S.C. § 7104(a), the contractor’s January 16 letter constituted timely notice of an appeal.  
First, the letter expressed “dissatisfaction” with the contracting officer’s decision.  Second, it 
communicated “an intention to appeal to a higher authority,” having explicitly stated that “[t]his letter 
serves as my notice of intent to appeal.”  Third, it was irrelevant that the letter was directed to the 
contracting officer rather than the ASBCA pursuant to “well settled” authority equating the two in that 
situation.  Fourth, the letter included critical data for an appeal, including the contract number and a 
reference to the contracting officer’s final decision.  Finally, the ASBCA explained that “[t]he Board 
has historically liberally read contractors’ communications in finding effective appeal notices.”   

Nothing in the opinion suggests that the ASBCA was aware of the contractor’s appeal until the 
contractor actually filed the appeal on May 23, 2013.  Because no one at AAFES passed along the 
January 16 letter to the ASBCA or warned the ASBCA of its existence and content, the ASBCA was 
ignorant of the appeal until well after the statutory 90-day period.  Thus, the effectiveness of the 
contractor’s notice was necessarily determined by way of the contractor’s intent, not the practical 
effect of its effort.   

http://www.asbca.mil/Decisions/2013/58673%20Ft.%20McCoy%20Shipping%20&%20Services%2010.9.13%20PUBLISHED.pdf
http://www.asbca.mil/Decisions/2013/58673%20Ft.%20McCoy%20Shipping%20&%20Services%2010.9.13%20PUBLISHED.pdf
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GAO Allows Lowest Price, Technically Acceptable Evaluation for Accounting Services (Grant 
Thornton, LLP, B-408464 (Comp. Gen. Sept. 25, 2013)) 

The Government Accountability Office (“GAO”) recently upheld the Defense Logistics Agency’s (“DLA”) 
use of a lowest price, technically acceptable (“LPTA”) evaluation in a request for quotations (“RFQ”) 
for accounting services.  The protestor argued that an LPTA evaluation was inappropriate because 
the accounting services advertised in the RFQ are complex and involve a large amount of risk. 

The GAO disagreed.  According to the GAO, the DLA’s acquisition and program offices had considered 
the use of an LPTA evaluation and, in DLA’s reasonable discretion, had determined that it was 
appropriate.  Further, GAO accepted the contracting officer’s two main justifications for using LPTA: 
(1) that “objective accounting industry licensure and certification standards” were a sufficient proxy 
for vendors’ ability to perform the work, and (2) that it was reasonable to use LPTA at the Blanket 
Purchase Agreement (“BPA”) level because the agency could later consider price-technical tradeoffs 
at the task-order level. 

This decision adds to an ongoing debate about the propriety of using LPTA methodologies for 
complex services.  Here, the GAO suggests that it is reasonable to procure such complex services 
without employing standards for technical acceptability that are tailored to the particular project, at 
least where the procurement involves only multiple BPA awards with the prospect of later task-order 
competition on best-value grounds.  

 

If you have any questions concerning the material discussed in this client alert, please contact the 
following members of our Government Contracts group: 

Alan Pemberton 202.662.5642 apemberton@cov.com 
Robert Nichols 202.662.5328 rnichols@cov.com 
Susan Cassidy 202.662.5348 scassidy@cov.com 
Jennifer Plitsch 202.662.5611 jplitsch@cov.com 
Steven Shaw 202.662.5343 sshaw@cov.com 
Scott Freling 202.662.5244 sfreling@cov.com 
Anuj Vohra 202.662.5362 avohra@cov.com 
Jade Totman 202.662.5556 jtotman@cov.com 
Kayleigh Scalzo 202.662.5133 kscalzo@cov.com 

 
This information is not intended as legal advice.  Readers should seek specific legal advice before acting with regard to the subjects 
mentioned herein.  

Covington & Burling LLP, an international law firm, provides corporate, litigation and regulatory expertise to enable clients to achieve their 
goals.  This communication is intended to bring relevant developments to our clients and other interested colleagues.  Please send an 
email to unsubscribe@cov.com if you do not wish to receive future emails or electronic alerts.   

© 2013 Covington & Burling LLP, 1201 Pennsylvania Avenue, NW, Washington, DC 20004-2401.  All rights reserved. 
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