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GOVERNMENT CONTRACTS UPDATE 

NIST RELEASES PRELIMINARY CYBERSECURITY FRAMEWORK  

In response to President Obama’s February 2013 Executive Order, on October 22 the National 
Institute of Standards and Technology (NIST) released its Preliminary Cybersecurity Framework 
(Framework).  The Framework recommends best practices for managing cybersecurity risks for 
public and private organizations responsible for critical infrastructure, attempts to create a “common 
language for expressing, understanding, and managing” those risks, and provides voluntary 
guidelines to protect networks from cybersecurity threats. 
 
The Framework includes six steps for such organizations to assess and manage their cybersecurity 
risks: (1) identify mission objectives and risk approach; (2) create a current profile that reflects the 
organization’s understanding of its current practices; (3) conduct a risk assessment; (4) create a 
target profile focused on the organization’s cybersecurity goals; (5) compare the current and target 
profiles to determine, analyze, and prioritize gaps; and (6) implement an action plan.  
 
NIST will open a 45-day period for public comments shortly, and plans to release official guidance in 
February 2014.  

DoD Publishes Final Version of Defense Industrial Base Voluntary Cybersecurity and 
Information Assurance Activities 

On October 22, the Department of Defense (DoD) issued a Final Rule for the Defense Industrial Base 
(DIB) Voluntary Cybersecurity and Information Assurance (CS/IA) Activities (DIB Program).  Under the 
DIB Program, DoD provides cyber threat information and best practices for information security to 
DIB participants to enhance their ability to safeguard information.  In turn, DIB participants report 
cyber intrusion incidents to the Defense Cyber Crime Center's DoD-DIB Collaborative Information 
Sharing Environment (DCISE).  DCISE analyzes these reports to accumulate information regarding 
cyber threats and vulnerabilities, and to develop effective response measures that DCISE shares 
with participating companies.  The information sharing arrangements between the DoD and each DIB 
participant are documented in a standardized bilateral agreement, known as a Framework 
Agreement (FA), signed by the DIB participant and the Government.   
 
Although DoD received fifty comments from twelve respondents in response to the Interim Final 
Rule, the Final Rule leaves the Interim Rule largely intact.  Two comments, however, elicited changes 
from DoD.  First, a number of comments were directed at language in the Interim Rule concerning 
the legal review required of DIB participants before they could provide information  to the 
Government.  The Final Rule leaves unchanged the requirement that prior to sharing  any 
information with the Government, a DIB participant must determine that its policies and practices 
supporting its DIB Program activities comply with “all applicable laws and regulations.”  Under the 
Interim Rule, the Government also could seek additional information and assurances about this legal 
determination.  There had been concern expressed that this provision could require a violation of 
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attorney-client privilege.  DoD responded by removing the second sentence in §236.6(c) that had 
caused this concern and clarified that the requirement “was not intended to imply that there was a 
requirement to provide such [attorney client] information as a condition of the program.”  
 
Second, DoD accepted a suggestion that the definition of “U.S. citizen” eliminate the phrase “holding 
a U.S. passport,” and modified the Rule to provide that a U.S. citizen includes both a person born in 
the U.S. and naturalized citizens.  This definition is important given the limitations on the sharing of 
Government Furnished Information under the DIB Program. 
 
The Final Rule continues to stress the voluntary nature of participation, noting participation in the 
DIB Program is not to be construed as a Government endorsement of the participant, and is not 
meant to create any unfair competitive advantage in DoD source selections.   

Supreme Court May Rule on Watershed False Claims Act Decision 

On October 7, the Supreme Court issued an order inviting the Solicitor General to file a brief 
expressing the United States’ views in Kellogg Brown & Root v. United States ex rel. Carter.  Carter is 
an appeal from a decision of the United States Court of Appeals for the Fourth Circuit, in which that 
Court held that the World War II-era Wartime Suspension of Limitations Act (WSLA), 18 U.S.C. § 
3287, suspends the running of the False Claims Act’s (FCA) statute of limitations.  The Carter 
decision provides a qui tam relator (or the Government as an intervenor) “five years after the 
termination of hostilities” to bring a fraud action arising during wartime.  The Carter Court held that a 
formal declaration of war is not necessary for the WSLA to apply; thus for WLSA purposes, the U.S. 
has been at war since Congress authorized military force in Iraq and Afghanistan.  As a result, 
because it is unclear when a “termination of hostilities” occurs in an undeclared war, the Carter 
decision allows for an indefinite time to file claims arising from contracting actions in Iraq and 
Afghanistan.  

The Supreme Court’s invitation to the Solicitor General suggests that the Court is considering 
granting certiorari in Carter.  This may be a positive development for potential FCA defendants who 
are contractors in war zones, as it could result in a reversal of the Fourth Circuit’s decision.   

Covington previously reported on the Fourth Circuit’s decision in Carter on April 16, 2013. 

China Expected to Present New Government Procurement Agreement Offer  

During a series of informal plurilateral sessions on October 9, China indicated to members of the 
World Trade Organization (WTO) that it intends to submit a revised offer for accession to the 
Government Procurement Agreement (GPA) before the end of the year.  China currently maintains 
observer status to the GPA, and the forthcoming revised offer will be China’s fourth such offer since 
2007.  During negotiations, the Parties to the GPA have rejected China’s prior accession offers as 
limited and containing too many derogations from the GPA.  The Parties welcomed China’s most 
recent initiative, but stressed that the new offer must include significant improvements if China 
hopes to accede to the GPA.  Specifically, the Parties indicated China’s new offer must lower the 
threshold value above which individual procurements are covered by the GPA, and suggested that 
China increase the number of government agencies and state-owned enterprises in its list of covered 
procuring entities.   
 
China’s accession to the GPA would lead to substantial market access gains.  A 2011 WTO working 
paper estimated China’s accession alone could yield gains of $113 - 289 billion (USD) annually.   

http://www.supremecourt.gov/orders/courtorders/100713zor_5436.pdf
http://www.ca4.uscourts.gov/opinions/Published/121011.p.pdf
http://www.cov.com/files/Publication/6dc84dfe-8cb8-48d5-a088-c7f96f9c91c0/Presentation/PublicationAttachment/e1e5860e-9ba8-4b68-a93a-dbdd99dd949b/The_Government_Contracts_Update_4-16-13.pdf
http://www.wto.org/english/res_e/reser_e/ersd201115_e.pdf
http://www.wto.org/english/res_e/reser_e/ersd201115_e.pdf


COVINGTON & BURLING LLP 
 

 C&B 
 3 

CASE DIGEST  

Eighth Circuit Recognizes Fraud-in-the-Inducement Theory of False Claims Act Liability 
(Simpson v. Bayer Healthcare, No. 12-2979 (8th Cir. Oct. 15, 2013)) 

On October 15, the United States Court of Appeals for the Eighth Circuit partially affirmed and 
partially reversed and remanded a district court dismissal of a False Claim Act (FCA) suit brought 
under a fraud-in-the-inducement theory.  The Court reversed the dismissal of a qui tam relator’s 
claim that Bayer Healthcare (Bayer) had fraudulently induced the Department of Defense (DoD) to 
enter into contracts for Baycol, a cholesterol-lowering drug, by downplaying known risks of side 
effects associated with the drug.  In support of her claim, the relator alleged two instances in which 
Bayer knowingly made false statements to DoD regarding the risks associated with Baycol.  Although 
the identified statements were not false claims for payment, the relator alleged that the statements 
induced the Government to extend an existing contract with Bayer and subsequently to issue a 
Blanket Purchase Order (BPA).   

In reversing the district court’s dismissal, a divided panel of the Eighth Circuit held that the fraud-in-
the-inducement theory is premised on the false or fraudulent statements that induced the 
Government to enter into the contract.  As a result, FCA liability attaches to each claim for payment 
submitted under the original contract regardless of the falsity of those individual claims.  Therefore, 
even though the relator identified no individual false claims for payment, the Court found her 
allegations were sufficient to meet the pleading requirements of Rule 9(b) to survive a motion to 
dismiss.  The dissent argued that the majority ignored a core principle of FCA liability -- that relators 
must connect the fraudulent conduct to an injury -- and thus, because the relator did not allege 
specific harm resulting from the statements, she failed to state a plausible FCA claim.   

Though the Court remanded the matter back to the district court for further proceedings, this 
decision threatens to broadly expand FCA liability by untethering such liability from an actual 
demonstration by the Government or qui tam relators of actual false claims for payment submitted 
to the Government.   

Court Issues TRO Preventing Release of Allegedly Copied Cybersecurity Program (Battelle 
Energy Alliance, LLC. v. Southfork Security, Inc., No. 4:13-cv-00442 (D. Idaho Oct. 15, 
2013)) 

On October 15, the U.S. District Court for the District of Idaho granted the application of Battelle 
Energy Alliance, LLC (Battelle) for a Temporary Restraining Order (TRO) preventing Southfork 
Security, Inc. (Southfork), from releasing a computer program known as “Visdom.” Battelle alleged 
that Southfork’s Visdom was really a copy of a cybersecurity protection program called “Sophia” that 
Battelle had developed under a contract with the U.S. Department of Energy (DoE).  The court also 
granted Battelle’s request to copy the hard drive of Southfork’s founder, a former Battelle employee 
who had been involved in developing Sophia, and who founded Southfork during his employment 
with Battelle.   

Battelle alleged that it had developed Sophia to protect critical U.S. energy infrastructure (such as 
utility companies) from cyber-attacks.  Upon learning of interest among utility companies in a 
commercial version of Sophia, Battelle began a bidding process for a third party firm to exclusively 
license Sophia.  Shortly thereafter, Southfork, which had been created for the purpose of bidding on 
Sophia, began marketing Visdom, which Battelle alleged was an open-source copy of Sophia, and as 
such would make Sophia’s source code publicly available. 

http://media.ca8.uscourts.gov/opndir/13/10/122979P.pdf
http://www.gpo.gov/fdsys/pkg/USCOURTS-idd-4_13-cv-00442/pdf/USCOURTS-idd-4_13-cv-00442-0.pdf
http://www.gpo.gov/fdsys/pkg/USCOURTS-idd-4_13-cv-00442/pdf/USCOURTS-idd-4_13-cv-00442-0.pdf
http://www.gpo.gov/fdsys/pkg/USCOURTS-idd-4_13-cv-00442/pdf/USCOURTS-idd-4_13-cv-00442-0.pdf
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In granting Battelle’s TRO request, the court found that Battelle was likely to prevail on its copyright 
infringement claim and that such an order was in the public interest based upon national security 
considerations. The court found that absent a TRO, Battelle would suffer irreparable harm because 
the release of an open-source version of Sophia would “give the keys to Sophia . . . to the very 
attackers Sophia is meant to thwart.”   

This decision is notable for two reasons.  First, the court used national security as a basis for finding 
that Battelle (a private company) would suffer irreparable harm.  Second, based upon those same 
national security considerations, the court allowed a contractor to obtain a TRO and permission to 
copy a former employee’s hard drive ex parte. 

 

If you have any questions concerning the material discussed in this client alert, please contact the 
following members of our government contracts practice group: 

Alan Pemberton +1.202.662.5642 apemberton@cov.com 
Robert Nichols +1.202.662.5328 rnichols@cov.com 
Susan Cassidy +1.202.662.5348 scassidy@cov.com 
Jennifer Plitsch +1.202.662.5611 jplitsch@cov.com 
Steve Shaw +1.202.662.5343 sshaw@cov.com 
Scott Freling +1.202.662.5244 sfreling@cov.com 
Anuj Vohra +1.202.662.5362 avohra@cov.com 
Jade Totman +1.202.662.5556 jtotman@cov.com 

 
This information is not intended as legal advice.  Readers should seek specific legal advice before acting with regard to the subjects 
mentioned herein.  

Covington & Burling LLP, an international law firm, provides corporate, litigation and regulatory expertise to enable clients to achieve their 
goals.  This communication is intended to bring relevant developments to our clients and other interested colleagues.  Please send an 
email to unsubscribe@cov.com if you do not wish to receive future emails or electronic alerts.   

© 2013 Covington & Burling LLP, 1201 Pennsylvania Avenue, NW, Washington, DC 20004-2401.  All rights reserved. 

 

mailto:%20apemberton@cov.com
mailto:%20rnichols@cov.com
mailto:%20scassidy@cov.com
mailto:%20jplitsch@cov.com
mailto:%20sshaw@cov.com
mailto:%20sfreling@cov.com
mailto:%20avohra@cov.com
mailto:%20jtotman@cov.com
mailto:unsubscribe@cov.com?subject=Unsubscribe%20from%20e-alert

	E-Alert | Government Contracts
	Government Contracts Update
	NIST Releases Preliminary Cybersecurity Framework
	DoD Publishes Final Version of Defense Industrial Base Voluntary Cybersecurity and Information Assurance Activities
	Supreme Court May Rule on Watershed False Claims Act Decision
	China Expected to Present New Government Procurement Agreement Offer
	Case Digest
	Eighth Circuit Recognizes Fraud-in-the-Inducement Theory of False Claims Act Liability (Simpson v. Bayer Healthcare, No. 12-2979 (8th Cir. Oct. 15, 2013))
	Court Issues TRO Preventing Release of Allegedly Copied Cybersecurity Program (Battelle Energy Alliance, LLC. v. Southfork Security, Inc., No. 4:13-cv-00442 (D. Idaho Oct. 15, 2013))




