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What Gov'ts And Cos. Can Do To Fight Cyberespionage 

 

Law360, New York (October 08, 2013, 1:10 PM ET) -- Concern about cyberespionage and intellectual 
property theft, particularly trade secrets, has intensified — and with good reason. While these threats 
are not new, rapid technological advances resulting in greater connectivity and data storage and more 
globalized supply chains have increased the opportunity — and potentially, the payoff — to breach 
corporate networks and acquire sensitive corporate data. 
 
In short, the same technologies responsible for accelerating global growth are also being used to steal 
proprietary information and harm economies. 
 
These threats strike directly at the core value of many businesses — and a core vulnerability. Trade 
secrets comprise an average of two-thirds of the value of firms’ information portfolios, and that 
percentage rises to 70 percent to 80 percent for knowledge-intensive industries, such as manufacturing, 
information services and professional, scientific and technical services.[1] 
 
This value, however, can be tenuous; once a trade secret is made public or obtained by a competitor, its 
value may be substantially or entirely lost — a loss that may not be recoverable. 
 
Indeed, the aggregate amount of intellectual property lost to cyberespionage each year is staggering. 
The U.S. Department of Defense has noted, “Every year, an amount of intellectual property larger than 
that contained in the Library of Congress is stolen from networks maintained by U.S. businesses, 
universities, and government departments and agencies.”[2] 
 
In a 2012 speech, General Keith Alexander, the head of the National Security Agency and U.S. Cyber 
Command, stated that IP theft due to cyberespionage is the “greatest transfer of wealth in history,” and 
he estimated that U.S. companies lose $250 billion per year due to IP theft.[3] Put differently, the annual 
theft of intellectual property from U.S. businesses and other entities is “likely ... comparable to the 
current level of U.S. exports to Asia — over $300 billion.”[4] 
 
Of course, the problem is not just limited to cyberespionage; trade secret theft is growing in various 
forms. In the United States, federal cases of trade secret theft doubled between 1988 and 1995, 
doubled again between 1995 and 2004 and are projected to double again by 2017.[5] 
 
This is hardly just a U.S. issue. Economic espionage and trade secret theft are carried out in countries 
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around the globe and affect companies worldwide. Although data from Europe is inconsistent across 
jurisdictions, a significant increase in claims in the United Kingdom, for example, suggests that trade 
secret cases are also on the rise in Europe.[6] 
 
A recent survey conducted for the European Commission demonstrates the significant scope of this 
problem: Over the past 10 years, approximately one in five respondents experienced at least one 
attempt or act of misappropriation within EU countries, and nearly 40 percent of respondents believe 
that risk has increased during the same period.[7] 
 
Similarly, in a study by the Japanese government, more than 35 percent of respondent manufacturing 
firms reported some form of technology loss.[8] Meanwhile, South Korea estimates that costs from 
economic espionage more than tripled between 2004 and 2008.[9] 
 
The number and nature of attacks is also troubling. The 2013 Verizon data breach investigation report 
tracked 621 confirmed data breaches in the preceding year, of which 92 percent were perpetrated by 
outsiders.[10] Nineteen percent of the breaches were attributed to state-affiliated actors,[11] and 
Chinese state-affiliated actors' breaches “comprise about one-fifth of all breaches” and 96 percent of all 
espionage-related breaches.[12] 
 
State-sponsored espionage often involves use of “social tactics,” such as spear phishing, and the 
percentage of breaches using “social tactics” was four times higher in 2012 than in 2011, composing 29 
percent of all breaches in 2012.[13] In addition, 52 percent of breaches involved hacking, and 40 percent 
involved malware.[14] 
 
Another recent study estimated that the largest global organizations could face, on average, $35 million 
in losses over a two-year period from evolving attacks on cryptographic keys and digital certificates.[15] 
Although government and private-sector capabilities to trace the origin of attacks are improving, 
attributing attacks to particular perpetrators and determining whether perpetrators are state-sponsored 
remain challenging as a technical matter. 
 
The accelerating rise of cyber theft of corporate data is receiving policymaker attention in the United 
States. In February 2013, the Obama administration released a “Strategy to Mitigate the Theft of U.S. 
Trade Secrets,”[16] and the release of the strategy followed the issuance earlier in the month of 
Executive Order 13636 on "Improving Critical Infrastructure Cybersecurity."[17] 
 
However, the threat to intellectual property from cyber-based attacks requires ongoing attention, and 
there is room for a greater connection between cybersecurity-related policy efforts and efforts to 
protect trade secrets. In fact, the Executive Order on cybersecurity is focused principally on protecting 
critical infrastructure, not necessarily protecting intellectual property that may be held more broadly by 
U.S. businesses. 
 
In a joint report issued on Sept. 26, Covington & Burling attorneys and George Washington University’s 
Cybersecurity Initiative surveyed the state of trade secret laws around the world and offered a series of 
policy responses to address trade secret theft. The report’s findings and recommendations can be briefly 
summarized here. 
 
Existing Laws: The State of Play 
 
Trade secret protection in the United States is relatively more advanced than in most of the rest of the 



 

 

world. Both civil and criminal provisions address trade secret theft. On the civil side, many U.S. states 
have adopted the Uniform Trade Secrets Act. On the criminal side, the federal Economic Espionage Act 
of 1996 criminalizes misappropriation of trade secrets intended to benefit foreign governments or for 
economic gain. 
 
Cyber-based attacks on corporate networks may also implicate federal computer crime laws, including 
the Computer Fraud and Abuse Act and the Electronic Communications Privacy Act, as well as analogous 
state laws. Both the U.S. Administration and Congress are rigorously exploring efforts to combat trade 
secret theft, including through enhanced deterrence. 
 
At the national level, the European Union lags the United States in providing consistent and robust trade 
secret protection across its member states. However, the EU is currently evaluating potential policy 
responses at the EU level to improve trade secret protection. 
 
Despite increased attention to trade secret theft in the U.S. and EU, much of the rest of the world has 
very weak laws or enforcement practices, with the issue particularly acute in many of the largest 
emerging economies, such as China, Brazil, Russia and India. Thus, as supply chains and operations 
expand globally, a company’s ability to protect its trade secrets may be significantly diminished by weak 
rule of law and ineffective or nonexistent enforcement in a number of countries. 
 
What Can Be Done? 
 
In light of the global challenge of protecting and enforcing trade secret protections, companies and 
governments must be more proactive in addressing these threats, in particular, the following: 

 The first line of defense against trade secret theft is a company’s own protection program. 
Companies should be proactive in investing in trade secret protection. Companies often view 
such investments as unduly costly or burdensome. Rather than viewing them as cost centers or 
burdens on a business, organizations may more appropriately view expenditures on strong 
security technologies and the adoption of strong security procedures as important investments 
to preserve and enhance value. A recent study found that companies that reported obtaining 
“sufficient budgeted resources” for security saved on average $2.2 million annually.[18] 
  

 For their part, governments, and the U.S. government in particular, should utilize trade policy 
tools to elevate the importance of trade secrets protection, raise global standards and promote 
more effective deterrence. U.S. negotiations on the Trans-Pacific Partnership (TPP) Agreement 
with 11 other Asian-Pacific nations and the Trans-Atlantic Trade and Investment Partnership (T-
TIP) with the European Union, along with negotiations toward a bilateral investment treaty with 
China, provide important opportunities to secure advances in protecting trade secrets. Trade 
secret protection should also be considered in other fora, including regional organizations and 
the World Trade Organization (WTO) Council for Trade-Related Aspects of Intellectual Property 
Rights. The U.S. should also consider using more enhanced enforcement tools, including through 
highlighting trade secret protection deficiencies of its trading partners in its annual Special 301 
report. 
  

 The U.S. government should also improve internal coordination among agencies with 
responsibility for cybersecurity and the protection of trade secrets. 
  



 

 

As explained above, the threat to the U.S. economy and individual U.S. businesses from trade secret 
theft is real and growing. Combating the threat will require concerted efforts by companies to deter 
such threats and more robust policy responses and cooperation at the international level. 
 
--By Kurt Calia, David Fagan, John Veroneau, Gina Vetere and Kristen Eichensehr, Covington & Burling 
LLP 
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information purposes and is not intended to be and should not be taken as legal advice. 
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