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September 30, 2013 

OVERVIEW OF RECENT CALIFORNIA PRIVACY ENACTMENTS & IMPACT 

The California legislature recently has passed four privacy-related bills.  The following provides a brief 
overview of their key provisions, status, and potential impact. 

I.  PRIVACY RIGHTS FOR CALIFORNIA MINORS IN THE DIGITAL WORLD ACT (S.B. 568) 

A.  Key Provisions & Status 

On September 23, 2013, California Governor Jerry Brown signed into law a bill titled, “Privacy Rights 
for California Minors in the Digital World,” which prohibits certain targeted advertising to California 
minors and requires that such minors be allowed to delete materials they have posted online.  A 
minor is defined as a natural person under the age of 18 residing in California.   

The bill adds two new sections—Sections 22580 and 22581—to the California Business & 
Professions Code. 

  1.  Section 22580 

Section 22580 prohibits operators of websites, mobile applications, and other online services 
directed to minors from marketing or advertising on those websites, services, or applications certain 
enumerated products or services that minors cannot legally purchase or use.  While some of these 
products and services are not surprising—e.g., alcohol, firearms, tobacco, and obscene materials—
others—e.g., etching cream that is capable of defacing property and tanning—are not as intuitive.  
However, the law provides that an operator shall be deemed to be in compliance with this restriction 
if the operator uses an advertising service and notifies that advertising service, in a manner required 
by the advertising service, that the website, service, or application is directed to minors. 

Section 22580 applies the same prohibitions on advertising and marketing to an operator that has 
actual knowledge a minor is using its service or application, even if the website, application, or 
service itself if not directed to minors, provided that the marketing or advertising is directed to a 
minor based on information specific to the minor, such as profile, activity, address, or location, but 
excluding IP addresses and product identification numbers.  The operator shall be deemed in 
compliance with this provision if it takes reasonable actions in good faith designed to avoid 
marketing or advertising to a minor under these circumstances.  

Finally, Section 22580 prohibits an operator of an online service that is directed to minors or who 
has actual knowledge that a minor is using its website, service, or application from knowingly using, 
disclosing, or compiling the personal information of a minor (or allowing a third party to do so) with 
actual knowledge that such activity is for purposes of marketing or advertising the enumerated 
products or services to that minor.   
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None of these prohibitions apply to the incidental placement of products or services embedded in 
content, if the content is not distributed by or at the direction of the operator primarily for the 
purposes of marketing and advertising the enumerated products or services.   

“Marketing or advertising” is defined to require an “exchange for monetary compensation” in order 
“to make a communication to one or more individuals, or to arrange for the dissemination to the 
public of a communication, about a product or service the primary purpose of which is to encourage 
recipients of the communication to purchase or use the product or service.”  Thus, social media 
content or applications that only promote an enumerated product or service without paid placement 
presumably would not fall within the scope of the bill.   

   2.  Section 22581 

Section 22581 would require that, subject to certain exceptions, an operator of a website, mobile 
application, or other online service directed to minors or an operator that has actual knowledge that 
a minor is using its service or application shall: 

 Permit a minor who is a registered user of the service to remove or (if the operator prefers) 
request and obtain removal, of content or information posted on the service or application by the 
user.  

 Provide notice to a minor who is a registered user of the service that such removal is possible 
and clear instructions for how to accomplish such removal.  

 Provide notice to such minors that this removal does not ensure complete or comprehensive 
removal of the content or information posted on the operator’s service or application by the user.  

 An operator shall be deemed compliant with this section if, despite making the original content 
posted by the minor “invisible,” it remains visible because a third party has copied the posting or 
reposted the content or information. 

Both new sections will be effective January 1, 2015.  It is possible that the law could be subject to a 
First Amendment or other judicial challenge, although the effective date of the law as enacted would 
not necessarily be delayed pending judicial review. 

B.  Potential Impact 

Prior to January 1, 2015, companies will need to consider the applicability of the new law to their 
websites, services, and applications (including mobile applications) and develop a compliance 
strategy, which may include providing users with certain additional disclosures, putting in place 
additional mechanisms to permit minors to remove user-generated content, and potentially seeking 
additional contractual commitments from advertising partners. 

For instance: 

 Companies will need to consider the applicability of the new law, which seeks to protect all 
children under 18, to their websites, online services, and applications.  Even where services are 
not directed to or do not collect personal data from children under 13, companies will need to 
consider whether their collection practices are directed to the 13-18 age demographic.  

 The new law affords minors the right to remove user-generated content from covered websites, 
services, and applications.  Companies whose websites, services, and applications are subject to 
the new law will need a mechanism that allows minors to effectuate such removals.  To the 
extent company websites, services, and applications are directed to children under 13, they 
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presumably already have such mechanisms in place.  However, the California law would expand 
this right to all minors in California. 

 Companies will need to consider how to provide users of affected online services with required 
notices (e.g., notice and clear instructions on how to remove user-generated content).  All 
services directed to children under 18 and services that collect information from children under 
18 will need to provide the required disclosures. 

 Finally, companies will need to consider whether the new law’s advertising limitations are 
applicable, particularly in connection with third party advertising practices.  If relevant, 
companies will need to consider whether to seek to impose additional contractual restrictions on 
ad networks, other advertising services, and/or any direct advertisers to address the prohibitions 
and to provide notifications to such advertising partners. 

II.  DO-NOT-TRACK AMENDMENT TO CALIFORNIA ONLINE PRIVACY PROTECTION ACT (A.B. 370) 

A.  Key Provisions & Status 

On September 27, 2013, Governor Brown signed into law a bill requiring that operators of 
commercial websites and online services that collect personal information disclose how they 
respond to “do-not-track” signals from web browsers and whether they allow third parties to engage 
in online tracking.  The law amends the California Online Privacy Protection Act (“CalOPPA”), Cal. Bus 
& Prof. Code §§ 22575-225709, which requires that covered websites conspicuously post a privacy 
policy disclosing certain information and practices.   

Specifically, the law adds new requirements that a privacy policy: 

 “disclose how the operator responds to Web browser ‘do not track’ signals or other mechanisms 
that provide consumers the ability to exercise choice regarding the collection of personally 
identifiable information about an individual consumer’s online activities over time and across 
third-party Web sites or online services, if the operator engages in that collection”; and  

 “disclose whether other parties may collect personally identifiable information about an 
individual consumer’s online activities over time and across different Web sites when a 
consumer uses the operator’s Web site or service.”  

The operator may satisfy the disclosure regarding how the operator responds to do-not-track signals 
(or other similar mechanisms) by “providing a clear and conspicuous hyperlink in the operator’s 
privacy policy to an online location containing a description, including the effects, of any program or 
protocol the operator follows that offers the consumer that choice.” 

The new law will take effect on January 1, 2014. 

B.  Potential Impact 

Companies will need to consider whether and to what extent they will need to implement revisions to 
their privacy policies as a result of this new law.   

Do Not Track.  Under the plain language of the law, additional disclosures are required “if the 
operator engages in [the] collection . . . of personally identifiable information about an individual 
consumer’s online activities over time and across third-party Web sites or online services.”  This 
language suggests that the disclosure requirement is limited to operators that collect personally 
identifiable information across non-affiliated sites.  However, the legislative history states that the 
law requires all website and online service operators that collect personally identifiable information 
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to disclose whether or not they honor do-not-track browser signals (or similar mechanisms).  Based 
on the legislative history, the California AG could seek to interpret the disclosure requirement as 
applying broadly to any website or online service operator that collects personally identifiable 
information, rather than more narrowly (based on the plain language) to entities that collect 
personally identification information over time and across third-party websites or online services.   

Companies that embrace the plain language interpretation and decline to disclose how their online 
services respond to do-not-track signals nonetheless may wish to consider adding language to their 
privacy policies that states, if applicable, that they “do not collect personally identifiable information 
about your online activities over time and across third-party Web sites or online services.”   

For those companies to whom the requirement is applicable (or for those that decide to proceed as 
though it were applicable based on a broader reading and the legislative intent), there is a question 
about how to comply.  As noted above, the law permits companies to satisfy the new requirement by 
“providing a clear and conspicuous hyperlink in the operator’s privacy policy to an online location 
containing a description, including the effects, of any program or protocol the operator follows that 
offers the consumer . . . choice regarding the collection of personally identifiable information about 
an individual consumer’s online activities over time and across third-party Web sites or online 
services.”  It is not yet clear whether the California AG is likely to agree that it is sufficient to rely on 
hyperlinks to self-regulatory organizations’ opt-out pages, such as the Digital Advertising Alliance opt-
out page at aboutads.info.  The legislative history suggests that the California legislature considered 
those opt-out programs to offer choices with respect to the receipt of online behavioral advertising 
rather than choices regarding the collection of personal data and tracking. 

Companies that conclude that the requirement is applicable to their operations therefore may want 
to consider amplifying existing privacy policy language to disclose how they respond to browser-
based do-not-track signals.  One key question will be how the company’s online services react to 
browser-based do-not-track signals, including whether it distinguishes between browser types.  It 
also will be important to understand specifically how the services interact with browser signals in 
order to craft appropriate language. 

Third Party Collection.  The second provision quoted above requires online services to disclose 
whether third parties may collect personally identifiable information to build behavioral profiles of 
consumers who use the services.  This requirement is potentially applicable to a large number of 
publishers and other online service providers.  Many companies, for example, may not know the full 
range of activities undertaken by third parties that are authorized to collect personally identifiable 
information from their websites (i.e., whether or not they use it to build online behavioral profiles).   

One possible way to satisfy this requirement may be to incorporate language into a privacy policy 
that echoes the statutory requirement (i.e., “Third parties may collect personally identifiable 
information about your online activities over time and across different websites when you use our 
services.”).  Some companies already may have language in their privacy policies that arguably 
satisfies this requirement.  

III.  AMENDMENT TO CALIFORNIA’S SECURITY BREACH NOTIFICATION LAW (S.B. 46) 

A.  Key Provisions & Status 

California’s existing breach notification law requires an entity to provide notice to consumers 
following discovery of an incident involving the unauthorized acquisition of “personal information.”  
See  Cal. Civ. Code §§ 1798.29, 1798.82.  Under California law, “personal information” refers to an 
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individual’s first name or initial and last name in combination with a series of sensitive data 
elements, such as Social Security number, account number, or medical information. 

On September 27, 2013, Governor Brown signed an amendment to this law that expands the 
definition of “personal information” to include “a user name or email address, in combination with a 
password or security question and answer that would permit access to an online account” 
(regardless of whether name and/or other sensitive data elements are breached).  At least one other 
local jurisdiction (Puerto Rico) defines personal information to encompass usernames and 
passwords that are sufficient to permit access to an online account. 

In the event of a breach that is limited to this new category of personal information, the amendment 
also states that an entity may comply with its breach notice obligations “by providing the security 
breach notification in electronic or other form that directs the person whose personal information 
has been breached promptly to change his or her password and security question or answer, as 
applicable, or to take other steps appropriate to protect the online account . . . and all other online 
accounts for which the person . . . uses the same user name or email address and password or 
security question or answer.”  That said, the amendment restricts the ability of a provider of e-mail 
account services to notify by e-mail users in the event of a breach that compromises their e-mail 
login credentials.   

The law will take effect on January 1, 2014. 

B.  Potential Impact 

By expanding the definition of personal information, California has broadened the scope of its breach 
notification law to cover unauthorized acquisition of online account credentials, even if credit card 
data or other sensitive financial information or data elements are not accessed.  Some companies 
already provide notice to California residents in these circumstances even under the existing legal 
framework.  The amendment therefore may not require additional compliance efforts by some.   

Note that the existing breach notification laws in California and other states do not require notice to 
be provided in the event that there is unauthorized access to encrypted data.  Companies therefore 
may find it helpful to examine whether there are instances in which they (or their vendors) maintains 
password and security question-and-answer data in an unencrypted form, and, if so, to pursue the 
costs associated with encrypting such data. 

IV.  AMENDMENT RELATING TO ELECTRONIC COMMUNICATIONS (S. 467) 

The California legislature recently passed a bill—S.B. 467—requiring that California law enforcement 
agencies obtain a search warrant to compel the production of stored communications content (e.g., 
emails and social media messages) from providers of “electronic communication services” and 
“remote computing services” (as those terms are defined in the federal Stored Communications Act).  
Under the legislation, a service provider may provide stored content to law enforcement without a 
search warrant if the service provider, in good faith, believes that an emergency involving the danger 
of death or serious physical injury to a person require disclosure without delay. 

If you retain stored communications content and do not already require a search warrant when 
disclosing such content to law enforcement under non-emergency circumstances, please contact us 
if you would like to discuss your existing practices and the potential impact of this bill. 
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If you have any questions concerning the material discussed in this client alert, please contact the 
following members of our privacy & data security group: 

Yaron Dori +1.202.662.5444 ydori@cov.com 
Kurt Wimmer +1.202.662.5278 kwimmer@cov.com 
Libbie Canter +1.202.662.5228 ecanter@cov.com 
Mali Friedman +1.415.591.7059 mfriedman@cov.com 
Stephen Satterfield +1.202.662.5659 ssatterfield@cov.com 

 
This information is not intended as legal advice.  Readers should seek specific legal advice before acting with regard to the subjects 
mentioned herein.  

Covington & Burling LLP, an international law firm, provides corporate, litigation and regulatory expertise to enable clients to achieve their 
goals.  This communication is intended to bring relevant developments to our clients and other interested colleagues.  Please send an 
email to unsubscribe@cov.com if you do not wish to receive future emails or electronic alerts.   

© 2013 Covington & Burling LLP, 1201 Pennsylvania Avenue, NW, Washington, DC 20004-2401.  All rights reserved. 
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