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 CONTRACTORS FACE NEW PROPOSED  
INFORMATION SAFEGUARDING REQUIREMENTS  

On August 24, the FAR Council issued a proposed rule to require that government contractors take 
certain “basic protection measures” to safeguard their information systems. 1  The rule contains 
several ambiguous provisions that could, depending on how they are interpreted, impose 
considerable new compliance burdens on a wide range of government contractors. 

Under the proposed rule, nearly all prime and subcontractors would be required to protect 
information provided by or generated for the Government (other than public information) that 
“resides on” or “transits through” the contractor’s information systems by: 

1. Restricting Use of Public Computers and Web Sites:  Contractors must not process non-public 
information on public computers (e.g., hotel business centers, kiosks) or computers lacking 
access control, or post non-public information on web sites that do not use security technologies 
to restrict access. 

2. Protecting Electronic Transmissions:  Contractors transmitting e-mail, text messages, blogs, and 
similar communications containing non-public information must use “technology and processes 
that provide the best level of security and privacy available, given facilities, conditions, and 
environment.” 

3. Limiting Voice and Fax Transmissions to Authorized Recipients:  Contractors may transmit non-
public information via voice or fax only if “the sender has a reasonable assurance that access is 
limited to authorized recipients.” 

4. Imposing Physical and Electronic Barriers:  Contractors must protect non-public information by at 
least one physical barrier (e.g., locked container or room) and one electronic barrier (e.g., login 
and password) when not under direct individual control. 

5. Sanitizing Media Before Release or Disposal:  Contractors must clear information on media that 
have been used to process non-public information before external release or disposal. 

6. Protecting Against Computer Intrusion and Data Compromise:  Contractors must at a minimum 
(i) use current and regularly updated malware protection services and (ii) promptly apply security-
relevant software upgrades.  

7. Limiting Transfer of Information to Subcontractors:  Contractors may transfer non-public 
information only to subcontractors that both (i) require the information for purposes of contract 
performance and (ii) provide at least the same level of security as specified in the proposed rule. 

These requirements are contained in a proposed Subpart 4.17 of the Federal Acquisition Regulation 
and contract clause entitled “Basic Safeguarding of Contractor Information Systems.”  The rule, 

 
1 77 Fed. Reg. 51,496 (Aug. 24, 2012).  The proposed rule follows earlier attempts by the Department of 
Defense to impose information system protection requirements on defense contractors.  We reported on these 
past efforts in a July 2011 Covington E-Alert.   
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which would apply to all different types of information, including e-mail correspondence to/from the 
Government, would have wide-ranging applicability.  The new contract clause would be included in 
contracts with “all Federal contractors and appropriate subcontractors regardless of size or business 
ownership,” including subcontractors at any tier, in which the subcontractor may receive or generate 
non-public government information on its information systems.  It would also be included in 
contracts for commercial items and commercially available off-the-shelf items.  Contracts below the 
simplified acquisition threshold are excluded, but the clause may be used in such contracts if the 
contracting officer determines it appropriate. 

The rule characterizes the new security requirements as “first-level protective measures . . . typically 
employed as part of the routine course of doing business.”  But some of the rule’s key terms are 
vaguely defined and, depending on how they are interpreted, may in fact impose appreciable new 
compliance burdens on at least some contractors.  For example, the extent to which contractors may 
need to upgrade their electronic communication systems will depend on how the Government 
interprets the requirement that these systems provide “the best level of security and privacy 
available, given facilities, conditions, and environment.”  Similarly, it is not clear what, in the 
government’s view, constitutes “reasonable assurance” that access to voice messages or faxes is 
limited to authorized recipients.  

However these uncertainties are resolved, contractors will likely, at the very least, have to evaluate 
their existing information systems, train employees on the new requirements, and coordinate with 
their information technology specialists and subcontract administrators to ensure compliance.  
Among other things, contractors may have to change engrained information technology habits 
among employees.  For example, employees who use personal email addresses for work-related 
communications, or who use hotel, airport, or other public computers while traveling (even via secure 
remote access technologies), will have to be informed of the new requirements prohibiting such use 
in many circumstances.  These compliance obligations may be particularly burdensome on 
companies for whom government contracts is a small fraction of their business.  The proposed rule 
may also add to the oversight responsibilities of contractors, as they would be prohibited from 
providing government information to a subcontractor unless the subcontractor “require[s] the 
information for purposes of contract performance” and “provide[s] at least the same level of security 
as specified in [the new contract] clause.”  The FAR Council offers no guidance on the level of 
diligence and/or subcontractor oversight that will be expected of higher-tier contractors.  

The FAR Council is soliciting public comment on this proposed rulemaking.  Interested parties must 
submit comments by October 23, 2012. 

 

Our Government Contracts practice at Covington & Burling LLP has extensive experience advising 
clients on government contract compliance, including information security demands during contract 
performance.  We have also worked with many clients to comment on proposed amendments to the 
Federal Acquisition Regulation.  Please do not hesitate to contact us with any questions. 

Susan Cassidy 202.662.5348 scassidy@cov.com 
Scott Freling 202.662.5244 sfreling@cov.com 
Daniel Matro 202.662.5340 dmatro@cov.com  
This information is not intended as legal advice.  Readers should seek specific legal advice before acting with regard to the subjects 
mentioned herein.  

Covington & Burling LLP, an international law firm, provides corporate, litigation and regulatory expertise to enable clients to achieve their 
goals.  This communication is intended to bring relevant developments to our clients and other interested colleagues.  Please send an 
email to unsubscribe@cov.com if you do not wish to receive future emails or electronic alerts.  © 2012 Covington & Burling LLP, 1201 
Pennsylvania Avenue, NW, Washington, DC 20004-2401.  All rights reserved. 
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