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  Board Oversight of Risk 
Management and Crisis 
Preparedness  

  A well-managed crisis is not only a disaster 
avoided, but also an opportunity captured. As over-
sight of risk management structures continues to 
evolve and become embedded in corporate gover-
nance structures, boards also should focus on crisis 
management, which relates to how companies plan 
for the occurrence of risks that cannot be eliminated.  

  by Keir D. Gumbs and Xiaowen Qian 

   In recent years, corporate boards have faced 
an array of systemic and specifi c shocks, rang-
ing from the global impact of the recent fi nancial 
crisis on companies across industries, to individ-
ual crises faced by companies, such as the trader 
that incurred major losses at UBS in 2011 or the 
Deepwater Horizon oil spill’s impact on Trans-
ocean and BP. 

 These developments signifi cantly have 
enhanced board and management focus on 
risk and crisis management. A 2010 New York 
Stock Exchange survey found that 64 percent of 
the CEOs in the survey described “insuffi cient 
transparency about risk taking” as their top 

 governance concern. 1    A 2011 survey by BDO 
USA (BDO Survey) found that a majority of 
board members at public companies indicated 
that they wanted to spend more time on risk 
management while even larger percentage of 
directors, approximately 61 percent of  those sur-
veyed, believe that their liability risk as a direc-
tor has increased during the past few years. 2    
Regulators are focused on risk management and 
crisis preparedness too—for example, since 2010 
the SEC has required that public companies 
describe the board’s risk management policies, 
including the board’s role in risk oversight, how 
the board administers its oversight function, 3    
and the relationship between incentive compen-
sation policies and company risk. 4   

   Legal Standards Applicable to the Board’s 
Role in Risk and Crisis Management  

 As a general matter, there are few legal 
requirements that prescribe the board’s role in 
overseeing risk and crisis management. A board’s 
duty to oversee risk and crisis management is 
governed by the law of the jurisdiction in which 
a company is organized. Under Delaware law, a 
board is responsible for overseeing, seeing to the 
implementation of, and monitoring corporate 
controls, including risk management structures. 
In evaluating whether a board has met these 
responsibilities, Delaware courts have been reluc-
tant to hold directors liable for perceived failures 
to effectively oversee risk in the absence of “a sus-
tained or systemic failure of the board to exercise 
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oversight,” which is defi ned as an “utter failure 
to assure a reasonable information and reporting 
system exists.” 5    This is understood to mean that 
directors will only be held liable if  they “fail to 
act in the face of a known duty to act, thereby 
 demonstrating a conscious disregard for their 
responsibilities.” 6    

 Other rules for risk oversight have come 
from a variety of sources. For example, the New 
York Stock Exchange listing requirements man-
date that the board’s audit committee “[d]iscuss 
policies with respect to risk assessment and risk 
management.” 7    The commentary to this provi-
sion states that “[w]hile it is the job of the CEO 
and senior management to assess and manage 
the listed company’s exposure to risk, the audit 
committee must discuss guidelines and policies to 
govern the process by which this is handled.” This 
includes discussing the company’s “major fi nan-
cial risk exposures and the steps management has 
taken to monitor and control these risks.” 8    The 
commentary clarifi es that the audit committee is 
not required to be the sole body responsible for 
risk assessment and management. This is consis-
tent with our recommendations below that spe-
cialized committees on the board may take the 
lead in overseeing risks within their expertise. 

Similarly, the Emergency Economic Stabiliza-
tion Act of 2008 requires that compensation com-
mittees of fi rms receiving TARP funds meet at least 
annually to review the relationship between the 
risk management policies and incentive compen-
sation structures. 9    The Dodd-Frank Act requires 
that certain bank holding companies and nonbank 
fi nancial companies establish risk committees that 
include at least one risk management expert with 
experience managing risk of large companies. 10   

   Oversight of Risk Management   

  Emphasize the Board’s Role at the Top  

 While the legal requirements applicable to 
boards provide little guidance regarding the specifi c 

actions a board must take in fulfi lling its risk over-
sight function, a company would be well advised 
to adopt a holistic approach to risk oversight that 
incorporates risk management into the compa-
ny’s governance and operational structure. As the 
accompanying chart presenting an example of risk 
management structure refl ects, we believe, consis-
tent with general principles of state corporate law, 
that a company’s board of directors should be at 
the top of this structure. Below the board level, the 
audit, nominating, and compensation committees, 
as well as any specialized board committees, may 
take lead in overseeing risks within their expertise. 
For example, if a  company has a technology com-
mittee, that committee could assume responsibility 
for overseeing risks within its area of expertise, 
including risks relating to a cyber attack, a data 
breach or the loss or theft of signifi cant intellectual 
property. If a company does not have a technology 
committee, these responsibilities may be vested in 
the audit committee. Similarly, some companies 
allocate human resources and public responsibil-
ity-related risks to the governance and nominating 
committee. In such circumstances, the governance 
and nominating committee could assume respon-
sibility for overseeing succession planning, reputa-
tional risks and corporate governance risks. 

 It appears that most companies recognize that 
this type of delegation is a best practice. A Deloitte 
study of risk disclosures in proxy documents (2011 
Proxy Survey) found that 86 percent of the com-
panies reviewed indicated that the full board was 
responsible for risk management and oversight. 11    
Another Deloitte survey found that 78 percent of 
fi nancial institutions surveyed reported that their 
board of directors had approved their risk man-
agement policy or enterprise risk management 
framework (Global Risk Management Survey). 12    

 Even though we believe that a board of direc-
tors retains ultimate responsibility for oversee-
ing a company’s risk management structure, we 
also believe that board can responsibly delegate 
principal responsibility for exercising that over-
sight to its committees. Delegation to the audit 
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 committee, which traditionally has been respon-
sible for overseeing risks raised by a company’s 
internal controls, has become quite prevalent in 
our experience. For example, more than half  of 
the companies reviewed in the 2011 Proxy Sur-
vey delegate the primary responsibility for risk 
oversight to the audit committee. Most compa-
nies also assign the oversight of certain risks to 
the committees with expertise in those areas. For 
example, 53 percent of the companies reviewed 
disclosed that the compensation committee was 
responsible for compensation risk. The use of 
board level “risk committees” is still rare; accord-
ing to the 2011 Proxy Survey, less than 5 per-
cent of S&P 500 companies have created such 
 committees, as compared with 16 percent of com-
panies in the fi nancial services industry. 13    

  Line of Reporting  

 At the management level, risk management 
structures also should be organized by risk and 
aligned with a company’s operational structure. 
For example, the IT department, if  charged with 
responsibility for risk associated with intellectual 
property loss, would be responsible for develop-
ing the general corporate approach to protec-
tion of intellectual property, intellectual property 
security policies, training of employees, investi-
gating and managing the response to potential 
intellectual property loss incidents, and report-
ing, as necessary, such incidents to the relevant 
committee of the board. This does not mean 
that the intellectual property loss risk is the sole 
responsibility of the IT department—rather, the 
IT department would reach out and engage other 
management functions whenever needed to fulfi ll 
its risk management duty. 

 Even within structures where risk is organized 
by operational responsibility, companies should, 
and often do, allocate ultimate responsibility for 
risk management to particular corporate offi cers. 
While we would expect that person to most often 
be the General Counsel or a Chief Compliance 
Offi cer, a survey of manufacturing companies 

found that half  of the risk management person-
nel among the companies surveyed report to the 
corporate Treasurer. Only 19 percent and 14 per-
cent of the companies surveyed reported to the 
Chief Financial Offi cer or the General Counsel 
or the law department, respectively. 14    

 Even though many companies had a Chief 
Risk Offi cer position to supervise their risk man-
agement functions beforehand, more companies, 
particularly those in the fi nancial services indus-
try, created a Chief Risk Offi cer position follow-
ing the fi nancial crisis. According to the Global 
Risk Management Survey, 86 percent of fi nancial 
institutions had a Chief Risk Offi cer or  equivalent 
position, up from 73 percent in 2008 and 65 per-
cent in 2002. 15    Despite this trend, the position of 
Chief Risk Offi cer appears to be an exception to 
the rule for companies that are not fi nancial insti-
tutions. More than half  of the directors in the 
BDO Survey indicate that their companies do not 
have a Chief Risk Offi cer or a person with similar 
responsibilities.     

  Interaction with the Board of Directors  

 One question that frequently arises in the con-
text of risk management is how often a board 
should be apprised of a company’s risk man-
agement status—including changes or modifi ca-
tions to the company’s overall risk management 
structure as well as developments relating to 
any specifi c signifi cant risks and corresponding 
mitigating activities. The frequency of reporting 
from risk management personnel and the nature 
of such reports are important considerations in 
evaluating a board’s oversight of risk manage-
ment. We believe that a board should be apprised 
at least annually of the status of a company’s risk 
management. This appears to be a best practice—
a Manufacturers Alliance Survey found that 45 
percent of the companies surveyed report to the 
board of directors or one or more of its com-
mittees annually. Only 6 percent, down from 11 
percent in 2006, said they never have such inter-
action. Over one-third of the respondents in the 
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survey report to the board or one or more of its 
committees more than once annually. 16   
 

 In terms of  the nature of  reports to the 
board regarding risk, we see that more and more 
companies use both “in person” presentations 
and written reports—the percentage of  com-
panies using both of  these report formats rose 
from 29 percent in 2006 to 50 percent in 2010. 17    
Notably, a relatively small, but growing number 
of  companies’ risk management personnel were 
given “private time” with the board or its com-
mittees—i.e., without the presence of  the other 
management personnel—15 percent, up from 
11 percent in 2006. 18    We believe this is a good 
trend. The independence of  the risk manage-
ment personnel is important—“private time” 
with the board will encourage more candid dis-
cussion of  risks; in addition, such meetings also 
may allow the risk management personnel to 
be more candid about weaknesses in their own 
management areas. 

  Integrating Risk Management into 
Corporate Governance Documents  

 Once a company has designed its risk manage-
ment and oversight structure, the board should 
make sure that this structure is refl ected in the 
company’s governance documents. As far as 
board documents, obvious candidates for such 
integration are the audit, compensation and gov-
ernance committee charters, and the corporate 
governance guidelines. With respect to company-
wide policies and procedures, risk management 
considerations should be incorporated into 
employee handbooks, insider trading policies, 
codes of ethics, Foreign Corrupt Practices Act 
compliance policies, and information technology 
security practices. Companies periodically should 
review and update existing policies as the risks 
companies face change over time and as changes 
are made to their risk management structure. 
Just as most companies conduct annual reviews 
of corporate governance policies and procedures, 

companies would be well-advised to annually 
review (and keep track of) the various documents 
that embody their risk management and over-
sight structure. 

  Integrating Risk Management 
Into Compensation Policies  

 In recent years, regulators and investors have 
become increasingly focused on the role that 
compensation plays in risk management. For 
example, in response to the SEC’s adoption of a 
disclosure requirement regarding the compensa-
tion policies and practices as they relate to risk 
management, companies have begun to focus 
on how to  manage risk through compensation 
policies. Examples of this include the increased 
use of clawback provisions (a practice that we 
expect will become more prevalent when the SEC 
adopts the Dodd-Frank mandated requirements 
for clawback provisions for listed companies), 
extended performance periods for performance-
based compensation, declining use of stock 
options and the increased use of full-value equity 
based compensation. The goal of these structures 
is to discourage excessive risk taking, especially 
among those with authority to make decisions 
that involve the assumption of signifi cant risks. 
The Global Risk Management Survey found 
that 37 percent of the fi nancial institutions in its 
survey reported that they had completely or sub-
stantially incorporated risk management consid-
erations into performance evaluations across the 
organization for both senior management and 
business unit personnel, while 56 percent of the 
fi nancial institutions accomplished such incorpo-
ration for senior management. 19   

   Crisis Management  

 In any business, there are some risks that can-
not be eliminated or completely mitigated. Some 
of those risks, once realized, are devastating if  a 
company is unprepared for them. For example, a 
company may be able to predict some risks that 
are more likely than not to materialize at some 
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point based on the company’s business and its 
industry. Obvious examples of these kinds of 
risks include the following: 

   • A product recall for a company in the con-
sumer goods or pharmaceutical industry; 

   • A data or security breach at a company that 
handles signifi cant amounts of sensitive cus-
tomer data, including, for example, a fi nan-
cial institution; 

   • A loss or the compromise of sensitive intellec-
tual property for a company where intellec-
tual property is a key aspect of the company’s 
business, including, for example, a biotech 
company; 

   • The sudden illness or departure of an iconic 
leader at a company where the leader was a 
key element of that company’s business; or 

   • The occurrence of a major environmental 
disaster at a company with operations that 
have signifi cant environmental effects, includ-
ing, for example, a mining company or a 
company in the oil and gas industries. 

   These kinds of risks illustrate the interaction 
between risk and crisis management. A crisis is 
a risk that materializes and that has signifi cant 
operational, fi nancial, and reputational conse-
quences. Where risk management is largely about 
identifying and managing risks, “crisis manage-
ment” is a unique, distinctive concept that relates 
to the process by which companies prepare for 
crises before they occur and manage them when 
they do occur. 

 To prepare for such crises, a company should 
have a crisis management plan for each type of 
key risk based on its industry and operations. A 
company that has crisis management plans in 
place has the advantage of having considered the 
scope and potential impact of a crisis enterprise 
wide, and will have saved critical time in assem-
bling a team and determining roles ahead of a cri-
sis. Such plans must include the development of 
procedures not only to respond to particular inci-
dents, but also to address vulnerability to future 

incidents. The following sections include a discus-
sion of the key elements of such a plan. 

  Identify Key Risks and Review Policies  

 As noted above, every company faces unique 
key risks based on its industry and its opera-
tions. Therefore, the starting point of any crisis 
management plan is to identify those key risks. 
A company should then periodically review its 
list of key risks and update the relevant policies 
that address those risks. Strong policies not only 
decrease the likelihood of harm to the company 
arising from a crisis by making remedial actions 
easier to implement, but they also make it easier 
for companies to deal with regulatory and public 
scrutiny when a crisis occurs. 

  Prepare a List of Emergency Contacts  

 Companies should prepare a comprehensive 
list of emergency contact numbers to use when a 
crisis occurs. This list can be used to answer one 
of the fi rst questions to arise in the event of an 
emergency—who a company should call in the 
event of a crisis. The CEO needs to be ready on 
fi ve minutes’ notice to put the right people in the 
room to deal with the situation. An accurate and 
concise emergency contact list is invaluable for 
these purposes. 20    

  Assemble a Response Team  

 In addition to developing a list of emergency 
contacts, companies should prepare a full list of 
response team members for each type of crisis, 
which typically should include representatives 
from different departments (e.g., Legal, Corpo-
rate Communications, Human Resources, Sales 
and Marketing), with one or two departments 
that are responsible for the particular type of the 
risk as the chair of the group. 

 In assembling the response team, com-
panies should consider both internal and 
external advisors. By definition, a crisis is an 
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 extraordinary situation, and almost always 
requires experience and expertise most com-
panies do not possess in-house, at least not in 
abundance. A bet-the-company moment is no 
time for learning on the job, so having the right 
pre-positioned external resources on speed-dial 
can make all the differences. Potential external 
resources include: 

   • Outside Counsel 
   • Public Relations Firm 
   • Accounting Firm 
   • Regulatory, Legislative, and Judicial Resources 
   • Law Enforcement 
   • Forensic Analysts 

   The composition of a response team necessar-
ily will vary based on the type of crisis. For exam-
ple, a power failure at a key facility will involve a 
different team than a product recall or SEC inves-
tigation. 

 Finally, how the response team handles infor-
mation and the potential for exposure of  that 
information should be considered well before 
the crisis unfolds. For example, attorney-client 
privilege distinguishes law fi rms from accoun-
tants, insurance brokers, and public relations 
fi rms who may advise companies in managing a 
crisis. With a law fi rm engaging and coordinat-
ing the efforts of  other outside professionals, a 
company would have strengthened arguments 
that the work product is protected by applicable 
legal privilege. As a result, we believe that having 
a legal advisor on the response team is particu-
larly important.  

   Prepare a Communications Plan  

 The next element of a crisis management plan 
is to prepare for the communications involved in 
a crisis. A crisis management plan should address 
the questions of whether to notify key inter-
nal groups including the board of directors and 
employees, and whether to notify key external 
groups, including insurers, investors, customers, 

and regulators. The accompanying Key Inter-
ested Parties chart lists the parties with whom 
companies may want to communicate during a 
crisis. 

 We can illustrate the importance of  such 
preparation with an example from the cyber-
security area. Because cybersecurity problems 
often have regulatory and even national secu-
rity implications, companies increasingly must 
liaise with government agencies as part of  their 
response. But even knowing whom to call can 
be a challenge. A thoughtful crisis management 
plan for dealing with government agencies in a 
cybersecurity breach would identify in advance 
the right agencies to deal with, the right requests 
to make, the right information to provide, and 
how to  manage and sequence that process so it 
satisfi es the responsibilities and obligations of the 
 company. 21    

 Companies should be prepared to come up 
with an accurate, consistent, and thoughtful mes-
sage, in a timely fashion during a crisis—this may 
mean an alternative website/webpage that is built 
in advance, or a press release and FAQs that are 
pre-written. Messages that make sense from a 
public relations or marketing perspective, may be 
disastrous from a legal perspective. 

  Be Attuned to the Role of Social Media  

 The crisis management plan must be attuned 
to the role of  the social media—a key commu-
nications tool due to the increased speed of 
communications. The media is no longer just 
newspaper, TV, and radio communications. 
Now it is blogs, Facebook, Twitter, Google+, 
and YouTube. A far-fl ung incident can easily 
spark a global media confl agration. One can see 
this kind of  impact in Tahrir Square in a politi-
cal context, and the same happens in a hundred 
different business contexts. Communications 
are instant—they are global and they are grass-
roots at the same time. They are bottom-up. 
They come from customers, but also come from 
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 advocacy groups whose messaging is constant, 
pre-planned and pre-positioned. 

 According to a 2011 NYSE survey of 325 
Euronext listed companies, a large majority of 
CEOs today recognize that social media will be 
an effective mechanism for customer relationship 
management. 22    Nevertheless, few say their com-
pany currently has a social media strategy in place. 
In fact, only 31 percent of the listed companies 
are actively using social media, compared with 55 
percent of emerging companies. 23    Even if  a com-
pany does not have an active social media strat-
egy in place, it should be prepared to deal with a 
social media fallout in crisis—this includes having 
a website in place, a pre-written blog post, press 
release, and/or FAQ to deal with the aftermath of 
a crisis. Due to the speed of communications on 
social media, companies with adequate resources 
also may consider having people in place monitor-
ing the talk about the company on social media 
websites so that they can engage in the right way 
and send the best message the fi rst time. 

  Be Prepared for the Impact of Globalization 
on Crisis Management  

 Finally, an effective crisis management plan 
should address the challenges caused by global-
ization. Standard & Poor’s estimated that in 2009 
the S&P 500 derived approximately 46.6 percent 
of their total revenue abroad, representing $8 tril-
lion in earnings. 24    Depending upon the source, 50 
percent to 70 percent of world economic growth 
over the next few years is forecast to come from 
emerging markets, with China and India account-
ing for 40 percent of that growth. 25    The global-
ization of economies means that strategic risks 
and major crises can now erupt anywhere in 
the world. An effective crisis management plan 
should be prepared to deal with the unique chal-
lenges of responding to a crisis in a foreign coun-
try with unfamiliar regulators, politics, judicial 
system, and culture; the interconnections of every 
part of the global supply chain; and myriad other 
issues such as foreign corruption and protection 
of intellectual property rights abroad. 26    

Government
•  Local, legislative, judicial and law enforcement
Customers
• Local, Regional and National
Experts
• Scientists
• Public Policy
• Expert Witnesses 
•  NGOs/Opinion Leaders, 

Interest Groups
Financial
• Investors, Lenders, Bond Holders
• Rating Agencies
• Insurers
Media
• Traditional
• Social Media
• Internet

Internal
• Members of the Board of Directors
• Employees, directly and indirectly affected
• Subsidiaries
• Joint Ventures
External 
• Outside Counsel
• Public Relations Firm
• Accounting Firm
•  Regulatory, Legislative and Judicial/ Police Contacts
• Subject Matter Experts, Expert Witnesses
• NGOs/Opinion Leaders, Interest Groups
• Lobbyists
• Investors, Lenders, Bond Holders
• Rating Agencies
• Traditional Media 
• New Media/Bloggers
• Internet/Social Network

Key Interested Parties
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 To address this concern, boards should see 
that management has included personnel that 
are familiar with issues that may arise in foreign 
operations in the design and implementation 
of  a crisis management plan. Such personnel 
can help to identify global risks involved in the 
company’s operations, to make policies that can 
address these risks before a crisis, and to locate 
in advance potential candidates (for example, 
local counsel in a foreign country) for a crisis 
response team. 

  Developing and Running Simulations  

 With a crisis management plan in place, 
the response team should consider conducting 
a “table top” exercise testing the policies and 
 procedures related to the type of risk. The team 
should refi ne policies and procedures based on 
the results of  the exercise. Companies are already 
performing simulations in areas that are tied to 
their industry, such as product recalls in the con-
sumer industry. There is no reason that simula-
tions should be limited to these traditional areas. 
While it is impossible to run simulations for each 
type of crisis, companies should identify oppor-
tunities to adapt simulations from one crisis to 
other crises. 

 Over the course of our practice, we have worked 
with our clients and developed tailor-made crisis 
management plans. Some recent examples include: 

   • Incident response plans for the loss or 
extended absence of a key executive 

   • Incident response plans for an SEC investiga-
tion 

   • Incident response plans for a loss or the com-
promise of signifi cant intellectual property   

    While a company should evaluate what crisis 
management plans are important for it to have in 
place, all companies should have crisis manage-
ment plans in place for their key risks. Further, 
the board as the organization at the top of a com-
pany’s risk management structure, should see that 

 management has considered and implemented spe-
cifi c crisis management plans for the company’s key 
risks. 

  Conclusion  

 Although there are few unique legal require-
ments applicable to risk and crisis management 
above and beyond the general fi duciary obliga-
tions imposed by state law, recent failures in risk 
and crisis management have renewed the focus of 
corporate boards on risk and crisis management 
plans. In approaching risk management, a com-
pany should adopt a holistic approach that incor-
porates risk management into its governance 
and operational structure (as well as the relevant 
 governance documents), with the board at the top 
of this structure.

While many companies already are focused on 
risk management, companies should focus on crisis 
management as well. The essential elements of an 
effective crisis management plan include identify-
ing a company’s most signifi cant risks that can-
not be eliminated or mitigated, preparing a list 
of emergency contacts and assembling a response 
team that uses both internal and external resources 
and that takes global risks into account by putting 
international/local experts on the response team 
where applicable. To match the increased commu-
nications speed of social media, a company also 
should prepare a corporate communications plan 
well in advance of the realization of a particular 
risk. Finally, companies should conduct simula-
tions to test and improve the plan. 

  Notes  

 1. Infogroup/ORC, NYSE Euronext CEO Report Back to Business, 

April 2010, pages 10, 56. 

 2.  See  2011 BDO Board Survey of Corporate Governance (available 

at http://www.bdo.com./download/1808). According to BDO USA, this 

survey reflects the opinions of 101 board members for public companies 

with revenues ranging from $250 million to $750 million. 
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