ANALYSIS

Caution required in the evolving
data retention environment
Will the new government attempt to resuscitate its predecessor’s plans to impose greater
obligations on telecommunications providers to retain and analyse communications data?
Mark Young urges them to tread carefully.

I

n light of the previous government’s travails in Strasbourg over
the DNA database1and the ongoing
EU Commission investigation into the
UK legal regime on confidentiality of
communications and intercepts,2 this
brief comment urges UK policymakers
to exercise caution in this area, and
considers potential changes to the data
retention framework in the broader EU
context.

The Interception
Modernisation Programme
The Home Office set out proposals last
April3 to extend requirements on
Communication Service Providers
(CSPs) to collect, retain and use
communications data (essentially data
about who contacted whom, when, for
how long and from what location):
• CSPs would be required to collect
and retain even more communications data than they do at present,
including data that they do not
process for business purposes, such
as data relating to Internet-based
services and communications services provided from outside of
the United Kingdom, as well as
communications data that they are
not required to retain under the
Data Retention (EC Directive)
Regulations 2009;4
• CSPs also would be required to
organise and process these additional
communications data, matching third
party data to their own data where
they have features in common (for
example, where it relates to the
same person or to the same communications device).
The previous government’s stated
objective for this initiative, known
as the Interception Modernisation
Programme (IMP), was to keep up with
developments in communications technology and “to find ways both (i) to
ensure that all the potentially relevant

data is collected and retained; and (ii)
that it is done in a way that allows
public authorities to put together an
increasing number of fragments to
make a coherent whole”.5 The government framed the IMP as an attempt to
“maintain” the existing capability of
public authorities to access and use
communications.
Several respondents to the consultation took issue with this characterisation.
Many criticised the proposals for blurring the currently distinct legal regimes
for authorising access to communications data and intercepting content,
and, aside from the not inconsequential
matter of costs, queried whether CSPs
would be able to implement such elaborate collection and retention systems.6
The Information Commissioner’s
Office (ICO) certainly did not accept
that the IMP was merely about
preserving the status quo; on the
contrary, it expressed in stark terms
that the proposals would “represent a
step change in the relationship between
the citizen and the state”.7
Although the IMP was reported to
have been shelved last autumn, it is
likely to be re-appraised by the Home
Office and to return in one guise or
another. Should this occur, to avoid
further embarrassment in Strasbourg or
wrangling with the EU Commission,
the new government may be well
advised to pay more than mere lip
service to the principles of necessity,
proportionality, oversight and accountability – principles that derive from
established European human rights law
and which the Home Office claimed to
uphold, but which extensive and vague
data retention plans such as the IMP
potentially violate.

IMP and European Human
Rights Law
Access to communications data and use
of surveillance powers by over-enthusi-
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astic officialdom has understandably
piqued the interest of the press in recent
years. 8 Although access to data is an
important issue, there is a danger that it
obfuscates the more fundamental question about whether the initial collection
and retention of data is lawful (as
distinct from secondary considerations
about how such data are accessed or
used).
The European Convention on
Human Rights specifies that public
authorities may only interfere with the
right to respect for private and family
life in narrowly-defined circumstances
(Article 8(2)). In particular, any interference must be in accordance with the
law and necessary in a democratic
society, in view of such public interests
as national security, public safety and
the prevention of disorder or crime.
The European Court of Human
Rights (ECHR) has established in a
series of decisions that the mere retention of data relating to the private life of
an individual, such as communications
data,9 constitutes an interference with
an individual’s right to privacy under
Article 810 – regardless of whether
public authorities make any subsequent
use of that data. 11 Article 8 helps
protect the right to personal development and to establish and develop
relationships with other human beings
and the outside world.12 Wide-ranging
retention plans such as IMP may
dissuade people from using certain
technologies and thereby interfere with
these important aspects of the right to
privacy under Article 8.
When it published the IMP proposals
last April, the Home Office claimed
that the legal framework regarding
retention and access to communication
data was based upon the principles of
necessity and proportionality. But
under Article 8(2) an interference will
only be considered “necessary in a
democratic society” if it is for a
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pressing social need and is proportionate to the legitimate aim pursued13
– standards that such vague proposals
arguably fail to meet.
Although the government set out
why communications data can serve an
important purpose in the fight against
crime, it did not explain what pressing
social need would justify the collection
and retention of every single piece of
communications data that CSPs could
process. And because CSPs would be
required to collect, retain and process
vast quantities of information – far in
excess of the amount of information
law enforcement agencies may actually
need – the proposals seemed to be
disproportionate to the government’s
claimed legitimate aim to fulfil its duty
to protect the public. The Home Office
even seemed to admit as such when it
stated that “public authorities will only
ever access a very small proportion of
the data that communications service
providers will continue to collect and
retain”.14 This statement presumably
was intended to allay fears regarding
who may access the data, but seems
only to betray a failure to analyse the
legality of retaining and processing
additional data in the first place.15
Case law of the ECHR has also
established that proportionate safeguards must be put in place to ensure
that any interference is no greater than
necessary,16 especially in cases involving
the automatic processing of personal
data and when such data are used for
police purposes. 17 Measures are
unlikely to be regarded as necessary if
there are alternative and less invasive
methods of achieving the legitimate aim
in question.18 Unfortunately, the Home
Office neither provided details about
how additional communications data
would be retained nor established
restrictions regarding how commercial
entities charged with retaining the data
may use them. In response, the Information Commissioner (and others)
pointed out that there may be less
invasive alternatives to pursue the
government’s aims, including targeting
specific phone numbers, only permitting the collection of communications
data in relation to specified suspect
individuals (and possibly their associates), or restricting such interference to
instances where there is a significant
risk. 20
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Finally, to be deemed to be “in
accordance with law” and justify an
interference with private life under
Article 8, measures must be adequately
accessible and precise21 to enable an
individual to regulate his or her
conduct in order to avoid the interference.22 But because blanket proposals
such as IMP could be deemed excessively arbitrary23 and to lack sufficient
clarity,24 there is a significant risk they
also could fail to meet these requirements.
It seems likely that vague and extensive retention measures similar to the
IMP would struggle to meet all of the
requirements that permit an interference with private life under Article 8.
The UK is already under European
Union scrutiny in relation to its legal
regime on confidentiality of communications and intercepts. The Commission
is currently considering the Home
Office’s January response to the
Commission’s second phase of infringement proceedings, and whether to refer
the case to the European Court of
Justice – and could well avoid further
confrontation regarding these related
issues.

The broader picture for data
retention
Even without enhancing requirements,
European data retention laws continue
to cause controversy, for example in
Germany, Ireland and Romania. Questions about the constitutionality of
European data retention laws emphasise the difficult relationship between
data retention and data protection
regimes, and underline the timeliness of
the EU Commission’s current review of
the Data Protection Framework and
evaluation of the Data Retention Directive.
The Commission has been evaluating the implementation of the Data
Retention Directive across Member
States, and will adopt an evaluation
report in autumn 2010. A legislative
proposal to amend the Directive may
follow. The Commission’s evaluation
report is likely to focus on the inconsistent applications and interpretations of
the Directive that cause significant
problems in practice. For example,
there is a lack of clarity over which
service providers are obligated to retain
data, as well as regarding the categories
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of data that they must retain. Although
the Directive applies only to electronic
communications services (“ECSs”),
there is disagreement across and even
within Member States as to what services constitute ECSs. Member States
also require that different types of data
should be retained. These issues are
made more complex because there is no
harmonised period for the retention of
data – some Member States apply a six
month retention period, while others
have opted for 12, 18 or 24 months –
nor clear rules governing access to or
jurisdiction over data. Further, although
the purpose of the Directive is to ensure
that data are available for investigating,
detecting and prosecuting serious crime,
national definitions of “serious crimes”
vary to a significant degree.
Problems with the data retention
framework are magnified by the transition to cloud computing models. First,
there is a danger that providers of
“information society services” may
incorrectly be deemed to be ECSs and
therefore subject to the Data Retention
Directive (a provider may even be
considered an “information society
service” in one country and an ECS in
another). In the rare instances where a
cloud provider offers services that
qualify it as an ECS, existing legal
divergences are likely to create difficulties, as cloud operations necessarily
span several jurisdictions; for example,
a provider’s compliance with a sixmonth retention mandate of one
country may violate a two-year
mandate arising in another. This makes
it impossible for providers to have a
single, coherent and cost-effective
internal retention policy and set of
procedures, which results in confusion
among users, undermining their confidence in and willingness to use new
technologies and services. Industry is
understandably concerned that this lack
of consistency and harmonisation
regarding data retention rules could
create obstacles to the deployment and
uptake of cloud services in Europe – a
key aim of the new Commission under
the new Digital Agenda portfolio. Over
the next 18 months, the Commission
will have to set out how it intends to
address these challenges.

Conclusion
Returning to the UK, the Conservatives
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vowed last September to submit any
Home Office proposal for the retention
of (and access to) communications data
to the UK Information Commissioner
for pre-legislative scrutiny, and that all
future proposals regarding data collection and sharing would be subject to
privacy impact assessments.25 Adopting
such precautionary measures is likely to

be welcomed by industry and civil
liberties campaigners alike. It also
might help avoid further scathing judgments
from
the
ECHR
or
investigations by the European
Commission, which, given the elevated
status of protection for personal data
following the Lisbon Treaty and initiatives under the Stockholm Programme,

is likely to play an ever-increasing role
in determining future data retention
laws and policy in the UK and beyond.
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